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Abstract

Cloud computing has data leakage from all parties, security protection of private data, and existing solutions

do not provide a trade-off between security and overhead. With distributed data communication due to data bar-
riers, information interaction security and data computation security have become challenges for secure comput-
ing. Combining cloud computing with secure multiparty computation can provide a higher level of data protection
while maintaining the benefits of cloud computing. In this case, data can be stored in the cloud and computed
through SMPC protocols, thus protecting the privacy and security of the data. However, multiple rounds of informa-
tion interaction are often required, increasing the communication overhead, and the security strength is limited

by the hardness assumption. In this paper, we work to achieve an optimal setting of the number of rounds in secure
multi-party computation on the cloud to achieve a sublinear communication overhead and improve the security
concept. A 2-round SMPC protocol is constructed in the framework of Universally Composable (UC). A 2-round SMPC
protocol is constructed that uses multilinear maps based on the Learning from Errors (LWE) assumption. The partici-
pant encodes the input and sends it via broadcast to reduce the interaction, homomorphic computational encoding
information for secure access to computational data and secure the SMPC protocol through UC security. This paper
extends the participants to multiple parties, reduces the communication rounds to 2, the protocol achieves sublinear
communication overhead in poly polynomial time, smaller setup size to poly(k), and static security is achieved.

Keywords Secure multiparty computation, Cloud computing, UC framework, LWE assumption, Round complexity

Introduction

Cloud computing has grown considerably in recent
years, and the development of computing models that
store data and applications on remote servers has
matured and become popular. While edge cloud com-
puting [1-4] enables efficient data processing and trans-
mission, and many applications are also available in the
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Internet of Things [5, 6]. Combining deep learning and
model training with cloud computing for web person-
alized recommendation system and anomaly detection
[7-10].But it also poses some security risks [11]. As data
and computation are dispersed to edge nodes, attackers
may exploit weaker security mechanisms to compromise
these nodes, leading to problems such as data leakage or
service disruption. Therefore, strict security measures,
including data encryption, authentication, access con-
trol, and vulnerability management, must be adopted in
edge cloud computing applications to ensure the secu-
rity and stability of the system. In the background of big
data, data security, communication security [12, 13] and
secure data sharing, privacy computing have become
particularly important.Many researchers have conducted
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in-depth research and studies in many areas such as data
security, privacy protection, and adversary attack and
defense [14—18]. From the perspective of cryptography,
secure multiparty computation [19] technology provides
a reasonable solution. Yao proposed the “millionaire
problem” in 1982, leading to the first secure two-party
computation protocol [20], which uses the technique of
circuits to represent computational functions as boolean
circuits and provides computational security for secure
two-party computation protocols under a semi-honest
model. This was followed by Goldreich et al. who gave
the first secure multiparty computation protocol [21]
and guaranteed the security of the protocol under a
semi-honest model. After decades of development, exist-
ing research has focused on the performance of SMPC,
mainly on the number of communication rounds, com-
munication complexity, computational complexity, and
minimization of complexity assumptions to enhance
the concept of security. Abraham et al. [22] construct
a protocol based on verifiable secret sharing (VSS) that
matches a semi-honest setting with a round complexity
that is proportional to the circuit depth. A SMPC pro-
tocol against malicious adversaries and without trust-
worthy assumption settings was proposed [23], setting
up a 5-round SMPC protocol based on Decisional Dif-
fie-Hellman (DDH) assumption and a 4-round SMPC
protocol constructed by one-way permutations based
on sub-exponential security DDH assumption. For the
problem of optimizing the number of rounds in a pro-
tocol, Ananth et al. [24] study the round complexity of
n-party protocols in an honest majority setting to tol-
erate the corruption of ¢ < 4 participants and achieve
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abort security under the plain model where the security
of the protocol depends only on the one-way function.
For SMPC, cryptographic techniques such as Laconic
Function Evaluation (LFE), oblivious transfer (OT) are
used to construct secure multiparty computation pro-
tocols [25—-27] and to reduce the number of rounds of
interaction between participants. Existing studies have
shown that high communication overhead, high com-
plexity of rounds and low security strength in secure
multiparty computation. Therefore, this paper is based
on cloud computing to achieve a more secure and effi-
cient secure multiparty computation scheme, the gen-
eral process is as follows Fig. 1.

This paper is devoted to solving the round num-
ber complexity optimization problem in SMPC on the
cloud by introducing harder security assumptions to
improve the security concept, reduce the number of
interactions, and achieve low communication overhead
for privacy-secure cloud computing. The contributions
of this paper are as follows.

1. To optimize the round complexity of the protocol in
cloud-based SMPC, we construct a 2-round secure
multiparty computation using a multilinear map
based on the LWE assumption.

2. In this paper the implementation of the protocol is
done in the UC framework, the ideal functionality
is delivered to the computing on the cloud and each
participant can access the ideal functionality, the pro-
tocol is finally implemented on the cloud with UC
security for SMPC security and increased security
strength.

Functionality
FRntk Cloud

Fig. 1 Secure multiparty computation scheme on the cloud

SMPC Party

Server
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3. The parameters of the SMPC protocol settings are
only related to the LWE instantiation and the depth
of the computational circuit, which achieving sublin-
ear overhead for communication.

Related work section describes the Related Work in the
area of secure multiparty computation, and Preliminaries
section provides an overview of multilinear maps, learn-
ing with errors (LWE), universally composable (UC),
garbled circuit, and zero-knowledge proof. Protocol
construction section describes the specific construction
of the scheme in this paper, and Security demonstration
section is a security demonstration of the scheme con-
struction.Finally, we summarize our work in Conclusions
section.

Related work

Secure multiparty computation with constant rounds
was first studied in [28] to reduce the number of interac-
tion rounds, Gordon et al. [29] designed SMPC protocols
with constant rounds in honest majority to ensure that
the parties have fairness as well as the output is delivered
correctly (Table 1). A series of subsequent works target
the security of SMPC, based on various difficult assump-
tions to design protocols for information security against
malicious adversaries [30—32]. Garbled circuits combined
with non-committing encryption (NCE) under the plain
model to construct secure multiparty computation pro-
tocols with adaptive constant rounds are also described
for some extensions and applications [33]. By combining
cryptographic primitives, based on learning with errors
(LWE) assumptions use fully homomorphic encryption
[34] to construct two rounds of secure multiparty com-
putation, allowing one round of distributed decryption
of ciphertexts with multiple secret keys [35, 36], which
gave a great impetus to later research. The bilinear map-
ping operation provides a unique operation for secure
multiparty computation that would encode the input and

Table 1 The computational function F£:(0,1m)" — 0,1k s
compared to the SMPC protocol represented by a circuit C of
depth d in the honest majority setting

Protocol Security Rounds Communication Complexity
[44] Static 4 poly(lin, lout, k, d, n)

[24] Static 3 |C| - poly(k,n)

[29] Static 3 poly(lin, lout, k, d, n)

[22] Static o(d) |C| - poly(k,n)

[46] adaptive 4 poly (lin, lout, k,d, n)

[42] adaptive o) |C| - poly(k,n)

This work Static 2 poly (lin, lout, k,d, n)

Page 3 of 13

then perform the operation, and the evaluation process
takes as input the set of confusing protocol components
with labels corresponding to the input encoding of each
party, and outputs the entire text of the distributed pro-
tocol [37], which in turn incorporates the garbled cir-
cuit to design the garbled protocol. With the study and
development of lattice trapdoors [38—40], constructing
encoding schemes based on trapdoors and improving the
security level of the schemes under the LWE assumption,
hierarchical multilinear encoding has been widely used in
cryptography, from non-interactive key exchange proto-
cols to broadcast and attribute-based encryption. ciampi
et al [41] for the construction of secure two-party com-
putation using oblivious transfer protocols, the construct
such protocols from permutations of trapdoors based on
four rounds of non-extensible zero-knowledge arguments
for delayed inputs. The development of UC [42, 43] like-
wise has many applications in the field of secure multi-
party computation. In the framework of UC, the security
of the protocol relies on the security of UC to achieve
indistinguishability between ideal and realistic environ-
ments. In the concept of static security, protocols for
sublinear communication are constructed using thresh-
old FHE as well as zero-knowledge proofs (NIZK) [44],
which typically require four rounds of interaction under
the threshold PKI model and five rounds under the CRS
model. The optimization of the number of rounds is car-
ried out in the honest majority setting, and the protocol
design is carried out in the model where the circuit size is
the polynomial communication size [24, 29], thus achiev-
ing static security. Existing studies have shown that high
communication overhead, high complexity of rounds and
low security strength in secure multiparty computation.
The solution in this paper is dedicated to the optimiza-
tion of the number of rounds and the communication
overhead, introducing harder security assumptions and
improving the notion of security.

Preliminaries

In this section we will review multilinear maps, learn-
ing with errors (LWE), universally composable(UC),
garbled circuit, and zero-knowledge proof. We denote
k € N as the security parameter and for all n € N,[n] is
denoted as {1,2,...,n}. PPT denotes probabilistic poly-
nomial time and poly denotes positive polynomial. For
a function u with u(k) < m, the function u is said
to be negligible. let x = (%1, %2, ...,%,) be a vector, the
norm of a vector x is defined as ||x||o = max;(x[i]). If
the two distributions Dj,Dy are statistically close, we
write them as D; = D,. If the two distributions D1,Do
are cognputational indistinguishability, we write them

as D1 = D..
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Multilinear maps

Multilinear maps [39, 40] is a mathematical tool that is
abstractly defined and allows us to operate in a series of
group elements and to extract a part of the information
out of the output in combination with the results. Given
t cyclic groups Gy, Ga, ..., G; and a target cyclic group G,
then for a multilinear maps algorithm e of order ¢ we
have.

e:G <« G xGy X ... X Gy (1)

e(@™, g™, ..., g™t) = gFr X, @

where g1, 8, ..., g distributions represent ¢ cyclic groups
G1, Go, ..., G generators, g is denoted as the generators of
the target group G, x1, x2, ..., x¢ € {0, 1}*, we can consider
gi*i(i € [t]) as the encoding of x;, and the t-order multi-
linear maps algorithm can encode the ¢ unknown charac-
ters x1, X2, ..., X string encoding g1*, g2, ..., g on which
X1, %2, ..., %t on the group G with the joint product encod-
ing gll#€l1] Similarly we can get the corresponding
additive operations, if B denotes the operations defined
in the group, we have g*1 @ g*?) = g*1**2, However, for
multilinear maps of order ¢, we can only perform at most
multiplication of ¢ layers and addition of any layer. For
multilinear maps, the result after computation is pre-
sented in the form of ciphertext, and we can extract a
part of the information of the ciphertext using the zero
test algorithm. ZeroTest algorithm:Given an element 4,
the ZeroTest algorithm verifies that / is an element of the
target group G.

ZeroTest(h) :he Gorh¢ Gbyh ;go . (3)

If # = g° then there is % is an element in the target
group G. If i # g then h is not an element in the target
group G.

Learning with errors

The trapdoor-based LWE design has also been devel-
oped through the study of lattice trapdoors [38], where
K denotes the security parameter and the param-
eters n=n(k),q =q(k) of the LWE [45] instance
are chosen to be integers, x = x(k) is a distribution
over Z, and LWE, 4,, assumes that for all polynomi-
als m = m(k) there is the following distribution that is
indistinguishable.

(A,sA +e) = (4,2). (4)

where A « Z7>", s < Z is the input vector, e < x"
denotes the noise vector and z <« Z;”. In the LWE
scheme with trapdoor [17, 19], for any m’ € N, A is rep-
resented as a uniform random distribution matrix with
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m' xnloggq

trapdoor R € Z; and constructing the LWE hard
problem based on this matrix, another matrix D; can
be generated by the matrix with trapdoor A such that
ADy = sA1 + e, SimilarlyA1 Dy = sAy + e3, where the
matrix A; is also a uniform random distribution matrix
with a trap Ry, that is, we can generate the D; matrix of
the current level based on the trapdoor R;_; of the pre-
vious level, and the whole process forms a nested chain
structure.

Theorem 1 (secure MPC with sublinear communica-
tion [26, 46], informal). Assuming LWE and secure eras-
ures (alternatively, sub-exponential iO), every function
can be securely computed by a 2-round protocol tolerating
a malicious adversary that can adaptively corrupt all of
the parties, such that the communication complexity, the
online-computation complexity, and the size of the com-
mon reference string are sublinear in the function size.

Universally composable

In [46-48] the universally composable framework is
defined as the following two models and indistinguish-
able security properties are formed in the two models,
resulting in UC security as well as compositional security.

Real Model: The whole execution process consists of a
UC environment Z, an adversary A, and n participants,
which starts with Z invoking all participants, generating
all inputs and being able to read all outputs, and ends
with Z outputting the result of the whole execution. The
output of the environment Z under the realistic model is
denoted by Real 4 7(x, k,r), where 7 denotes the proto-
col run by n participants according to the above speci-
fication, k is the security parameter, and r denotes the
random information.

Ideal Model: F denotes an ideal function under an ideal
model, S (simulator) denotes an ideal adversary, n Turing
machines denote the participants and an environment
Z. Under the ideal model, F defines the behavior of the
desired computation and receives inputs from the par-
ticipants to perform the computation, and then sends the
output back to the participants. s cannot see the commu-
nication between the participants and F, but s can com-
municate with F. Denote the environment Z output under
the ideal model by Idealr s 7 (x, k, r), where x denotes the
input, k is the security parameter, and r denotes the ran-
dom information.

Definition 1 (UC Security). Given a protocol
7, an ideal function F, if for any PPT adversary A
and the existence of an adversary S under an ideal
model, the following distribution is computationally



Luo et al. Journal of Cloud Computing (2024) 13:22

indistinguishable for any environment Z. The protocol
7 is UC-realized in the presence of adversaries with an
ideal function F.

Realy; a7 (x, k,7) = Idealr s,z (x, k,r). (5)

Hybrid Model:The F-hybrid model combines the
rational model with the realistic model, extending
the realistic model with an ideal function F. Each par-
ticipant can interact with F. The output of Z under the
hybrid model is denoted by Hybn’di Az k).

Definition 2 (security under hybrid model). Given
an F and G are ideal function, 7 is a protocol run by n
participants and m satisfies the UC-implementation
ideal function G in the F-hybrid model, if for an adver-
sary A in the hybrid model, there exists an adversary
S under the ideal model such that the environment Z
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Garble(CRS, i, w;, x;): This polynomial-time algorithm
takes as input the common reference string CRS, index
i, m;, and the parties’ input values x;, and outputs. (1)
The next message function 7; is Garbled composed 7;.
(2) The input value x; is encoded x; with length . (3)

The corresponding coded labels {labl’:,o,lab]’f,l el

after the input coding of a set of parties.

Eval(r;, x;, labﬁ;l”m”@):%e input 7;, the encoded input
set x; and the corresponding x1||...||x;, encodes the input
label labj;leH i, the output result value y or terminator L.

Correctness: for n-party agreement 7 and the set of
inputs {x;};c[, for each party we have:

Pr(CRS <« Setup(1%); (7, %;, lab;'o, lab]’-,l) < Garble
(CRS, i, 7, x;)Vi € [n] : (%1, .., %) = Eval(m;, {@},lﬂbﬁa”“”@)] =1

Security:For all protocols 7, all subsets of honest par-
ticipants H € [n], and the inputs H € [#] chosen by each
participant there exists a PPT algorithm such that:

{CRS, {y’ﬂa?, labfa”m”@}ie[n]} < {Sim(lk,n,H, {xi}i¢H,n(x1,...,x,,))}

computation is indistinguishable from the following two
distributions.

Realg,s,7(x, k,r) = Hybridk , ,(x,k, ). (6)

Theorem 2 (UC Compositional Security). a UC-imple-
mentation F-protocol r, for any F-hybrid protocol p, has a
combined protocol p” simulating the execution of the pro-
tocol p, for adversary A, ideal adversary S, and no environ-
ment Z capable of distinguishing with a non-negligible prob-
ability whether it is interacting with an adversary A and the
protocol p™ interacts with, or interacts with S and the pro-
tocol p. In other words, p is an F-hybrid protocol, 7w is a UC-
implementation of F, and then there is p™ UC-realized of p.

Garbled scheme

7 is an n-participant protocol, x; denotes the input of
participant P;, m; denotes the next message function of
participant P;, when 7 uses x1,...,%, as input to run as
7 (%1, ..., %), also as the output of the protocol.

Definition 3 (Garbled scheme GC): a Garbled scheme
[30, 33, 37] consists of the following polynomial-time
algorithmic tuple GC=Setup,Garble,Eval, and some secu-
rity features:

Setup(1¥):This is a polynomial time algorithm that
takes as input a security parameter and outputs a com-
mon reference string CRS.

where CRS < Setup(lk), for all ie|[n]
(703, %, lab}’»,o,lab]",l) < Garble(CRS, i, m;, x;).

with

Non-interactive zero-knowledge proofs

The NIZK [29, 44, 46] function is based on the zero-
knowledge function in [47], which adjusts and obtains
special properties of non-interactive zero-knowledge
proof. The argument of NIZK is just a bit string, which
anyone can use to verify the validity of the statement. The
ideal function ijfizk is represented as follows.

Functionality FX

Functionality Fnlfzk with n participants Py, P, ..., P,

and an adversary S interacting and parameterized by the
NP relation R.

Step 1: Proof: input (prove, sid, x, w) from P;,
ignoreif (x, w) ¢ R.Send (prove, sid, x) to adversary
S and wait for (proof, sid, m), when the response is
received store (sid, x, w) and send (proof, sid, m) to
participant P;.

Step 2:Verification: input (verify, sid, x, ) from
P;, check if (sid,x,m) has been stored, if not, send
(verify, P;,sid,x, ) to adversary S and wait for
response (witness, w), when this response is received
checkif (x, w) € R.Ifyes, store (sid, x, ) in this case.
If (sid, x, ) has been stored then return the message
(verification,sid, x, m, 1) to P;, otherwise return the
message (verification,sid,x, mw,0)to P;.
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The NIZK ideal function is parameterized by an NP
relation R with n participants Py, Py, ..., Py., Py, partici-
pant P; can send a prove request, denoted as (x, w), and
the function verifies whether (x,w) € R and asks the
adversary S to generate a proof m for statement x. The
function stores (x,7) and returns the proof to P;. For
the other participants {p;}/ cinyjgi €an send a verify
request, denoted as (x, ),if (x,7) has been stored, the
function outputs 1, otherwise the adversary is asked to
present a proof w. If (x,w) € R the function returns 1,
otherwise it returns 0.The proof for the following Theo-
rem 3 is detailed in the literature [46].

Theorem 3 (informal). Assuming LWE, if there exists
adaptively secure NIZK arguments for NP, there exists
adaptively secure NIZK arguments for NP with proof size
sublinear in the circuit size of the NP relation.

Protocol construction

In this section we construct protocols using a series of
related techniques, firstly the construction of trapdoor
matrices, secondly the application to secure multiparty
computation using a trapdoor-based LWE encoding
scheme to propose ideal functions that satisfy the prop-
erties of secure multiparty computation, and then a
realistic protocol mgpc.

N-participant trapdoor matrix construction

For performing trapdoor matrix construction in secure
multiparty computation, we apply a variant scheme
based on the trapdoor construction in [38] on secure
multiparty computation. Given m; = [nlog(q)+
V1, my = [nlog(q)], m = my + my = [2nlog(q) + /n|,
the matrix A is denoted as A =[A43]4;],4;
e 72" Ay € Z"" g matrix R € Z,;mxmz is required
to satisfy the following requirements when the thresh-
old of A. (1) R is “small” (2) Given the matrix
G € Z;*™, we have A1 = G — Asgand A=[Az|G]<(I) ’;)

The process of generating (4, R): the selection matrix
R €Gaussian Z;”lxmz, R is chosen randomly from the dis-
crete Gaussian distribution, denoted as a trapdoor, and
has [|%R]l oo < I%illco Drzlog(q)]. Choose a uniform dis-

tribution  matrix Az €ypiform 2™ and  set
A= [A2|G]({, f) = [421G — Aog], A € Z)*.
The generation of n trapdoors is performed in the

setup session of the protocol, and a matrix A; with trap-
doors R; is generated corresponding to each participant
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P; according to the introduction of a Common Refer-
ence String (CRS). the following is the generation algo-
rithm for the n trapdoor matrix.

Algorithm 1 n trapdoor matrix generation algorithm

Require:
Input elements
mi = [nlog (q) + v/n| . may = [nlog(q)] . m = my + my;
Sampling Matrix G; € Zg™™?;//Input and sampling parameters
1: for all x; such that ||x; R||o < ||Ixi |l [2nl0g(q)] do

2:  Sampling R; €Gaussian ZZ“ *™2 in Gaussian distribution D;m o3
3: end for
Ensure: //Loop generation

4: for all i suchthat1 <i <ndo

5:  Sampling a uniform distribution matrix4” €ypiform Z"*™" ;

6: Compute A; = [A’|G; — A’ R;]://Compute the trapdoor matrix

7: if A; is not generating the D; matrix of the current level based
on the trapdoor R;_j of the previous level then

8: Resample the matrix and calculate the matrix A;;
: else
10: Return the matrix A; with trapdoors, and the corresponding
trapdoor matrix R;;
11:  endif
12: end for

In the process of trapdoor matrix, we use the CRS,
which stores the parameters of the participants to gen-
erate the trapdoor matrix, when the participants receive
the CRS can be integrated to generate their own cor-
responding matrix, the whole process is only related to
the security parameter &, the whole generation process is
polynomial time size poly(k).

SMPC in trapdoor LWE-based multilinear maps
We propose an encoding computation scheme for
secure secure multiparty computation based on
the graded encoding scheme mentioned in [39, 40],
using a variant of its scheme applied to secure mul-
tiparty computation. A graded encoding scheme
consists of the following polynomial program,
ges = (PrmGen, InstGen, Sample, Garble.enc, Eval, ZeroTest, Extract).
InstGen(gp):Given the global parameter gp, the follow-
ing processes are instantiated and generated:

(1) Use trapdoor-sampling to generate a matrix set U 4
with a trapdoor set R. Each participant corresponds
to a trapdoor matrix under a common random ref-
erence string and has the following properties.

VR; € R,VA; € Uy, (A, Ry) < trapGen(1¥,1",1",q).  (7)

(2) Generate the public parameters ppi=(x, (4; : Aie Uq)),
where x denotes the public parameter used for the
proof, and the private parameter sp:=R; : R; € R.
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Sample(pp).Generate an input plaintext to implement
sampling an LWE input § < Z.

Garble.Enc(pp, sp, S): The input matrix A; € U4, and
the set of trapdoors R, the input s; < S, samples an LWE
i . m . 9
error matrix e; < x"” or |e;|| < ooz @) computes

Ai_15; =s; Aj+e; using the trapdoor R; € R, encodes
the input s; into D; and output D; and the corresponding
encoded labels {lab]l:,o, lab]éyl 4 .
— i jeln-l,] . .

Eval(Dj, lab ANBill. 11D, ): The calculation operations
include addition and multiplication operations as follows.

N participants Pi, P, ..., P,with s3,s2,...,8, cor-
responding to the inputs of each participant, where
S; <~ Z;‘,i = [n])There are n+ 1 sets of matrices with
trapdoors Uy = {A,A;,...,A,} and each participant
encodes s; _using the corresponding matrix A; € Uy, P
encpvcies AD; = s1 A1+e; for its own s1, and P; encodes
A1Dy = sy Az+ey for its own sy until P, encodes
Ap-1Dy = sy Ap+ey, the whole process forms a nested
chain structure that generates the current matrix D; based
on the matrix A;—3 with trapdoors at the previous level, so
that the input s; is encoded into D; and s; is hidden.

In a multilinear maps system, given » pairwise opera-
tions from level 1 to n, A as well as D;, i € [n], the coding
results of all participants are multiplied together:

Abvlbvg . 5;, = (5141 +e1 )5/2 . 5;,
= (541D +e1 D3)Ds3 ... D,
= (515242 451 €2 +e1 D2)D;. ..D,

= . = $152. . SuAu Fenoise -

8)

Where eyise denotes the noise obtained by the final mul-
tiplication, which is obtained by the product of the above
equation encoding the s1s3....s, instances, performing n
levels of nesting. In the information with the same order
encoding can be combined with each other for addition
and subtraction operations, which can be expressed as
g, ¢’? in the initial multilinear maps, for addition and
subtraction operations to calculate g’ 1£2 1 the multi-
linear maps system with trapdoor LWE instances, for D;
with D; that has encoded s; with s; of the same order i,
making addition and subtraction operations yields.

Ai-1D; + Ai1Di = Ay (D + D)

, )
= (sy +si) Ai—1 +(e; "+e;),

If there are multiple E of the same

order, we can get at this point we can get

Ai1Diy + Aim1Diy + e+ AiciDiy = iy i, i Si + €pgiger the
same can be obtained from the operation of subtraction,
at this point the multilinear maps system to achieve the
basic operation.
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ZeroTest(pp, Abvi): Given the matrix I)v, after the LWE
encoding input, the result obtained by the Operation
operation combined with the multilinear maps

. . - q
operation,If and only 1fHA -DIHAEUA\A,',Z'=[VI] < N
,the ZeroTest program outputs 1.

Extract(pp, AD;): The extractor takes as input the pub-
lic parameter pp, AD;, and outputs a string that repre-
sents a A bit.

For the graded encoding scheme, Fig. 2 represents the
process of computation of encoded inputs for each par-
ticipant, if the noise does not exceed a certain threshold
value, it is a bounded value, and the computed information
can be extracted from the ZeroTest program and Extract
program, ZeroTest program and Extract program for cor-
rectness are detailed in [40].The operation of multiparty
computation in a multilinear maps system is given below.

Algorithm 2 Evaluation algorithm

Require:
Input e¢; < x™, n + 1 trapdoor matrix set
Uy={A4, Ay, ..., An}; Encoding matrix set{ﬁ-, D:} . ,and
1€ln

the corresponding encoded labels {lab"/.’(), lab"}_l /e[n-/,];
Ensure: ’

1: for all i to n do
2: if D; and D; are coded at the same level then

3: Compute A;_1 (17; + D;); //Compute addition operations
4:  else
5: break;
6: endif N N ~
7 return Iii/—l Di‘ ,:t,Ai_lDiz + ...+ A,'_lDi" where
{D,-l s Diyy eees D,-”} denotes the same-level coding matrix;
I1 AE; <« Eval(ﬁ}, {labi/ 0 lab[/ i } ) )iens//Compute
- SV jelnde]
multiplication operations
8: end for

Ideal function Fsypc

There are n mutually distrustful participants Py, Py, ..., Py
want to jointly compute in polynomial time the com-
putable function f(x1,%9,...,x,) = V1,92, .., ¥un), Where
X1,%2,..,%, are the input variables, yi1,ys,...,y, are the
output values. The protocol 7 of a multiparty computa-
tion of a computational function should satisfy the fol-
lowing requirements:

(1) Privacy: The input information of each participant is
invisible with respect to other participants, each par-
ticipant does not obtain more information from other
participants than what is inferred from its own results.

(2) Correctness: the protocol 7 can correctly calculate the
function fand return the corresponding correct result.
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(3) Security: each party gets the corresponding correct
output, and no other additional information can be
obtained.

In this paper, we design a secure multiparty computation
protocol based on the above requirements and design a
secure multipa;ty computation ideal function

Fmpe - ({0, 1}1""> — {0, 1} as shown below:

Ideal function Fjpc
Givenafunction f : X - Y, X € Z*, Y e RUL,n
participants Py, P, ..., Py, adversary S, Fyp,p is treated
as follows.

Step 1. When input (P;, input, sid, x) is received
from participant P;, i = [n], x € X, the sid is recorded
and (P;, input, sid) is sent to adversary S.

Step 2. When (P;, compute, sid) is received from
participant P;,i = [n], where P;.x € ZJ, compute
[licpy Pix.y €Y.

Step 3. When (P;, output, sid) is received from
participant P;, i = [n].

(1) Send _L if participant P; is identified as Cor-
rupted, otherwise send y.

(2) Send y for all participants.

Step 4. When (Pi, corrupt — input, sid, x/) is
received from the adversary S:

(1) Record that P; is a Corrupted participant and
record the adversary input x’.

(2) If the current participant P; sends input x and
does not write output y to P/s tape in the output phase,
then record x’ if the adversary provides x’, otherwise
record x.

Step 5. When (P;, corrupt — output,sid) is
received from adversary S:

(1) Check whether the participant P; has been
marked as Corrupted, ignore if it has been marked, oth-
erwise mark P; as Corrupted.

(2) Forward y to adversary S.

(3) If the current participant P; sends input x and
does not write output y to Pi’ s tape in the output phase,
then record x’ if the adversary provides x’, and vice
versa, then record x and make the calculation and send
it again.

Cloud-based secure multiparty computation protocol
Ttsmpc

This section constructs a 2-round protocol 7, under the
LWE assumption, based on LWE encoding the input, using
multilinear maps operations to compute it locally before
transmitting it over the broadcast channel, with the follow-
ing protocol. A total of three phases which including pre-
phase and 2 rounds of interaction processes, as included
in Fig. 3, enable each participant to safely compute each
encoded input, through 2 rounds of communication and
local computation, so as to compute the corresponding
computational function result values.
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Tlsmpc

Privacy input: for all i € [n], each participant P;,the
corresponding input §; <— ZZ.

Public input: a graded encoding scheme ges, a com-
mon random reference string and a garble circuit GC of
depth d.

The protocol is as follows:

NIZK on input: Participant Access Functionality
Fn‘lgz « Cloud. The cloud has the input s; < Z Z performs
the following steps noted as proof:

(1) Sample the LWE instance noise ¢; <« x™,
where x <« D.m 4.

(2) Compute the input coding Sample(pp) : S <«
Z;’, si € S. The computational matrix 5, satisfies
Ai—ll’-;i =s;A; + e;.

(3) For G, €
Zg'" " Ay = [A'|G — AR;].

(4) Send the output to the participant.

Round 1: For all participants P;, perform the follow-
ing operations:

(1) Instantiate the global parameter InstGen(gp)
and use the threshold generation algorithm trap Gen to
generate the trapdoor R; and the corresponding trapdoor
matrix A; : (A;, R;) < trapGen(1%, 1" 1" ¢).

(2) Encode the input s; by the encoding

scheme es, bv~, {lab’: Jlab <~
& (' SO je[n~le]>

€Gaussian

ZZXFnlog(qﬂ’ R;

Garble.Enc(pp, sp, ;).
(3) Generate session

(Pi, input, sid, (5:, {lab;’o, lab;’] }je[n'l ] ,proof))
on the broadcast channel. ‘

Round 2: For all participants P;, perform the follow-
ing operations:

(1) Record (P;, input, sid,) when participant P;
.recei\fes (Pj,input,sid, ~)je[n]\i and verify the proof’,
ignoring the subsequent (P;, input, -).

(2) The input (D;, {lab}o, lab, o
passes the validation is added to the operationi and if
the other n-1 (considering no participant suspended, if
there is a terminated participant, the terminated partic-
ipant’s input needs to be removed) coded inputs have

. N. i _ _ _
beenreceived, then Eval(D;, labA||D1||...||D,,)’ the out

put result y:= ]_[i:[n] Si An + enoise-

(3) output(P;, output,y), and transmit on the
broadcast channel, if there is a participant terminated
during the protocol output (P;, output,sidaport, y),
indicating that it is out of the protocol and the other
participants will not be calculated for their input join.

id sid and transmit

]) that
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Fig. 2 The process of computation of encoded inputs for each participant
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Broadcast Interaction

NIZK

Compute the input
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coding scheme
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encoding matrix Dy
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Fig. 3 msmpc Flow Chart

After each participant receives the output result y on
the broadcast channel, a ZeroTesttest will be performed
on the result. If [ ],_,;; si is 0, only the noise distribution
remains, and the threshold of the noise is used to deter-
mine whether the result encodes a value of 0. By simply
designing the circuit using a combination of multilinear
maps, the specific information contained in the cipher-
text can be gradually inferred by a ZeroTest algorithm
and extracted using a The extractor Extract is a very ran-
domized extractor. However, ZeroTest cannot reveal too

Q trapGen

Record (P;,

( Eval )
input, sid,)

Generate

= 2@,
Apl LWE-based
@ H multilinear maps
sid

send interactive
information

much information about the ciphertext, so we can use
ZeroTest to extract part of the information for our com-
putational purpose with certain security.

Semi-Malicious Security. A semi-malicious protocol
can be defined over a broadcast channel where the input
must be encrypted and then transmitted. This scheme is
based on the LWE assumption that the n inputs are all
elements in Z7 in an honest majority setting of the partic-
ipants, and the inputs are encoded and then broadcast for
transmission by an LWE instance, with each participant
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using confusion circuit locally on the encoded inputs and
the output is broadcasted.

Theorem 4 (Theorem 1, restated). Assume the exist-
ence of a special ges scheme and NIZK scheme with LWE

assumption, and that F . ({0, l}ll") — {0, 1}ou is an

effectively computable function of depth d. The function
Fnpe can be implemented by a communication under an
honest majority of the hybrid model two-round protocol
UC realized with poly(lin, lout, d, k, n) complexity and tol-
erates the presence of semi-malicious adversaries.

Security demonstration

Secure Multi-Party Computation has two kinds of security,
static security and adaptive security, static security means
that during the operation of the MPC protocol, the security
of the protocol can be guaranteed as long as the number
of participants does not exceed the maximum number of
participants predefined by the protocol. In other words,
in the static security model, once the number of partici-
pants is determined, then the security of the protocol can
be guaranteed. Adaptive security means that during the
operation of the MPC protocol, even if there are mali-
cious participants trying to interfere with the operation
of the protocol, the security of the protocol is still guaran-
teed. the operation of the protocol, the security of the pro-
tocol can still be guaranteed. In realistic protocols, since
a matrix Uy with trapdoors is used to generate a series of
D-matrices, will the original privacy inputs be exposed in
the presence of trapdoors and also the encoded D-matri-
ces of the privacy inputs are disclosed? A specific elabo-
ration is given in [40].According to the encoding rules,
the two matrices s Ai—1 with trapdoor are nested with A;,
denoted as Ai_1D; = siAi+e;, and when encoding to the
last one A,_1D,, = s, Ay + ey, the trapdoor of matrix A,
is not involved in the calculation, if s, distribution is ran-
domized enough, then the whole encoding process is an
LWE instance. According to the LWE assumption, the last
encoding process is represented by a uniform random dis-
tribution matrix A, Ay—1D, = A, which becomes known
as the product of A, and Dy as a uniform random dis-
tribution matrix A. Given a trapped A,—1 with a trapdoor
and a uniformly randomly distributed matrix A, if D, can
be generated without this trapdoor, then A,—; with D,
does not give away information about the trapdoor. Sup-
pose there are two environments, real and simulated, and
in the real environment using the trapdoor of A, trap-
door to generate D, in the real environment and not using
Ay -1 trapdoor to generate in the simulated environment,
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the results of the two are computationally indistinguish-
able.The following lemma was obtained according to the
literature [40]. If the LWE assumption holds, the input
encoded based on the trapdoor LWE assumption is secure.

Theorem 5 The ideal function Fyypc is a polynomial-
time computable deterministic function with N inputs and
one output, and the protocol ges = (PrmGen, InstGen,
Sample, Garble.enc, Eval, ZeroTest, Extract) is Secure
multiparty computation in trapdoor LWE-based multilin-
ear maps operations, then the protocol mwsyy. UC realized
the ideal function Fyyp in the honest majority participant
setting.

Proof

To demonstrate security under an honest majority of par-
ticipants based on a valid PPT simulator Sim, Adv repre-
sents a static semi-malicious adversary and the simulator
is simulated as follows.J

The Simulator: In the first round, it can encrypt the false
inputs s; and get the inputs of the other participants on the
“witness tape’, which can encode the inputs. And send
these inputs to the ideal function and receive the corre-
sponding output y. After getting this result, the simulator

computes y < Sim. eml(n,,sl,D,,labA”D IL...\D —~) and

broadcast it.
Hybrid Games: Define a series of hybrid games to dem-
onstrate the indistinguishability of real and ideal scenarios:

Cc
Realn’smpc,AdV,Z = IdealFsmpuSlm,Z' (10)

The output of the entire environment Z is used as the
output of each game.

The game Real,,smpC Ady,z + In the real world, the proto-
col gy is executed in the environment Z in the pres-
ence of a semi-malicious adversary Adv.

The game HYB1 o Adv.Z" In this game, we modify the

experlment of Realﬂsmm Ady,z as follows, introducing the

. lzk-hybrld model, where each participant P; encodes its
own input followed by (prove, sid, x, s;) to FR iz outputs a
Proof m, and sends (proof, sid, D,,JT) for broadcast, and
when participant {Pj }}.E[n]\l. receives the message, P,
sends a verification request to F mzk
FR ik Teturns 1 or O after verification.

(verify, sid, x, ), and

Claim 1 Realy,,, Aadvz éHYB}TmpC Advz Proving the

indistinguishability of realistic protocols under hybrid
models.
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Pri(x,D;) € R|D;:=
TI=T < Ffizk(si)
§; < Sample (pp, 1k)
n’ < Sim(x, i, )
D; < Sim.ecn (pp, Sp,SA;’)

A o (11
Sim ] < negligible

Proof

Let Adv be the adversary in the real environment and
Sim denote the adversary in the ideal environment such
that for any environment Z only the real or ideal envi-
ronment can be distinguished with negligible probabil-
ity, and for the adversary Sim in the ideal environment,
any input from the environment Z is sent to Adv and any
output of Adv is regarded as the output of Sim.For the
adversary Sim in interaction with the ideal function Fylfizk,
provide input s;, and when (proof,sid, D;, ) is received
from Ffizk, emulate an identical message for Adv. When
the real-world adversary Adv taps participant P;, then
the adversary Sim in the ideal environment also taps par-
ticipant P; and forwards all internal states to Adv.If at
this time the adversary Adv replaces the message s; with
the false message s; on behalf of the participant P; and
forges the proof ' against & and broadcasts the message
(proof ,sid, D;,7t"), when the other participants receive
this message and verify the proof when , query whether
FR \ has stored 7', and since 7' is not generated by FR o
determine whether (x,D;) € R. According to the security
of LWE assumptions and the security of zero-knowledge
proofs, only the input encoded by LWE instances can pass
the verification , in other words, the probability that a
non-LWE encoded input passes verification is negligible.]

1
So m YBm,,,m Adv,Z

computation, and the scheme under the hybrid model is
semantically secure.

The game H YBismpm Adv,z: Unlike H YB}TWM Ady,z» areal-

istic proof protocol 7,,;,; will be used instead of the ideal
function Ffizk, modifying the proof process to a local cir-
cuit for computation.

is indistinguishable from Realy,,,..4dv,z

Claim2 HYBL

Tlsmpc Ady,

£ 2
7z =HYB,  aavz

Proof

realistic zero-knowledge proof protocol notated as
Tizks composed by the garbled circuit GC, first gener-
ates the proof parameters (Sp,S,) < GC.Setup(1K)
through the circuit, which in turn computes the proof
7w < GC.Prove(Sy,x,D;), sends S,,m is broadcasted
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and sent at the first round, and the other participants
compute GC(x,D;) through the NAND gate for Ver-
ify 0/1 < GC.Verify(S,,x,m). If the LWE assumption
holds, since the probability that an adversary performs a
pseudo-proof under a protocol with honest majority par-
ticipants and is adopted by honest participants is negligi-
ble, for environment Z, it does not distinguish whether it is
in the environment where the protocol 7, interacts with
Adv or in the environment where Ffizk interacts with Sim.
In other words, if the LWE assumption holds, the protocol
Tizk can UC to achieve the ideal function F Vlfizk.D

The game Ideal Fompe,Sim,Z* computes the ideal function
Fupe and outputs the result correctly under the ideal
model.

. C
Claim3 HYB. ., =Idedlr,,, simz

Proof

experiments by the semantic security of the underlying ges
scheme, encryption of the input by LWE assumptions, and
then computation using multilinear maps operations,
encryption is computationally indistinguishable, wsyp is
able to compute the encoded input correctly and get a cor-
rect in the presence of semi-malicious adversaries, honest
majority of participants output, and since the protocol
Tpizk can UC the ideal function Ffizk, from Theorem 2 it
Jollows that the protocol wwsyp. can UC the ideal function
Fynpe then HYB%MW adv,z @nd Idealf,,, simz computa-

tion is indistinguishable.[]

Combining the above statements, we get
Realy,, . ..Advz = Ideal Fompe,Sim,Z» which leads to the proof
of Theorem 5.

To conclude, Tables 1 and 2 summarize the previous
work and the results of this paper in an honest major-
ity setting, the main parameters considered are security,
number of rounds, communication complexity, setup
settings, etc. Under the LWE assumption, this scheme
requires only 2 rounds of communication interactions for
secure distributed multi-party secure computation and
achieves static security in an honest majority of settings.
Compared with previous work, this paper optimizes the
number of rounds of secure multiparty computation and
reduces the Setup Size, and the communication overhead
is sublinear. Although static security is achieved, which
already meets the security requirements in most scenar-
ios, this is a minor limitation of the work in this paper,
and research improvements for further adaptive security
are necessary in future work.
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Table 2 This is an additional description of Table 1

Setup size Setup type  Computation Assumptions
Complexity

poly(k, d) Threshold PKI poly (lin, lout, k, d, n) LWE, NIZK

- - poly(|C], k) PKE and zaps

poly(k, d) CRS poly(lin, lout, k. d, n) LWE, NIZK

- - poly(|C], k) VSS

poly(lin, k,d,n) CRS poly(lin, lout, k. d, n) LWE, NIZK

poly(/C], k) Ref poly(/C], k) OWF, iO

poly(k) CRS poly (lin, lout, k. d, n) LWE, NIZK

Conclusions

Cloud Secure MultiParty Computation (CSPC) is suit-
able for a number of application prospects such as cloud-
based data streaming information sharing, data trading
and e-auctions in distributed environments, for which
CSPC provides a secure computation as well as privacy
guarantees. In this paper, we combine the concept of
cloud computing and secure multiparty computation
and use the harder polynomial time puzzle assump-
tion to provide the security concept of the protocol as
well as the strength, based on the LWE assumption, the
input of the participants is encoded using LWE instances
with lattice trapdoor under a graded encoding scheme
and transmitted over the broadcast channel, the execu-
tion of the protocol is computed by multilinear maps to
achieve the optimization of the number of rounds of the
secure multiparty computation protocol on the cloud,
the communication sublinear overhead, and in the UC
framework , the protocol security is achieved through
UC security implementation. In future work, it is an
important research direction to achieve adaptive security
of secure multiparty computation protocols with guaran-
teed round count optimization and low communication
overhead, by combining stronger cryptographic primi-
tives and related techniques to achieve adaptive security
of the protocols, while the rise of quantum cryptography
also points to a direction for the development of secure
multiparty computation.
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