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Abstract

Power grid dispatching is among the forefront issues in the power industry for it can highly influence the efficiency of
electricity-related industries. At present, power grid dispatching is usually managed manually, which is quite
time-consuming with the continuous growth of scale and complexity of electric power systems. To mitigate the time
cost of power grid dispatching, an automatic power grid dispatching system is proposed. The system contains
devices configuration detection, flexible and automatic device detection and vertical encryption to ensure the
efficiency, adaptability and security of power gird dispatching. In this paper, modeling and algorithm details of the
automatic power grid dispatching system are presented, and the effectiveness and efficiency of the proposed system
was evaluated with power grid data in Kunming, China.
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Introduction
With the rapid progress of technology and social econ-
omy, electricity has become a necessary foundation for
the development of the society. In social production, res-
idents’ life and basic services, electricity has become an
essential and fundamental energy. As the dependence of
society on electricity is increasing, the capacity of elec-
tric power system is correspondingly becoming more
demanding [1].
Generally, the electric power system undertakes vital

responsibility of power production, transmission and dis-
tribution in the whole society. In order to realize the safe
and stable power supply and the high quality of power
service, it is necessary to avoid the occurrence of major
safety accidents [2]. The important position and role of
electric power system put forward high requirements and
standards for the safety of power production. If the power
system has safety risks in the production and transmis-
sion periods, it will cause serious damage to the proper
operation of the whole society, including safety accidents,
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and serious economic losses [3]. During the operation of
the electric power system, the first thing to meet is to
stably provide the end users with safe and high-quality
power supply, to promote the rapid development of social
economy, and to realize the economic benefit demand of
the power industry [4, 5]. In the current environment of
electric power system development, the scale and com-
plexity of the power grid are getting higher, and the types
and quantity of basic hardware infrastructures included
in it have increased dramatically. In addition, the secu-
rity conditions of the power grid are also becoming more
demanding. Thus, the automatic power grid dispatch-
ing system is urgently needed to accomplish the tasks
effectively [6, 7].
The automatic power grid dispatching system is based

on the information acquisition subsystem and command
execution subsystem. It is a set of complex software
and hardware systems containing multiple computer soft-
ware and hardware equipment, which is used to provide
status monitoring, data collection, communication sup-
port and other functions for the power company’s power
grid management [8, 9].The automatic power grid dis-
patching system is a management system that assists in
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decision-making of power grid operation safety manage-
ment, daily maintenance management, and electric power
system marketing business management. According to its
distribution characteristics and realized functions, it can
be divided into certain levels, and its higher level functions
are often built on certain basic functions [10, 11]. The
devices and system of automatic power grid dispatching
play important roles in the development of electric power
system. With the continuous advancement of science and
technology, the automation level of automatic power grid
dispatching system has also been greatly improved [12].
It has developed from a single relay automatic protection
device to a comprehensive control platform based on net-
work communication technology, automation technology
and computer software technology [13]. The control plat-
form can realize the remote monitoring and controlling of
power grid infrastructures through the power dispatching
master station, realizing the important evolution from the
manual management to the automatic management of the
power grid, and greatly improve the comprehensive oper-
ation ability of the powermanagement department on this
basis [14].
At present, the automatic power grid dispatching sys-

tem is based on the underlying monitoring and control
hardware facilities, and realizes the automatic remote
monitoring of the power grid operation state by compre-
hensively using the network communication technology,
computer software technology, information technology
and database technology [15]. At the same time, it realizes
the remote control of underlying security protection hard-
ware through the central control software system or the
main station system by unattended methods. The remote
control can realize the safe and stable operation of the
power grid, ensure the production and transmission of
power, and provide basic data and technical support to the
power management personnel [16]. The support that pro-
vided including the security and economic analysis, load
condition prediction, power grid fault location and analy-
sis and remote dispatching command [17, 18]. In this way,
the working pressure of power grid dispatching can be
reduced, and the overall operation efficiency of the power
grid can be improved. Automatic power grid dispatch-
ing system is an important part of electric power system
in modern environment, and the quality of the system is
directly related to the level of automation [19, 20].
The installation and deployment of automatic power

grid dispatching system, which is usually enabled by the
dispatching data network, can provide decision-making
reference and basis for power production and other man-
agement work for the decision-making layer of the power
management department [21, 22]. The dispatching data
network enables the transmission of automation informa-
tion, dispatching command instructions, relay protection
and safety automation device control information in the

power grid dispatching system [23]. It is an important
technical means to improve the overall operation qual-
ity and efficiency of electric power system. The emer-
gence of the automatic power grid dispatching system has
transformed the traditional manual management mode of
power grid dispatching, into the information technology-
based automatic management mode, which has improved
the overall technical content and accuracy of power grid
dispatching work [24, 25]. The installation and deploy-
ment of power grid dispatching automation software plat-
form is a novel upgrade to the traditional mode of power
grid dispatching work, which is in line with the current
construction and management requirements of the new
power grid in China [26].With the platform that deployed,
the development goal of safe and stable operation of the
basic electric power system can be achieved, and the
economic benefits of grid operation can be improved.
Specifically, the key contributions of this paper are as
follows:
1) Design an automatic detection scheme for devices

configuration strategy, which can quickly obtain the inter-
nal communication strategy of the equipment and replace
the manual analysis of problems. Then, the latest status
and problems of all equipment are displayed in report
forms in a short time.
2) A flexible automatic detection technology is pro-

posed to adapt to different devices security protection
configurations and strategies of the power dispatch-
ing data network. This technology is extensible, pro-
grammable and devices adaptable.
3) The dispatching data network is divided into several

virtual areas, which are allocated according to the load
balancing strategy. Then, distributed technology is used to
improve the security of the dispatch data network.
The remainder of this paper is organized as follows:

In “Related work” section, we review the peer research
and work. “System model” section describes the details
of power grid dispatching automation system. The system
implementation, experiments and their results and anal-
ysis are covered in “System implementation and experi-
mental analysis” section. Finally, we conclude our work in
“Conclusion” section.

Related work
With the development of technology, the production and
transmission process are controlled by the management
system instead of the staffs. The reliability and efficiency
of the management system are of great significance to the
company. Research on control systems has attracted many
experts and scholars in this field and there are still many
problems to solve [27].
Management system is widely used in many aspects.

Okami et al. [28], set up a model to analyze the transform-
ing health-information system. In [29], Qin et al. designed
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a production information and managing system which
depends on Internet of Things. This network architecture
performs well and has great reliability and safety. Leven-
dovszky et al. [30], mix runtime solution with practical
design to manage constrained resources.
Many works have done to obtain the suitable electric

systems in different situations. In [31], Dmitriev et al.
proposed a object-oriented model to identify the defects
appear as well as the failures. They also determined the
methods which can offer reliable power supply in this
model. What’s more, Hill et al. introduced an Automated
Stability Assessment Tool which can provide a easy way
to analyze the stability of an electrical power system in
[32]. This method can evaluate the impact of each sys-
tem parameter on the stability of the system. Kryukov et
al. [33], put forward a new method which monitors the
redundant. Many optimization strategies are proposed in
this paper to deal with different situations [34].
Security management plays a significant role in the

dispatching data network. Without proper security man-
agement, the power grid dispatching system can be easily
hacked, which will cause not only economic loss but even
casualties. Many researchers studied security manage-
ment in different scenarios. Zhou et al. in [35] researched
on the task scheduling onto a heterogeneous multipro-
cessor system while considering the quality of security.
In [36], a privacy enhancement scheme was proposed by
Zhang et al. to reduce the risk of exposure of user’ infor-
mation to untrusted location service provider. To handle
the problem of user information leakage when distributed
service recommendations are made, a recommendation
approach named DistSR Amplify-LSH was proposed in
[37]. And in [38], Qi et al. concerned the security of user
privacy into recommendation domain to accommodate
users with location-aware and latency-sensitive recom-
mendation services.
Since a number of indicators are set up in electrical

power system to evaluate its performance, multi-objective
optimization algorithms are applied in such situations to
schedule the system. In [39, 40], Cao et al. used NSGA-
III to determine scheduling strategy of workflow. Xu et
al. applied NSGA-II in cloudlet-based mobile cloud to
control the computation offloading in [41]. The multi-
objective optimization algorithm performed well in terms
of improving all the indicators of the whole system instead
of only raising one of the indicators. In the electrical
power system, efficiency and reliability both are supposed
to be taken into consideration and neither of them can be
ignored.
Among the previous works, there were some

researchers, such as Okami and Qin, who focused on
management system in terms of health-information
system and production information system. However,
few researchers combined security management and

dispatching data network in power grid dispatching
system. How to ensure the efficiency, adaptability
and security of power gird dispatching still remains a
challenge. Because of the significance of electricity in
the development of the society and the importance of
avoiding occurrence of major safety accidents in power
production, it is urgent and necessary to build a dispatch-
ing data network with flexible automatic detection for
security management.

Systemmodel
This section first describes the business of grid dispatch-
ing system. Then, the system functional requirements are
analyzed and given. Next, the system conceptual design
model is discussed. Finally, we present the design of the
grid dispatching system in detail.

System business description
Grid dispatching automation, which is usually developed
in computer software, mainly refers to providing a uni-
fied management platform for grid dispatching staff in
the form of automation based on a series of grid man-
agement tools, equipment, and software of power supply
companies. The power grid dispatching automation sys-
tem is mainly used to realize the acquisition and analysis
of power grid operating status data remotely in the power
supply company’s internal private network environment,
and to realize the inversion operation of abnormal power
grid accidents by means of virtualization and automation.
Therefore, for the power grid dispatching automation

system, its research and development work mainly need
to realize the concentration and integration of the current
basic grid information. Based on this, the existing power
grid operation data management platform of the power
supply company is used to obtain the power grid operating
status information, such as SCADA system.
With the obtained grid operation status data recorded,

analyzed and compared to the safe grid operation thresh-
old set by the grid dispatchers, abnormal situations are
alerted to grid dispatchers. In the meantime, based on
the recorded grid operating state data, the fault inversion
processing of the abnormal state of the grid is realized.
The systemmainly obtains real-time operating status data
of hardware such as substations, transmission lines, and
power equipment in the grid by data communication
with SCADA and other grid state management software
platforms.
During the system’s internal recording of the data,

abnormal analysis and detection of data are done. When
abnormal conditions are detected, the power grid dis-
patcher is alerted. Based on the abnormal data infor-
mation and the operating status information of the
power grid, the power grid dispatchers are provided with
auxiliary reference functions of power grid dispatching
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management within the system. Therefore, automation of
the processing of power grid dispatching operations is
built to some extent.

System functional requirements
In software development, requirement analysis is one of
the most critical and basic tasks. Its main tasks include
system business environment analysis, functional require-
ments analysis, data flow analysis, and other performance
and security analysis. Requirement analysis is an impor-
tant reference for the design and implementation of the
software system. In the grid dispatching system, for the
two different types of system users: grid dispatch man-
agers and system administrators, the system proposes five
areas of demand: data collection functions, grid dispatch
work management functions, data report management
functions, dispatch parameter setting management func-
tions, and system management functions. Among them,
the first four requirements are for grid dispatch managers,
and the last is for system administrators. The use case
structure of the grid dispatch automation system is shown
in Fig. 1.
As shown in Fig. 1, the grid dispatchers utilize the data

acquisition, power grid dispatch management, datagram
management, and scheduling data parameters setting
management functions to automate power management
scheduling. The system administrator utilizes the system

management function to realize the operation and main-
tenance management of the system. This section analyzes
and explains the use cases of each functional requirement
of the system in detail.
The parameter setting management function in the

system refers to the setting and management of system-
related parameters in the system’s back-end database dur-
ing the operation of the system. Parameter setting func-
tions mainly include system operation settings, report
management settings, remote signal telemetry power set-
tings, data type settings, and calculation volume settings.
System operation settings enable staff members to edit the
relevant data set information tables in the database and
provide real-time display in the foreground of the screen
according to the specific settings of the managers. The
report management settings enable managers to edit spe-
cific types of data reports in the system, including adding
report types and other custom operations. The remote
signal telemetry power settings allow managers to mod-
ify and set the remote signal telemetry and other power
parameters of all current stations in the system online. It
is the significant basic information management function
of the system. The data type settings need to automati-
cally set all relevant data types during the initialization
process, including related data types such as telemetry,
power and other relevant data types. In the specific data
type settings, you can follow the system’s hardware ID

Fig. 1 Use case structure diagram of power grid dispatch automation system
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number and the corresponding Chinese and English
Names are combined, and managers can add or edit data
types in the system. The calculation capacity setting func-
tion of the system means that the manager can dynami-
cally set the expression mode of the relevant calculation
quantity in the system.
Basic data collection function refers to the collection

and subsequent processing station site operating data
information, as in the current SCADA system to collect
data grid operation can not achieve real-time require-
ments, there is no law to meet the aging power grid
dispatching work Sexual requirements. Therefore, basic
data collection function is an important function item dis-
patching automation system functional requirements, the
system needs to be able from the front end acquires oper-
ating data of the scene RTU apparatus, by serial commu-
nication and a network communication technology based
data operation the obtained information to Processing in
the master station system. In the data processing pro-
cess, the received data information needs to be encoded
and parsed first, and a corresponding data information
analysis model is constructed for analysis and processing.
Finally, the analysis result and the original monitoring data
are stored in the background database system.
By analyzing the business process of power grid dis-

patching, it can be seen that the power grid dispatch-
ing functions the system needs to implement mainly
include SOE event management functions, alarm infor-
mation management functions, telemetry and remote
signal parameter management functions, remote man-
agement functions and control commands. Among them,
SOE event management is one of the core functions of the
system. By querying, retrieving and managing of the SOE
in the function, managers can have access to the running
status and the historical status of the site.
The report management function of the system mainly

means that the system can perform related report man-
agement operations based on the business data stored in
the back-end database. It can obtain the corresponding
report file and display it in the interface according to the
actual needs of the management staff. The managers can
customize the operation of the specific format of the table,
additionally. In the meanwhile, the system also needs
to provide online printing capabilities for management
reporting.
The system management function refers to the related

functional requirements that must be met in order to
ensure the stable operation of the system and the rational-
ity and security of business processing of the entire sys-
tem. It mainly includes user informationmanagement, site
information and device information management, system
background database backup.

System conceptual design model
The power grid dispatching automation system utilized
vertical encryption to enhance the safety of the system.
With vertical encryption method and the demand analy-
sis work of the power grid dispatching automation system,
the overall topology design of the power grid dispatching
automation system is shown in Fig. 2.
As shown in Fig. 2, the power grid dispatching automa-

tion system with vertical encryption has four layers:
controller, service, dao and basics. The controller layer
provides users with Equipment security baseline manage-
ment functions and network active detection functions to
detect and reject insecure login requests and virus. The
service realizes six methods, i.e., user identity authen-
tication method, user management method, rule man-
agement method, command management method, data
analysis method and data collection method, for the con-
trol layer to provide users with a variety of services. The
dao layer is composed of two parts, i.e., User database and
vertical encryption database. Vertical encryption database
is further made up by device rule command and data
acquisition and analysis database. This layer stores the sig-
nificant information about users and vertical encryption.
The bottom layer is the basic layer, which offers some
basic function for the upper layers, e.g., user authentica-
tion, IP range detection, test site analysis and template
check.

Detailed system design
System function design
The overall functional configuration of dispatching
automation system is based on the B/S network struc-
ture development patterns. MVC pattern design concept
is used in the logical structure design. The system is
divided into three layers, i.e., functional hierarchy interac-
tive layer, logical layer, and hierarchical data. Due to the
current development of distributed application systems,
the MVC hierarchical design pattern is a more commonly
used design pattern. It can divide and package system
functions from the overall logical architecture level and
is more convenient to adopt object-oriented and modular
design and development. The specific contents included
in the functional hierarchy of this system are as follows:
(a) The interaction layer contains client software that

provides the user-machine function operation interaction
interface.
(b) The logic layer is composed of business data col-

lection and processing, power grid dispatch management,
data report management, parameter setting management,
and systemmanagement in the master station system. It is
responsible for the realization of the core business of the
system.
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Fig. 2 The overall topology design of the power grid dispatching automation system

(c) There is a systematic background database system
at the data layer of the system, which is mainly respon-
sible for the storage and overall management of various
business data and other information of the system.
At the same time, by summarizing and researching the

software architecture of the system and the analysis of the
functional requirements of the system, it can be obtained
that the systemmainly includes 5modules, i.e., data acqui-
sition functionmodule, grid dispatching functionmodule,
report management function module, parameter setting
function module, and system management module. Soft-
ware architecture of the system is shown in Fig. 3. The
function page is mainly used to provide system man-
agement with interactive dispatching page interfaces and
is physically deployed with C# logic background com-
ponents together in the IIS Web service management
component. However, from a logical level, it is a functional
component in the interaction interface.
According to the functional structure design shown in

Fig. 3,the functional structure of the dispatching automa-
tion system includes data acquisition module, power
scheduling module, report management module, system
parameter setting module and system management mod-
ule. In the functional structure design of the system, the
system parameter settingmodule proposed in the demand

analysis is merged into the grid dispatch management
function.
The data acquisition module includes communication

parameter setting, data analysis, interface display, data
communication time correction and other functions.
Power scheduling module is the core function of the
module. Based on power data acquisition, event infor-
mation processing in power dispatching, alarm manage-
ment, telemetry/remote communication parameter man-
agement, remote control/adjustment management and
device control commands management are realized.
Report management module includes the functions of

management of the data reports generated during the pro-
cess of grid dispatching, such as the default management
report creation, custom report creation and online print
management of the above-mentioned report forms.
System management module includes user information

and department information management, grid site and
equipment information management, system database
management system safety management and other func-
tions.

System database design
The System back-end database system uses Microsoft
SQL Server 2000 relational database management system.
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Fig. 3 The functional structure design of the system

With the analysis of the system business environment, it
can be inferred that the system back-end database entities
include a telemetry point, communication parameters,
remote data, report information, computing information,
telecontrol RTU equipment information, SOE event infor-
mation and other data entities.
The database is composed of five data tables: calculation

table, report information table, data operation event table,
telemetry data table, and remote communication system
table. Calculation table records the number of calculations
in the system back-end database. Report information table
stores the information on data report forms, e.g., the name
of the data report form, the storage path. The information
about historical operations in the database is recorded
in the operation event table. Telemetry data table mainly
records the telerecordings. The Remote communication
system table stores remote communication records in the
system. The number of the types of data table can increase
when new data table is needed. The details of the data

tables is designed according to the demands of the produc-
tion process. In general, the data tables are not supposed
to be too large to take up too much space.

System implementation and experimental analysis
System implementation
Interface implementation
The master station system also includes a functional
operation interface for interacting with the existing
SCADA system. Use the existing information manage-
ment resource platform of the power sector to reduce sys-
tem development and maintenance costs. Master station
The system also uses the internal power private network
to connect with the information management platform of
the municipal bureau’s power management department
to provide power management. The management depart-
ment provides decision-making reference and guidance
for grid management. The functional interaction interface
model design between the system and other platforms and
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Fig. 4 System interface diagram

hardware devices such as the SCADA system platform is
shown in Fig. 4.
As shown in the interface Fig. 4, the entire system

consists of the on-site RTU unit hardware system, the
hardware communication interface system, the data cal-
culation processing API interface, the grid topology GIS
function interface, and the grid dispatch automation sys-
tem. First, the on-site RTU unit hardware accesses the
hardware communication interface through a wired or
wireless connection, and provides on-site hardware oper-
ating data, status, and environmental information. Next,
the hardware communication system is connected to the
SCADA system for numerical calculations through a data
calculation processing interface. At the same time, the
data calculation function provides an interface for the grid
dispatch automation system to perform data calculations.
The grid topology GIS function in the SCADA system will
also provide an interface to the grid dispatch automation
system.
First of all, the on-site RTU unit hardware accesses the

hardware communication interface through a wired or
wireless connection, and provides on-site hardware oper-
ating data, status, and environmental information. The
SCADA system needs the data from the hardware com-
munication system for numerical calculations. Therefore,
the hardware communication system is connected to the

SCADA system through a data calculation processing
interface. At the same time, the data calculation func-
tion provides an interface for the grid dispatch automation
system to perform data calculations. The grid topology
GIS function in the SCADA system will also provide an
interface to the grid dispatch automation system. These
parts work together to make the system go well when
facing all kinds of situations. If some accidents happen
when the system works, the part which does not receive
the correct data would send the warnings and the staff
can get involved and solve the problems according to the
historical record.
In this way, the communication between the various sys-

tems through the interface provides the necessary guar-
antee for the operation of the grid dispatch automation
system. The on-site RTU unit hardware system provides
the detected grid operation data (such as network config-
uration, line configuration, and encryption status), and is
uniformly received and organized by the hardware com-
munication interface.
(1) The RTU hardware communication interface of

this system borrows the communication system of the
SCADA system, and performs hardware communication
parameter setting and communication process control in
the power grid dispatching automation system. There is
no need to redeploy and install intermediate hardware
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communication link resources. The RTU unit can access
the system through a wired network or a wireless network.
The system interacts with the RTU unit through the RTU
unit hardware communication interface already deployed
in the SCADA system.
(2) The analysis and calculation interface of the on-site

data collection results is based on the function develop-
ment kits such as grid cycle calculation, voltage and power
calculation, load flow analysis calculation, load calcula-
tion, abnormality and fault detection calculation provided
in the SCADA system, and the system is implemented
through API calls to realize the calculation processing
function of the parsed data result.
(3) The graphical processing interface of the power grid

topology refers to the display function of the power grid
topology in this system, which needs to display the topol-
ogy of the power grid in this system through the GIS
geospatial function component in the SCADA system.
In the specific function processing, the GIS subsystem
in the SCADA system can be directly integrated into
the system.

Physical design of database
Database logic design refers to the analysis of relevant
processing processes in the software system business envi-
ronment, from which the data entities contained in the
back-end database of the system and the relationships
between the data entities are obtained. Normally. E-R dia-
grams (Entity-Relationship Diagram, entity-relationship
diagram) in unified modeling technology. Logic design
work of row database. The background database system
of this system uses the Microsoft SQL Server 2000 rela-
tional database management system. Through analysis of
the system’s business environment, it can be obtained
that the data entities in the system’s back-end database
mainly include remote measurement points, communi-
cation parameters, remote signaling data, report infor-
mation, calculation information, remote RTU equipment
information, and SOE data entities such as event informa-
tion.
The E-R diagram is used to represent the above data

entities and the relationships between them, and the
database E-R diagram shown in Fig. 5 can be obtained.
The E-R diagram shows some entities in the system’s
back-end database and their relationship information.
The scale of the system’s back-end database is rela-
tively large, limited to the length of the paper, and
detailed information about some entities, attributes and
relationships.

Experiment and analysis
The “Management View Report” is mainly divided
into “Project Analysis Overview”, “Alarm Classification
Overview” and “Historical Alarm Overview”.

Project analysis overview
The detection status of system configuration, network
configuration, route configuration, tunnel configuration,
policy configuration, encrypted state, tunnel state and
strategy status of all devices are shown in Fig. 6. From the
figure, it is intuitive that most of the detection information
of power grid equipment is in normal state, especially the
route configuration, tunnel configuration and tunnel state.
Basically, all the equipment was in normal state, indicat-
ing that the three configurations are in good condition. In
addition, for the network configuration and strategy sta-
tus, some devices are in the common state, indicating that
the problem is not serious and does not hinder the normal
operation of the device. However, for system configura-
tion, policy configuration and strategy status, there are
many devices in a series state, which seriously affects the
normal operation of the equipment, indicating the need
for timely maintenance and repair. This result shows the
proposed power grid dispatching system’s ability to ana-
lyze the current running state of the project. With the
proposed system, it is expediently to obtain and the check
the status of different configurations, so the dispatchers
can adjust and repair the according system configuration
based on current status easily.
At the same time, the project analysis overview report

also supports the function of hiding a detection analysis
result classification. As shown in Fig. 7, Click the "normal"
icon in the upper right corner to gray it, and the report will
automatically hide the check. In general, we will choose
to hide the devices in normal state and keep the data of
devices in serious and common state. For the function
of our system is to detect the data and repair the dam-
aged devices in time, hiding the devices in normal state is
able to enhance the readability of the analysis report and
facilitate the maintenance of the devices. In other cases,
for example, if we need to view the number of available
devices, we could also choose to hide the data of the series
status devices to intuitively get the number of available
devices from the report.

Alarm classification overview
The “Alarm Classification Overview” report uses the form
of a pie chart to analyze the detection results in three
types: “Serious”, “Common”, and “Normal”. The alarm clas-
sification is displayed in Fig. 8. From the alarm classifica-
tion overview, it can be seen that most of the equipment
that can operate normally accounts for 71.88%, indicating
that the power grid system is in good condition. How-
ever, the proportion of devices in common state is small,
only 9.07% of them are in common state, which will not
have a great impact on the normal operation of the device.
Finally, 19.05% of the equipment is in a series state, which
indicates that the operation of the equipment is seriously
disturbed or hindered, so it is necessary to carry out
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Fig. 5 Physical design of database

Fig. 6 Project analysis overview
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Fig. 7 Functional diagram of hidden detection and analysis categories in project overview

maintenance and repair in time to ensure the normal
operation of the whole power grid system.

Historical alarms overview
As shown in the Fig. 9, the historical alarms overview
shows the inspection status overview from June 1, 2019
to June 26, 2019. The status is divided into three types:
series common and normal. From the figure, we can see
that the equipment clock in the series state of the power
grid system is kept in a very small state, and the maxi-
mum value is 10% of 2019 / 6 / 1. Although the proportion
of common state equipment was the largest at the begin-
ning, reaching about 65% at 2019 / 6 / 1, it decreased
to 35% at the later stage, accompanied by the increase
of the proportion of normal equipment, from 25% at

Fig. 8 Alarm classification overview

the beginning to 55% later. From the time point of view,
the number of series and common state equipment is
gradually decreasing while the number of normal state
equipment is gradually increasing, which shows that the
number of unavailable equipment can be greatly reduced
and the operation efficiency of the power grid system
can be improved through the flexible automatic detec-
tion system of the power grid. At the same time, the
number of equipment in series state is slowly reduced,
which shows that the operation quality of power grid
is slowly improving, and also shows the excellent per-
formance of our power grid flexible automatic detection
system. The historical alarms overview demonstrates the
system’s ability of recording the historical running sta-
tus of the power grid in the form of a diagram, which
accommodates the dispatchers with a visual review of
the variation trend of the status of the power grid. Our
method has a remarkable effect in dealing with the flexi-
ble automatic network detection. It can be seen from the
experiment that this kind of network greatly reduces the
running time of detection and avoids a lot of complicated
process of manual inspection. The real and detailed use
of data also reflects the high efficiency of this method in
data analysis for security management of dispatching data
network.

Conclusion
In this paper, the automatic power grid dispatching system
was put forward to replace the currently adopted man-
ual management of electric power system. The automatic
power grid dispatching system proposed in this paper
provides customers with security preservation, operation
data acquisition, business data reporting, and supports
in scheduling and decision-making. The experimental
results show that the proposed system is effective and
efficient in power grid dispatching.
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Fig. 9 Historical alarms overview
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