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Abstract 

The rapid advancement of computation techniques and cloud computing has led to substantial advancements in 
Cyber-Physical Systems (CPS), particularly in the field of health care. There are a variety of ways in which CPS is used 
in healthcare today, including delivering intelligent feedback systems, automatically updating patient data digitally, 
monitoring patients passively with biosensors, etc. In recent years, cyber-physical systems have become capable of 
making lifesaving decisions as they are becoming more connected to the cloud. However, healthcare has become 
one of the most critical issues for many. A CPS network uses the Internet of Medical Things (IoMT) to continuously 
monitor patients’ health metrics such as body temperature, heart rate, etc. Due to physical connectivity restrictions, 
networks are more susceptible to security threats. In spite of the fact that the data is stored in the cloud, it is necessary 
to provide security regardless of device security and network security. Several cyber-security vulnerabilities have been 
identified in cloud-based healthcare systems in particular. To give patients a reliable healthcare experience, security 
concerns with CPSs need to be addressed carefully. In this context, this paper proposes a Cross-Breed Blowfish and 
MD5 (CBM) approach to improve the security of health data in the CPS cloud. The proposed model uses the wireless 
sensor network, in which data acquired by the network is transmitted via the transmitting node. Using the fuzzified 
effective trust-based routing protocol (FET-RP), the most efficient path for data travel is selected. The best route is 
determined using Butter-Ant Optimization (BAO) algorithm. The proposed method conveys data throughput encryp-
tion and decryption in a decoded format. The encrypted data is then stored in the cloud database for security reasons. 
The route finding algorithm is the one which is sending the data from one end to other end. The data is encrypted 
based on the source and destination. We compare the performance metrics of our recommended technique to those 
of other existing techniques, such as RSA, Two fish, ICC, and FHEA, in order to ensure that it performs optimally. The 
values of Cross Breed Blowfish and MD5 and FET-RP with regard to the performance metrics in terms of encryption 
(60 ms), decryption (55 ms), latency (60 s), throughput (97 mbps), security level (98%), and execution time (57 ms) 
which outperforms the conventional methods by 10–15%. Also the proposed encryption shows the considerable 
improvement in the level of security making our model a real world solution.
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Introduction
Cyber-Physical Systems (CPSs) are large-scale, tightly 
interconnected, resource-constrained collections of dis-
persed cyber- and physical-system components. In CPS, 

the compute and communication cores keep tabs on, 
coordinate, and govern the physical systems and their 
operations [1]. Complex communication and processing 
activities required by mission-critical applications must 
be met with the restricted resources of all these physical 
components.

Therefore, these restrictions were removed once the 
idea of Service oriented architecture (SOA) was applied 
to “cloud-based computer systems (CPS)”. As a result, the 

Open Access

Journal of Cloud Computing:
Advances, Systems and Applications

*Correspondence:  abdulquadir.md@vit.ac.in

1 School of Computer Science and Engineering, Vellore Institute 
of Technology, Chennai, India
Full list of author information is available at the end of the article

http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s13677-022-00336-z&domain=pdf


Page 2 of 13Priyadarshini et al. Journal of Cloud Computing           (2022) 11:64 

CPS benefits from enhanced interoperability, adaptabil-
ity, and productivity [2].

According to the “National Institute of Standards and 
Technology (NIST), “a system environment that can 
rapidly build, modify, and provision auto-scale cyber-
physical systems composed of a set of cloud computing 
based sensor, processing, control, and data services“ best 
describes the “Cyber Physical Cloud Computing (CPCC)” 
architectural framework. This definition was published in 
2013. Some of the most important functions performed 
by these systems include: 1) Smart Health, which includes 
medical devices and systems as well as automated perva-
sive health; 2) Smart Transportation, which includes air 
traffic control and intelligent transportation systems as 
well as unmanned aerial vehicles; 3) Smart Power Grid, 
which includes the electrical power grid as well as navi-
gation and rescue applications; 4) Social Networking 
and Gaming. System security and privacy has become a 
pressing concern for CPCCS because of the importance 
of these many app many applications [3]. Several meth-
ods have been proposed in the literature for integrating 
service-oriented architecture (cloud computing) with 
CPS, with CPS seen as service models such as “platform 
as a service (PaaS) and infrastructure as a service (IaaS)” 
[4]. In addition, there really are application-specific 
methods, whereby technologies like the Cyber Physi-
cal System, Cloud Computing, and Wireless sensor net-
works are combined with more emphasis than security 
and privacy concerns are given. For this reason, we pro-
pose a safe service provisioning framework for CPCCS by 
drawing inspiration from the aforementioned methods, 
merging the aforementioned technologies (CPS, Cloud 
computing, and WSN), and also taking into account dif-
ferent security challenges associated to them [5]. The 
main contributions of this paper are as follows:

1.	 Using the FET-RP, the most efficient path for data 
transmission is determined.

2.	 BAO is used to find the optimal path.
3.	 CBM is used to convey the data throughout encryp-

tion and decryption in a decoded format.

A overview of the literature is described in Section II of 
this article. The suggested methods have been provided 
in section III. Results and comments are found in Section 
IV. The conclusion of the proposed study is summarized 
in Section V.

Literature review
Sailer et  al. [6] managed the security of the cloud plat-
form and the hosted services, their approach is predi-
cated on enhanced cooperation between cloud providers, 
providers, and consumers. It’s based on many security 

protocols that facilitate the automation of security man-
agement. This proof-of-concept framework is live in a 
testbed cloud environment. By controlling the safety of 
a sample multitenant SaaS application, they were able to 
assess the framework’s efficacy.

Mondal et  al. [7] identify two issues with the security 
architecture and then offer two strategies to address 
them. The data’s fundamental importance in safeguarding 
our CPS infrastructure from attack is addressed in the 
first recommendation, SCCAF (Smart Cloud Computing 
Adoption Framework). The second approach, in contrast, 
uses a modeled detector linked to physical nature to find 
node information.

Pacheco et al. [8] provide an IoT framework for devel-
oping reliable and protected IoT software and services. 
By providing a platform for developers, they can stop 
treating security as an afterthought and start think-
ing about it systematically across all IoT layers, with the 
functions and services provided at each level. They dem-
onstrate the viability of our approach to protecting and 
securing IoT services in the cloud.

Haoxiang and Smys [9] introduced virtual machines 
(VMs) to host applications and the careful management 
of resources results in significantly reduced power usage 
in a cloud setting. Hrough this process of optimization, 
they are also able to address any concerns about the sys-
tem’s security and fulfill any QoS needs. The system’s 
scheduling problem has been addressed via the use of a 
clever memory-aware scheduling technique and accom-
panying algorithm.

Sun and Shi [10] provide a model predictive control as 
a secure service (MPCaaSS) paradigm for cyber-physical 
systems (CPS) that may shield them from both internal 
and external disturbances. They begin by using a novel 
control parameterization based on Gaussian radial basis 
functions to create a double-layer controller architecture 
that can use cloud-edge computing. To assure the secu-
rity of data packet transmission, they add an encoding 
scheme and an ECC-based encryption to the proposed 
MPCaaSS architecture as a second stage.

Verma et  al. [11] explain that CPSs have been devel-
oped as a result of recent developments in information 
technology and the ever rising complexity of digital net-
works. A flexible and reliable architecture for carrying 
out analytics operations on massive data streams, such 
as processing, aggregating, and analyzing data at dif-
ferent granularities, is cloud-based analysis in CPS. A 
cyber-physical cloud computing system that combines 
heterogeneous networks with cloud computing is subject 
to a number of dangers.

Zhang et  al. [12] look at the three computing para-
digms described above as well as definitions of CPS 
before shedding fresh light on well-known frameworks. 
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They also conduct an analysis of the Cloud-Fog-Edge 
Computing application level in CPS and delve into a vari-
ety of methods and tactics to integrate big data applica-
tions into a more advanced and practical society while 
addressing present shortcomings.

Kumar et al. [13] discussed that virtual machines (VMs) 
are used in the cloud environment for hosting applica-
tions and managing resources to optimize energy usage. 
Optimizing the system architecture also addresses secu-
rity concerns and the quality of service (QoS) demands 
of the system. The use of a productive memory-aware 
scheduling approach and algorithms addresses the sys-
tem’s scheduling problem. The effectiveness of the sug-
gested method is evaluated, and the simulation’s findings 
are reported.

For CPSs, the model of predictive control as a secure 
service (MPCaaSS) framework is proposed by Trivedi 
et  al. [14] to deal with both online threats and external 
interruptions. A novel control parameterization based 
on Gaussian radial basis functions, we construct double-
layer controller architecture to benefit from cloud-edge 
computing. The controller settings and status meas-
urements may then be encrypted, preventing hostile 
attackers from tampering with the communication and 
corrupting it.

Rahman et  al. [15] presented framework replaces the 
long-standing certificate authority after strengthening 
the consortium block chain, which shortens the time it 
takes to process data and boosts throughput at a reason-
able price. However, the distributed Industry 4.0 security 
paradigm calls for cooperative trust as opposed to rely-
ing on a single party, effectively accommodating the costs 
and risk of the single point of failure.

Bagheri et  al. [16] provided a secure, federated archi-
tecture for training prognostic and diagnostic models 
without any data exchange. The suggested architecture 
ensures data privacy while producing thorough mod-
els that take advantage of the various activities of many 
organizations.

Wang et al. [17] provided a summary of the CPS secu-
rity research over the last 5 years and choose 142 relevant 
works from conferences and publications of A- or B-level 
that the China Computer Federation has approved. First, 
they analyze the primary points of the chosen articles 
and group them into 24 categories. Then, they examined 
CPS security technology hotspots and trends from three 
angles: application scenarios; architectural layers (per-
ception, network, and application); and MADC (Meas-
ure, Attack, Defense, and Control) kinds.

Kaur et  al. [18] explain CPS combines networks, cal-
culations, and physical processes to govern operations, 
react to changes in the environment, provide feed-
back, and adapt in real time. Disruptive CPS challenges 

governed by IoTs and IoE, integration with machine 
learning functions, cloud computing, and rising yet dif-
ficult focus on the core areas of Big Data Analytics, Vir-
tualization, and Automation are all obstacles to Industry 
4.0 success.

Egala et  al. [19] address the shortcomings of block 
chain-based cloud-centric IoMT healthcare systems, 
such as excessive latency, high storage costs, and single 
points of failure, we have presented the hybrid computing 
paradigm with the distributed data storage system based 
on block chain. To enhance the proposed system’s secu-
rity, a decentralized selective ring-based access control 
mechanism, device authentication, and patient record 
anonymization methods are also provided. On the sug-
gested system employing Block chain, we have assessed 
the latency and cost-effectiveness of data exchange.

Materials and methods
In this section, we explain about the security framework 
in CPS cloud. Figure 1 depicts the framework for the pro-
posed method. The novelty of the proposed method is 
that encryption is enhanced with cross breed technique 
and the optimization is performed using BAO optimiza-
tion. The collected data is relayed through the transmit-
ting node once the Wireless Sensor Network (WSN) has 
been installed. The fuzzified effective trust-based rout-
ing protocol (FET-RP) selects the most effective route 
for data to transit between two points. The optimal path 
is chosen using the Butter-Ant Optimization (BAO) 
approach. Even though, there are many optimization 
algorithms such as genetic algorithms, machine learn-
ing algorithms and other algorithms like Swarm particle, 
Ant colony optimization are famous nad gives maximum 
results. The suggested approach is used to transmit the 
data during encryption and decryption in a decoded 
format. The encrypted data are then stored in the cloud 
database for security purposes.

To train and assess the illness, data from the “UCI 
machine learning repository, Framingham, and Public 
Health Dataset” were used. The system uses three pub-
licly accessible online datasets for cardiac disease: the 
“Framingham, Public Health, and Hungarian” databases. 
There are around 76 properties in this database, how-
ever only a subset of 14 features, as indicated in the table, 
were used in published study. Table 1 indicates the data-
set description.

Fuzzified effective trust‑based routing protocol 
for low‑power, Lossy network (FET‑RPL)
IoT effective fuzzy trust model
A multi-step fuzzy component is used to determine trust. 
To assess trust for each trust dimension individually in 
the first step, fuzzy logic is used. Next, fuzzy logic is used 
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to calculate the greatest level of confidence. The whole 
dynamical fuzzy logic-based notion is implemented a 
secure “routing protocol for low-power and lossy net-
work (RPL)”. The FETM-IoT is a multi-level fuzzy model 
for determining if IoT devices can be trusted. Three 
dimensions are used in the FETM-IoT first fuzzy stage 
to assess reliability. Contextual data, QoS, and P2P com-
munication quality (QPC) are all considered. Because 
dimensions and evaluation methods were carefully con-
sidered, the model is dynamic and comprehensive. The 
FETM-IoT project has a hierarchical structure. As can 
be seen below, each dimension therefore has its own 
sub-dimensions. This framework may be used to build a 
dynamic model.

This dynamic model may easily have additional dimen-
sions and sub-dimensions added or deleted. Systems 
for FI are put out for every dimension individually. The 
“fuzzy inference (FI)” system is supplied into the final 
fuzzy system in all dimensions during the second stage of 
FI [20]. This inference technique enables the determina-
tion of a final degree of confidence.

FET‑IoT‑based routing protocol for low‑power, Lossy network 
(FET‑RPL)
The FET-RPL, which enables secure interoperabil-
ity, is composed of four fundamental processes. This 

cooperative strategy may be used to provide secure and 
dependable routing information to IoT devices. In-depth 
descriptions of the FET-RPL process are provided in the 
following sections.

The FET-RPL fuzzy trust model may be used in a “low-
power, lossy network” to evaluate trust between entities. 
Two stages make up the “FET-RPL”.

First, 3 dimensions are taken into account. QoS, QPC, 
and contextual data are all significant [21]. Each of the 
four dimensions has a unique fuzzy system. The fuzzy 
system’s second stage uses the outputs from the first 
fuzzy stage as inputs. The degree of trust between B and 
C is ultimately determined by the second phase. Given 
that it takes into account dimensions and computation 
methods, FET-RPL is a continuous and comprehensive 
model. Having access to active and ongoing advice is 
another aid in modeling dynamism. For behavior to adapt 
to the background, both direct and indirect information 
must be taken into consideration. The fuzzy location 
zone may be indicated using the radiusu18 as an example.

The fuzzified is used in FI systems to assess fuzzy set 
membership. A membership function calculates each 
fuzzy set in a fuzzified. This created a fuzzy set with three 
membership functions.

(1)u18 = v18 ∗ xmax

Fig. 1  Framework for butter-ant optimization method
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In the RPL topology, each node establishes connections 
with its neighbours and sends information at a power 
level that is appropriate for its transmission range. Con-
sequently, e is the communication range.
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RPL will be enhanced by trust-based routing. A num-
ber of trust metrics have been added to this protocol 
to make routing decisions safer. The routing protocol 
known as “RP-LLN”, or “routing protocols for low-power 
and lossy networks”, is by far the most used. RPL makes 
use of a distance vectors routing technique to prevent 
network loops. Despite the fact that it works well in 
“P2MP and MPP” communication modes, RPL does not 
permit point-to-point communications. Any application 
may be tailored to meet RPL by using the appropriate 
routing metrics. Many applications could run badly as a 
result of the general features of RPL’s lack of fine-tuning. 
Using the butter Ant optimization algorithm (BAOA), 
the performance of the FET-RPL is optimized.

Butter ant optimization algorithm
According to the butter ant (BA), the fitness of each BA 
optimization in the BAOA algorithm varies. Each BA 
enhances the process along by exuding a distinct aroma 
according on the degree of its fitness, which helps the 
optimization process even more. Butterflies may com-
municate with one another by exhaling a fragrance that is 
picked up by the environment.

A BA optimization follows other optimizations because 
it can follow the fragrance of other BAs. One BA opti-
mization will grab attention to itself if its scent is greater 
than the others’. As a result, each BA moves at random 
in the direction of the one with the strongest scent. The 
geography of the target function influences or dictates 
the BA optimization’s stimulus intensity. The BAOA algo-
rithm has three essential phases: startup, iteration, and 
finalisation. The start-up process is carried out as nor-
mal each time BAOA turns on. Once the best response 
has been found, the process of searching is finished. This 
stage in algorithm development establishes the goal func-
tion and solution space. The values for the variables used 
in BAOA have been assigned. Once the settings have 
been specified, the algorithm generates butter-ant popu-
lations. A certain amount of Memory is made available 
for the butter-ant data during the BAOA simulations. The 
fragrance and fitness values of Butterant are calculated, 
recorded, and then their locations in the search space are 
generated at random. After completing this phase, the 
algorithm continues on repetation, which searches using 
the freshly created fake butter-ant. Every time the second 
phase of the BAOA is repeated, the performance values 
of every BA are computed and assessed. The butterflies 
then utilise the following formula to create scent:

No other BAs can detect the smell that one BA is emit-
ting when the value of ant is 0. Therefore, by adjusting the 

(6)f = dKc

Table 1  Dataset description

Attribute Description

Age Age in years

sex Sex (1 = male, 0 = female

ca Number of major vessels (0–3) colored by flourosopy

fbs Fasting blood sugar > 120 mg/dl) (1 = true; 0 = false)

oldpeak ST depression induced by exercise relative to rest

chol Serum cholestrol in mg/dl

num Diagnosis of heart disease (angiographic disease status)
0. absence (< 50% diameter narrowing)
1–4. Present of heart disease (>  50% diameter narrowing)

slope The slope of the peak exercise ST segment
1. upsloping
2. flat
3. downsloping

thalach Maximum heart rate achieved

restecg Resting electro cardio graphic results
0. normal
1. having ST-T wave abnormality (T wave
Inventions and/or ST elevation or
Depression of > 0.05 mV
2. showing probable or definite left
Ventricular hypertrophy by Estes’ Criteria

exang Exercise induced angina (1 = yes; 0 = no)

trestbps Resting blood pressure (in mm Hg on admission to the 
hospital)

cp Chest pain type
1. typical angina
2. atypical angina
3. non-anginal pain
4. asymtomatic

thal 3 = normal; 6 = fixed defect; 7 = reversable defect
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value of the BAOA’s power exponent, one may affect the 
BAOA’s behaviour. These two parameters, as well as the 
sensory modality value, have a significant impact on the 
algorithm’s convergence rate. The sensory modality (u) 
value in the BAOA is changed as follows:

There is a broad range of absorption rates according on 
the sensory modality, which influences the power expo-
nent. Argument f contains the scent value,where “d stands 
for the sensory modality” and K for the stimulus inten-
sity. The values of parameters c and d, which have values 
between [0, 1], have an impact on the performance of 
algorithms.

Where, zqk stands for the butter-ant in the jth iteration. 
Additionally, i∗ is the leading BA in the iteration, fk is jth 
butterfly’s fragrance, and t is a number drawn at random 
between 0 and 1. With this technique, the following may be 
done for local searches:

In where zqj  and zqm are the mth and mth BA in the same 
swarm, and t is a random value between 0 and 1.

Using forward and backward ant movements, BA is 
employed in this approach to discover the best route to the 
desired Location. The calculation of the network’s maxi-
mum number of pathways max NVyz is specified by

The following criteria are used to calculate the density of 
path (Dyz):

Equations 11, 12 relate to find the density of the path and 
the butter ant optimization technique is related to the route 
finding and optimization with encryption, thus it is related.

Butter-ant optimization uses forward butter-ants to 
find the quickest and optimal path to the destination. The 
advance ants describe the migration of a new location as 
follows:

(7)d(q) =
[

d(q − 1)+
0.025

d(q − 1) ∗ Q

]

(8)z
q+1
k = z

q
k +

(
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q
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)
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∑

h/∈qcbvm c(∂yz)+b(1−ηyz)
0

×

(

1

1+ 1
Nj

)

if j /∈ qcbvm

∂yz - the pheromones values of an BA at ynode to port-
able to z node is denoted and is calculated backwards by 
BA, ηyz - represents a vehicle’s assessment of some fuzzy 
values on the link from y to z, c replicates the significance 
of ∂yz in terms of its weight, and b shows the relevance of 
ηyz weight in the equation. An ant in motion becomes a 
backward one when they reach their destination, and vice 
versa. For this reason, inferior BA use the memories of 
their superior counterparts to select the optimum path.

BAOA PSEUDO-CODE
Input: t, f, n, and q; Output: i*
Initiate the probability switch (t), Power exponent (f )
Mode of perception (n), and population size of BA(q).
Set s = 0
for (K = 1:K < =n) do
Make a tiny BA starter colony.
Find the fitness levels of every BA.
Calculate the fragrance of the BA using the eq. (9).
Choose the BA that will provide the best total solution (h*)
stop for
Although not being met, the stop requirements (s < n) do
Set s = s + 1.
for (K = 1:K < =n) do
Generate a random number d, d ϵ (0,1)
if (u < t) then,
Check to see whetherBA is at its best (i*) as in equ. (10).
Otherwise
Move the BA at random, as in eq. (11).
When end-if
Every BA is assessed according to its fitness function.
stop for
choose the finest solution for the each and every situation (i*)
Determine the value of the sensory modality using equ. (12).
stop
Generate the better solution (i*)

Encrypt the data using cross breed blowfish‑ MD5 
algorithm (CBM)
In order to increase security, this study suggests a novel 
parallel cryptographic method that combines and modi-
fies the MD5 and Blowfish encryption algorithms. Fig-
ure  1 shows the schematic diagram for the suggested 
technique. The analysis and storage indicates the cloud 
storage and the methodology carried out in cloud for var-
ious process in the framework (Fig. 2).

Blowfish algorithm
With a variety of parameters (“key size, square size, num-
ber of rounds”) that may be used to balance safe quality 
with power consumption and computational overhead, 
Blowfish’s cryptographic calculation is highly efficient 
and customizable. This blowfish calculation could func-
tion well with different data amounts under the right cir-
cumstances. When compared to algorithms, the blowfish 
computation had a favorable impact on the cryptography 
industry. The author also suggested a multifunctional 
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security system that links the physical and logical worlds 
via near field communication and employs remote sensor 
organisers for data and vaccine security.

PSEUDOCODE FOR BLOWFISH
Input: (64-bit), Y as the text.
Output: Encrypted data
In the text, there are two 32-bit halves: YM and YS
For J = 1 to 16:
YM = YMXOR QJ
YS = G(YM) XORYS
YM and YS is switched
Next J
Again YM and YS is switched (Last switch undo)
YS = YS XOR Q17
YM = YM XOR Q18
Combined YM and YS
Compute Function f:
YM is split into four eight-bit quarters: B, C, D, and E f(YM) = ((T1, B + T2, C 
mod 232) XOR T3, D) + T4, E mod 232
Decryption:
Instead, the decryption is similar, except the inverse order of Q1, Q2 … 
… … . Q18 is used.
Generation key:
Initiated Y boxes and Q arrays
The 32 key bits of the first Q array are XOR’d with the 32 key bits of the 
second Q array, and so on.
The approach described above is used to encrypt all zero strings.
new input is provided by Q1 and Q2
With the use of sub-keys, a completely new Q1 and Q2 have been 
encrypted.
Q3 and Q4 are the newly generated outputs.
Repeating this method 512 times yields a fresh Q-array and four 
S-boxes to be calculated.

MD5 algorithm
An MD5 message is composed of sixteen 32-bit sub-
blocks that are separated by 512 bits each (Message-
Digest algorithm). The 128-bit message processing of 
MD5 uses four linked 32-bit barriers to demonstrate 

honesty. This MD5 hash generator is useful for encoding 
passwords and also in encryption of the data. The very 
same purpose its used in the proposed study too.

PSEUDOCODE FOR MD5
Input: (64-bit)
Output: Encrypted data
The no. of input bits is verified.
A process of adding additional bits to messaging input such that the 
total data size is equivalent to 512 multiples
m is the result of adding 64-bit MI to the output of step 2.
The blocks from m to b are separated (512 bit each).
This is a list of blocks, each with 32 bits, from b to x (16).
The algorithm has four rounds, each with 16 steps (total is sixty four 
step).
There are four hex-encoded shift registers, each with a capacity of 32 
bits.
regb = [7 6 5 4 3 2 1 0]32- bits [b]= [e]′

reg c = [g f e d 8 b 9 7] 32- bits [c]= [d]′

reg d = [8 9 b c d e f h]32- bits [d]= [e]′

reg e = [0 1 2 3 4 5 6 7]32-bits [e]= [b]′

bb, cc, dd, &ee are used to temporarily store the b, c, and d values.
Several variables g, h, i, and J are involved in the algorithm processing. 
Shown below is a one-step operation:
b = c + ((b + f(c, d, e) + yj [l] + u [j] < << T
where
yj [l] ← is the 32 bit lth word of yj
< <  < T←left circular shift of S bits
After every round’s final output is added, the first round’s input is used 
as the output.
The output bit depth is increased to 128 bits

Key generation and authentication
As soon as the patient registers, a doctor will be assigned 
to them. For the initial password-based validation, both 
doctors and patients employ a secure password (MD5)-
based technique. The technology compares the doctor’s 
palm/thumb photo scan reading to the recorded data 
when the doctor checks in to see patient data. After 
a doctor’s identify has been confirmed, access to the 

Fig. 2  Cross-breed blow-fish based framework
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system will be granted. For security purposes, a biologi-
cal key is made from the patient’s palm or thumb.

Decryption
After extracting an authentication code or frame value 
from the previously constructed frame and completing 
the whole technique for constructing an authentication 
code as provided, authentication will be completed. 
Only then will decryption start. The patient’s data, 
which consists of a group of sensors and a control unit, 
is kept in an encrypted form. If data consumers possess 
the set of decryption characteristics specified by the 
signature access structure, they may verify the authen-
ticity of the cypher text and decode the data.

Experimental results and discussion
In this section, we study the security framework in CPS 
cloud and compare the performance of our suggested 
technique to that of other existing methods. The exist-
ing methods are RSA [22], Twofish algorithm [23], 
improved chacha20 algorithm (ICC [24]), Fully Homo-
morphic encryption algorithm (FHEA [25]).

Encryption time analyses and illustrates the average 
amount of time required to encrypt media content files 
as input. The duration is measured in milliseconds (ms). 
Figure 3 and Table 2 shows the Comparative evaluation of 
Encryption time in Suggested and Traditional Methods.

When compared to the current techniques RSA, 
Twofish, ICC, and FHEA, which have encryption times 

of 90 ms, 84 ms, 70 ms, and67ms, respectively, the sug-
gested CBM takes just 60 ms.

Therefore, when compared to current techniques like 
RSA, Twofish, ICC, and FHEA, the CBM enhances secu-
rity [26].

Decryption is the process [27] of converting a encrypt 
data back to its original state. Reverse encryption is a 
widely used technique. Only authorised persons are able 
to access encrypted data because decryption needs a 
hidden key or password. Figure 4 and Table 3 shows the 
Comparative evaluation of decryption time in Suggested 
and Traditional Methods [28]. When compared to cur-
rent techniques RSA, Twofish, ICC, and FHEA, which 
have decryption times of 98 ms, 84 ms, 78 ms, and67ms, 
respectively, the suggested CBM takes 55 ms. Therefore, 
when compared to current techniques like RSA, Twofish, 
ICC, and FHEA, the CBM enhances security.

The amount of time that elapses between the moment 
that a user submits a request and the time that the server 

Fig. 3  Comparative evaluation of encryption time

Table 2  Comparative evaluation of encryption time

Methods Encryption 
time (ms)

RSA [22] 90

Twofish Algorithm [23] 84

ICC [24] 70

FHEA [25] 67

CBM [Proposed] 60



Page 9 of 13Priyadarshini et al. Journal of Cloud Computing           (2022) 11:64 	

returns a response is known as latency. It is measured in 
seconds. Figure  5 and Table  4 shows the latency. When 
compared to the current techniques RSA, Twofish, ICC, 
and FHEA, which have latency of 58 ms, 65 ms, 70 ms, 
and85ms, respectively, the suggested CBM takes 97 ms. 
CBM proposed latency was implemented in less time than 
existing methods such as RSA, Twofish, ICC, and FHEA.

The calculation of the risk that a security event will 
be attempted or occur is known as the security level. 

Fig. 4  Comparative evaluation of decryption time

Table 3  Comparative evaluation of decryption time

Methods Decryption 
time (ms)

RSA [22] 98

Twofish Algorithm [23] 84

ICC [24] 78

FHEA [25] 67

CBM [Proposed] 55

Fig. 5  Comparative evaluation of latency
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Figure 6 and Table 5 shows Comparative analysis of secu-
rity level in Suggested and Traditional Methods. When 
compared to the current techniques RSA, Twofish, ICC, 
and FHEA, which have latency of 55%, 67%, 78%, and-
84percent, respectively, the suggested CBM takes 98%. 

The results show that the proposed method CBM has 
high degree of security than existing methods such as 
RSA, Twofish, ICC, and FHEA.

The quantity of information a system can process or 
transmit in a given length of time is known as Through-
put. The quantity of data that the users get from the 
server at any given second is measured in Megabytes 
per second (Mbps). Figure 7 depicts Comparative analy-
sis of throughput in Suggested and Traditional Methods. 

When compared to the current techniques RSA, Twofish, 
ICC, and FHEA, which have throughput of 58 Mbps, 65 
Mbps, 70 Mbps, and85 Mbps, respectively, the suggested 
CBM takes 97 Mbps. To transmit or process information 
using proposed method CBM has high efficiency than 
existing methods such as RSA, Twofish, ICC, and FHEA 
(Table 6).

When estimating the execution time of a task, the 
amount of time the system spends performing run-time 
or system actions on its behalf is taken into considera-
tion. The method for estimating execution time depends 
on the implementation. It is measured in milliseconds(s). 
Figure 8 depicts the Comparative evaluation of execution 
time in Suggested and Traditional Methods.

The execution time in RSA, Twofish, ICC, and 
FHEAare97 ms, 84 ms, 71 ms, and 64 ms respectively. 

Table 4  Comparative evaluation of latency

Methods Latency (s)

RSA [22] 95

Twofish Algorithm [23] 84

ICC [24] 72

FHEA [25] 67

CBM [Proposed] 60

Fig. 6  Comparative evaluation of security level

Table 5  Comparative evaluation of security level

Methods Security 
level 
(%)

RSA [22] 55

Twofish Algorithm [23] 67

ICC [24] 78

FHEA [25] 84

CBM [Proposed] 90
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The execution time in proposed CBM is 57 ms.As per-
formance results show that the execution time of CBM 
is also lower than the other existing. In conclusion, the 
CBM method outperforms than the RSA, Twofish, ICC, 
and FHEA in terms of execution time (Table 7).

Discussion
RSA only employs symmetric encryption and full encryp-
tion requires the use of both symmetric and asymmetric 
encryption, it may sometimes fail [22]. Larger encrypted 
data makes two fish safe. This big size may slow down the 
application if it’s applied to significant amounts of unen-
crypted data [23]. Slower encryption speed as encryption 

and decryption both require capturing the complete 
block. ICC is prone to mistakes as well since a mistake 
in a single symbol might change the whole block [24]. 
FHEA implies that data processing may be delegated to 
a third party without having to have faith in the security 
of the data. It is impossible to retrieve the original data 
without the correct decryption key [25].

Conclusions and future work
The CPS Cloud protects the data’s integrity and pri-
vacy while enhancing security. Our paper investigates 
the CBM approach to improve the security of health 
data in the CPS cloud. In a wireless sensor network 
(WSN) [29], connected wearable devices collect health-
care data, and that data is sent to a sending node [30]. 
A fuzzified effective trust-based routing protocol 
(FET-RP) selects the data route that will transmit the 
most data efficiently. To find the optimum path, the 
Butter-Ant Optimization (BAO) approach is applied. 
The novelty of the suggested approach is that it used a 
decoded format to transmit the data during encryption 
and decryption. The encrypted data was then stored in 
the cloud database for security purposes. The value of 
Parameter metrics is encryption time (60 ms), through-
put (97 Mbps), latency (60 s), execution time (57 ms), 
security level (98%), and decryption time (55 ms). The 

Fig. 7  Comparative evaluation of throughput

Table 6  Comparative evaluation of throughput

Methods Throughput 
(Mbps)

RSA [22] 58

Twofish Algorithm [23] 65

ICC [24] 70

FHEA [25] 85

CBM [Proposed] 97
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suggested method is superior to existing approaches 
for bolstering CPS cloud security [31]. However, energy 
consumption of the suggested CBM method is not 
measured for the sensed data which is a shortcoming 
of this study. The research of different cryptosystems, 
including hashing algorithms and encryption algo-
rithms [32], may be the focus of future development. It 
is possible to add more hybrid function layers to fur-
ther improve the security and integrity of data.
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