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Abstract

In nursing homes using technologies such as loT, big data, cloud computing, and machine learning, there is a con-
stant risk of attacks such as Brute Force FTP, Brute Force SSH, Web Attack, Infiltration, and Botnet during data commu-
nication between individual terminals and the cloud server. Therefore, effectively identifying network communication
data is essential to protect data communication security between individual terminals and the cloud server. Aiming
at the data mentioned above regarding communication security issues, we propose an intelligent intrusion detec-
tion model NIDD (Network Intelligent Data Detection) model that combines deep convolution generation adversarial
network (DCGAN) with Light Gradient Boosting Machine (LightGBM) and Shapley Additive exPlanations (SHAP). The
NIDD model first generates new attack samples by learning the feature distribution of the existing attack sample data
and effectively expands the rare attack samples. Secondly, we use the Light Gradient Boosting Machine (LightGBM)
algorithm as the base classifier to train the dataset and start to build the intrusion detection model. Then use Shapley
Additive exPlanations (SHAP) to analyze the contribution of the classification results, and adjust the model parameters
according to the analysis results. Finally, we obtain the optimal model for the intelligent detection model of network
intrusion. This paper conducts experimental tests on the NSL-KDD dataset. The experimental results show that the
NIDD model built based on Light Gradient Boosting Machine can detect Brute Force FTP, Brute Force SSH, DoS, Heart-
bleed, Web Attack, Infiltration, Botnet, PROBE, R2L, and U2R attacks with an accuracy of 99.76%. Finally, we re-verified
the NIDD model on the CIC-IDC-2018 dataset. The results once again proved that the NIDD model could solve the
data communication security between the nursing robot and the cloud server and the data before the loT terminal
and the cloud server. Communication security provides a sufficient guarantee.

Keywords: Generative adversarial networks, Intrusion detection, Artificial Intelligence, Internet of things, Cloud
Computing, Big Data

Introduction and continuous health tracking constitute a comprehen-

The aging population makes nursing homes that already
lack nursing staff even worse. To solve the problem of a
lack of professionals, nursing homes will carry out infor-
matization and intelligent construction. Nursing robots
will be involved in the nursing service part of the reno-
vated nursing home. The five dimensions of electronic
health record construction, health dynamic monitoring,
health analysis and evaluation, active health intervention,
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sive and effective health management service.

In the process of these services, the nursing robot needs
to communicate with the cloud server before providing
related nursing services for the elderly. The sphygmoma-
nometer needs to transmit data to the nursing terminal
through the Internet of Things, and the nursing terminal
transmits the data to the cloud server. Health analysis and
evaluation require accurate analysis and evaluation of
the current user’s health status only after computing the
data uploaded by devices such as sleep pads, oximeters,
blood lipid meters, uric acid meters, and blood glucose
meters through the network. Nursing homes increasingly
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depend on various information systems, intelligent sys-
tems, and IoT terminal devices. Therefore, it is crucial to
ensure the security of data communication between the
nursing robot and the cloud server and the security of
data communication between the IoT terminal and the
cloud server. Intrusion detection ensures the security of
network communication between these systems, equip-
ment, and equipment, and systems and equipment have
become essential to protecting individual information
security in nursing homes.

Network intrusion detection is to identify abnormal
attack information in regular network traffic. In order
to reduce the leakage of related data caused by network
intrusion, network intrusion detection has become a
standard active defense method in current network
security technology. With the rapid development of
machine learning technology in recent years, domes-
tic and international scholars have conducted much
research on network intrusion detection and identifica-
tion based on machine learning. However, in the actual
research process of regular network traffic anomaly
detection, the data for normal traffic is much larger
than the data for abnormal traffic, and the proportion
of various types of abnormal traffic after classification
is not uniform—essential reasons for poor accuracy
and performance.

According to our research, the primary data for the
security protection of individual information in nurs-
ing homes are data about electronic health records, daily
physiological detection, daily sleep, daily service moni-
toring, IoT device, and daily operation management.

Figure 1 is an application scenario of intelligent net-
work intrusion detection applied to nursing homes.
We take a nursing home that has undergone informa-
tization and intelligent transformation to illustrate the
application scenario of intelligent intrusion detection.
For the elderly living in the nursing home, the nursing
staff will use the tablet computer to create an electronic
health record for the elderly. The nursing-end applica-
tion will transmit the data to the cloud server through
the network during this process. Nursing staff use
sphygmomanometers, oximeters, blood lipid meters,
uric acid meters, blood glucose meters, and other
equipment to conduct health checks for the elderly.
During this process, these 10T terminals transmit data
to the nursing-end application through Bluetooth and
then transmit the data to the nursing-end application
through the network. When the nursing staff provides
nursing services for the elderly, the nursing robot will
cooperate with the nursing staff to provide relevant
services for the elderly according to the task instruc-
tions sent by the received cloud server. The family-
end application obtains the health status and nursing
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Fig. 1 Application scenario of intelligent intrusion detection

service data of the elderly in real-time through data
communication with the cloud server.

Since the individual information of the nursing home
is stored in the cloud server, to realize the security pro-
tection of the individual information of the nursing
home, it is necessary to detect and identify the network
communication traffic data between each terminal and
the cloud server, as well as other network communica-
tion traffic data requesting the cloud server. To realize
the need to protect individual information security in
nursing homes, we used the NSL_KDD dataset and
the CIC-IDC-2018 dataset as training samples. Finally,
a network intrusion detection model NIDD (Network
Intelligent Data Detection) is designed based on a deep
convolution generation adversarial network (DCGAN)
and based on Light Gradient Boosting Machine (Light-
GBM) and Shapley Additive exPlanations (SHAP).
Generative adversarial networks (GAN) are composed
of two neural networks: a generative network and a dis-
criminant network. The generative network repeatedly
learns the distribution of actual samples and finally
achieves the purpose of generating fake samples with
high authenticity, thereby enhancing and expanding
the dataset. DCGAN combines convolutional neural
networks (CNN) and GAN to ensure the quality of the
generated sample data and the diversity of samples. The
relevant features are trained based on the Light Gradi-
ent Boosting Machine (LightGBM). Finally, we analyze
the contribution of each feature to the classification
result using Shapley Additive exPlanations (SHAP),
and parameters are adjusted to obtain the best model.
Experiments show that the model not only effectively
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solves the problems of low intrusion detection rec-
ognition accuracy, high false alarm rate, and limited
recognition types caused by sparse sample data and
unbalanced sample data types. Moreover, the model
has specific improvements in sample training efficiency,
method execution efficiency, method interpretability,
and method robustness.

The goal of this paper is that in the application sce-
nario of information security in nursing homes, the net-
work intrusion intelligent detection model can effectively
identify attacks in network communication. The training
samples used in this paper are the NSL-KDD dataset and
the CIC-IDC-2018 dataset. Firstly, the problem of data
sample imbalance is solved based on a deep convolution
generation adversarial network (DCGAN). Then based
on Light Gradient Boosting Machine (LightGBM), an
intrusion detection model of network communication
traffic data is constructed. Secondly, the contribution of
each feature to the classification results is analyzed using
Shapley Additive exPlanations (SHAP). Thirdly, param-
eter optimization is performed. Finally, the protection
of personal information security in nursing homes is
realized.

This paper has five chapters in total. The first chap-
ter is the introduction, which mainly describes the
current research background and status of network
intrusion detection and summarizes the main content
of this paper as a whole. The second chapter is about
model design, which mainly describes the process of
designing a network intrusion intelligent detection
model applied to nursing homes. The third chapter is
the realization of the model, which mainly describes
the realization process of a network intrusion intelli-
gent detection model applied to nursing homes. The
fourth chapter analyzes the results, which mainly
expresses the comparative analysis of the experimen-
tal results and the analysis of the contribution value of
the characteristic variables that affect the experimen-
tal results. The fifth chapter is the conclusion, which
mainly expresses the research results of this paper and
the prospect for the future.

Related work

Much research has been devoted to solving network
intrusion detection in recent years. Since the data for
regular traffic is much larger than for abnormal traffic,
the proportion of various types of abnormal traffic after
classification is uneven. As a result, the network intrusion
detection and identification model based on machine
learning has low efficiency, performance, and accuracy.
To solve these problems, researchers have mainly con-
ducted research based on machine learning, deep neural
networks, and generative adversarial networks.
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Biswapriyo Chakrabarty [1] et al. proposed a compre-
hensive intrusion detection algorithm based on K-Cen-
troid clustering and genetics. The model trained by the
algorithm using Kd99Cup and NSLKDD datasets has
a reasonable detection rate. Saras Saraswathi [2] et al.
proposed a global iterative optimization algorithm that
combines integer-coded genetic algorithm (ICGA) and
particle swarm optimization (PSO) with neural network-
based extreme learning machines (ELM) for classification
tasks. The algorithm has the characteristics of easy imple-
mentation and fast operation speed. It has been widely
used in parameter optimization and other work and has
shown promising results. Prabhat Kumar [3] et al. pro-
posed a novel intrusion detection system that combines
K-Nearest Neighbors, XGBoost, Gaussian Naive Bayes,
and Random Forest. Maryam Samadi Bona [4] et al. pro-
posed a new hybrid method based on Fruit Fly Algorithm
(FFA) and Ant Lion Optimization (ALO). The simula-
tion results of this method on the datasets KDD Cup99,
NSLKDD, and UNSW-NB15 have a sure accuracy. Based
on the UNSW-NB15 dataset, Vikash Kumar [5] et al. pro-
posed a novel intrusion detection system approach. The
method achieved [6] an MFM of 84.5%, ADR of 90.32,
and FAR of 2.01%. Arushi Agarwal [7] et al. built a model
based on the UNASW-NB15 dataset using Naive Bayes
(NB), Support Vector Machine (SVM), and K-nearest
neighbor (KNN).

S. H. Khan [8] et al. proposed a cost-based deep neu-
ral network to automatically learn robust feature repre-
sentations for both majority and minority samples. The
computational overhead of the training process of this
method is low. However, when the sample information of
a small number of types is oversampled due to the lack
of diversity of sample data, it is prone to overfitting dur-
ing training [9]. When under-sampling is performed,
the property information of the sample data will be lost,
thereby reducing the ability to solve the imbalance of
sample data types. Guang-Bin Huang [10] et al. proposed
Extreme Learning Machine (ELM). Since the algorithm
is superior to traditional machine learning algorithms,
support vector machines (SVM), and neural networks
regarding learning speed and generalization perfor-
mance, it has been widely used in network intrusion
detection in recent years. Steven Z Lin [11] et al. pro-
posed a new character-level intrusion detection model
based on convolutional neural networks. The model
performs better in terms of high accuracy, high detec-
tion rate, and low false positive rate. Junjiao Liu [12] et al.
proposed a novel two-level anomaly detection frame-
work based on a convolutional neural network (CNN).
The framework identifies normal and abnormal from
existing mixed data and learns normal behavior from
average data. Mohammad Shurman [13] et al. proposed
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two methods to detect Distributed Reflection Denial of
Service (DDoS) attacks in IoT. Nevertheless, it can only
detect Distributed Reflection Denial of Service (DDoS)
attacks in IoT. Sydney Mambwe Kasongo [14] et al. pro-
posed a Feed-Forward Deep Neural Network (FFDNN)
method for wireless intrusion detection systems based
on the Wrapper Based Feature Extraction Unit (WFEU).
For AWID, the method achieves an overall accuracy of
99.66% and 99.77% for binary and multi-class classifica-
tion configurations, respectively. Erxue Min [15] et al.
proposed a novel intrusion detection system named TR-
IDS based on word embedding and a text convolutional
neural network (Text-CNN). The system employs manu-
ally designed features and extracts salient features from
the payload to improve intrusion detection performance.

Xiao Wang [16] et al. proposed a new attack frame-
work model called AT-GAN. AT-GAN can efficiently
generate diverse and realistic unconstrained adversarial
examples. AT-GAN can learn a distribution of adversar-
ial examples very close to the accurate data distribution.
Weiwei Hu [17] et al. proposed a generative adversarial
network (GAN)-based algorithm named MalGAN to
generate adversarial malware examples. This example
can bypass black-box machine learning-based detec-
tion models. Muhammad Usama [18] et al. proposed
an adversarial attack method based on a black-box
machine learning/deep learning intrusion detection sys-
tem and a generative adversarial network (GAN). The
method successfully avoids intrusion detection while
retaining network traffic’s typical functional behav-
ior characteristics. Milad Salem [19] et al. proposed a
new intrusion detection method based on Cycle-GAN.
The experimental results show that the AUC increases
from 0.55 to 0.71, and the percentage of detected
unseen anomalies increases from 17.07-80.49%. The
Al-enabled IoT-CPS algorithm proposed by Lakshmana
Kumar Ramasamy [20] et al. has achieved excellent clas-
sification and patient disease prediction results. It is

mGinmng(D, G) = Ex~pyp @ [10gD(x)] + Eznp (2)[log (1 — D(G(2)))]
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some do not effectively detect the packet header
information of network traffic data in the process
of intrusion detection, and some are in the process
of implementation. The model does not use the net-
work traffic data of malicious attacks, and some mod-
els identify fewer types of attacks. Some models are
inherently flawed, such as extreme learning machines
(ELMs) that only support single-hidden layer feedfor-
ward neural networks. Convolutional Neural Network
(CNN) models are less interpretable in the feature
extraction process. K-Nearest Neighbor (KNN) and
Support Vector Machine (SVM) algorithms are com-
putationally inefficient in datasets with large sample
sizes. The feedforward deep neural network (FFDNN)
model is complex, the process is not interpretable,
and its performance is low under small data samples.
In short, the existing research cannot meet the needs
of the current intelligent network intrusion detection
in nursing homes. The NIDD model we propose can
be well applied to the current application scenarios
of intelligent network intrusion detection in nursing
homes.

Model design

This section describes the base model used in the model
design process, the specific process used to construct the
model, and the evaluation metrics used.

Generative adversarial nets

Generative Adversarial Nets (GAN) is a new framework
for estimating generative models through an adversarial
process proposed by Ian J. Goodfellow [22] et al. Genera-
tive Adversarial Nets (GANSs) are described as a minimax
game. The discriminative model D tries to minimize its
reward V (D, G), the generative model G tries to maxi-
mize the loss of the discriminative model D, and the
mathematical formula for minimizing the maximum is
described in the following formula (1).

(1)

believed that the algorithm can be more widely used if it
is supplemented with features for data protection. Using
the KDDcup99 dataset, Edeh Michael Onyema [21]
et al. proposed a Cyborg Intelligence intrusion detec-
tion framework based on AdaBoost ensemble learning,
which achieved good accuracy, detection rate, and low
false positive rate.

In the existing research, some models do not use any
samples with label information in the training process,

In formula (1), G represents the generative model, D
represents the discriminant model, P, (x) represents
the real sample distribution, P, represents the gener-
ated sample distribution, x represents the sample of
P.14(x), z represents a random vector, D(x) represents
x is the probability of the real sample, G(z) represents
the sample generated by the generative model G based
on the input z, and the cost function V (D, G) repre-
sents the alternate minimization and maximization of
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D(x) and G(z). Maximizing the probability of assigning
to training samples and generating correct labels for
new samples is achieved by training the discriminative
model D. The log(1 — D(G(z))minimization is achieved
by training the generative model G. By making D(x)
infinitely close to 1 and D(G(z)) infinitely close to 0,
the optimal solution minG of the generative model G
is obtained.

The main steps in the construction of a deep convolu-
tion generation adversarial network (DCGAN) [23] are as
follows: We replace all pooling layers with stridden con-
volutions in the discriminative model and all pooling lay-
ers with fractionally stridden convolutions in generative
models. Batch normalization (BN) is introduced in both
generative and discriminative models. Then, we remove
the fully connected layer. The output layer of the gen-
erative model uses the Tanh activation function, and all
other layers use the ReLU activation function. All layers
in the discriminative model use the LeakyReLU activa-
tion function.

The optimization of deep convolution generation
adversarial network (DCGAN) on Generative Adver-
sarial Nets (GAN) mainly includes: Using stridden
convolutions instead of sampling layers and convolu-
tions instead of fully connected layers. Each layer in
the generative model G and the discriminative model
D introduces batch normalization (BN). All layers in
discriminative model D use the LeakyReLU activation
function. ReLU is still used in the generative model G,
but the Tanh activation function is used in the output
layer of the generative model G. We train the model
with Adam optimizer.

Classification base model

The XGBoost algorithm is an integrated machine learn-
ing algorithm with solid fault tolerance, controllable
complexity, and fast parallel speed proposed by Chen
[24] et al. Due to its high prediction accuracy and out-
standing execution efficiency, this algorithm has recently
been widely used in Kaggle machine-learning competi-
tions. The XGBoost algorithm is an improved version of
the gradient-boosting decision tree algorithm. Gradient
Boosting Decision Tree is a widely used decision tree-
based ensemble machine learning algorithm that per-
forms very well in data analysis, multi-classification, and
prediction. The two algorithms are similar in that they
are both composed of decision trees for classification
and regression; the difference is that XGBoost reduces
the complexity and overfitting of the model by using a
standard penalty term in the objective function. In addi-
tion, the loss function of the [25] GBDT algorithm uses
a first-order Taylor expansion, and XGBoost uses a sec-
ond-order Taylor expansion.
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The implementation process of the XGBoost algo-
rithm is as follows: after combining multiple decision
tree models into an integrated learner, the second-order
Taylor expansion is used, and the regular term is added
to the loss function to control the model complexity and
overfitting. Its predicted output value is the sum of the
predicted output values of each tree pair sample in the K
trees, as shown in the formula (2) function:

Y = ®(x;) = Zf:lfk(xi)’fke}— 2)

In formula (2), y; represents the predicted output
value of the model, x; represents the ith sample, and F
represents the space of the Classification and Regres-
sion Tree (CART), and its function representation is
shown in formula (3):

F={f®) =} (1:R" > T,weRT) (3

In formula (3), the mapping model of the tree is rep-
resented by g (that is, the weight of each training sam-
ple to the corresponding leaf node), the weight set of all
leaf nodes is represented by wgy(x), and the number of
leaf nodes is represented by T'. The approximate objec-
tive function using the second-order Taylor expansion
is shown in formula (4).

n
1

e ; [l (35°70) + i + SR | + 2(7)
(4)

In formula (4), g; represents the loss gradient of the ith
sample output in the first order, and /; represents the loss
gradient of the ith sample output in the second order.
Define I; = {i|g(x;) = j} as the set of samples that fall into

the leaf node j. Combining the above, the final objective
function can be obtained as shown in formula (5).

" T
~ 1 1
L9 =) lgfew) + Shf? @l + YT+ 22w

i=1 j=1

T 1
- Zj:l [(Zie]i o)W+ E(Ziez, hi + .‘1) wﬂ +YT
(5)
The base model of the XGBoost [25] algorithm is a
binary tree. Adding leaf nodes is achieved by splitting.
For each split, the split points on all features are first
traversed. Second, calculate the objective function gain
of all samples split according to the split point one by
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one. Finally, the split point with the most significant
gain is selected from the split points, and the split point
with the most significant gain is split to generate a leaf
node. Such an algorithm first needs to save the eigen-
values of the training samples and the result of feature
sorting. Secondly, the objective function gain calcula-
tion is required when traversing the split points. Then,
since the access of the features to the gradient is ran-
dom, the access order of different features is also differ-
ent. Therefore, this algorithm consumes a lot of space
and time, and the Cache cannot be optimized.

The LightGBM [26] algorithm is based on the
XGBoost algorithm and uses the Hitogram algorithm
to reduce the number of split points. Use the GOSS
algorithm to reduce the number of samples. Reduce
the number of features using the EFB algorithm. Sup-
pose there are n sample training sets {x1, e ® o,x,}, each
x; is an s-dimensional vector in the X*® space, and the
loss function gradient is marked as {gj,e e e,g,}. In
the GOSS algorithm, the samples are firstly arranged
in descending order according to the absolute value
of the gradient, 2 x 100% large gradient instances are
reserved as subset A, and the remaining(l — a) x 100%
small gradient instances are subset AC. A subset B of
size b x |AC| is used, and finally the samples are divided
according to the variance gain \7,(61) calculated on
A U B, as shown in Eq. (6).

Page 6 of 17

SIN(IF| — |S] — 1)!

¢i = ng\{i} S ||F||! =1 Usui (xsugiy) —fs(xs)]
(7)

In formula (7), ¢; represents the contribution of the
ith feature, s represents the feature subset, F\{i} repre-
sents the feature set, F represents the total number of
input features, fsug(xsujy) represents the predicted
output value of the model when the sample has only the
eigenvalues in xsy(;), and fs(xs) represents the predicted
output value of the model when the sample has only the
eigenvalues in xgs. The linear function f(x) used by the
additive model when describing regression is shown in

Eq. (8).

fx) = g(&) =¢o+ Zj\il i (8)

In formula (8), f(x) represents the interpretation of the
predicted value of sample x in the model. g represents
the mean of the model’s predicted output values, and x;
represents the ith feature sample.

NIDD model building

The network intrusion intelligent detection model pro-
posed in this paper’s NIDD (Network Intelligent Data
Detection) model construction process is shown in Fig. 2.

l1-a 2 l1-a 2
‘,../ (d) 1 (le‘EAl gi + n inEBl gl) + (inEA, gi + n inEBr gl) (6)
j\a) = - ' i
n ) (d) 1 (d)
In formula (6), Aj={xi€A:xy <dj}, The detailed process of the network intrusion intelli-

Ar=1{xi € A:xy>d}, By ={xi € B:x; <dJ,
B, = {x; € B:x; > d}. The LightGBM algorithm dra-
matically reduces the complexity of the newly added leaf
nodes by using the three algorithms of Histogram, GOSS,
and EFB. In addition, the Histogram algorithm converts
the features from floating point numbers to integers of
0~255 bits for storage. Therefore, LightGBM algorithm
training consumes less time and less memory space than
XGBoost algorithm training.

Shapley additive explanations

In order to obtain the contribution of the characteristic
variables in the sample to the prediction results, we use
the machine learning interpretation framework SHAP
developed by Lundberg [27] et al. to calculate the con-
tribution value of the feature variable, that is, the SHAP
value. The calculation formula is shown in formula (7).

gence detection model-building process is as follows:

+ The generative and discriminative models of the
Deep Convolutional Generative Adversarial Network
(DCGAN) are trained alternatively using the NSL-
KDD dataset.

+ A mixture of authentic samples and samples gener-
ated based on the DCGAN algorithm was used as
the training dataset to train the models constructed
based on LightGBM.

o The resultant contribution values were analyzed
using Shapley Additive exPlanations (SHAP), the
training samples were optimized, and the training
dataset was updated based on the analysis results.

+ The updated training dataset is used to set the range
of parameters of the model, load Grid Search, train
the constructed NIDD model, and update the model



Zhou et al. Journal of Cloud Computing (2022) 11:91

Page 7 of 17

SHAP analysis

training dataset

dlscrlmlnant model

!

I LiﬂhtGBM I

@ Grld Search

True

4[ Recognition result ]

optimal model

test dataset

i data preprocessing

data normalization

[real sample]

[feature string mapping]

[generative model] : :

T

[random noise]

[ Network real-time traffic data ]

Fig. 2 Network intrusion intelligent detection model construction process

parameters based on the scores of each model
parameter value.

« Real-time traffic data is listened to and captured,
and the captured data is feature mapped, digitized,
normalized, and manually annotated to form a
test dataset.

« The optimal model is tested using the test dataset, and
based on the test results, the model is again optimized.

» Iterations were repeated until the model accu-
racy reached a pre-set threshold of 99.5%, Preci-
sion reached a pre-set point of 92%, Recall reached
a pre-set threshold of 92%, False Positive Rate (FPR)
achieved a pre-set threshold of 100%, and F1- Meas-
ure reached a predetermined point of 92%.

The core algorithmic process of the NIDD model con-
sists of two main parts.

Input:
P(2): random noise
{x*,x?,...x"}: the real sample
Output:

D: training dataset

1: fori=0— epochs do:

2: Sampling batch samples at random from random noise P(2) to get {z', 2%, ... 2"}

3: The generator generates the sample data P(g(z))

4: forj = 0 - kdo:

5: randomly sample batch samples {1, %2, ..."} = {g(2)", (2)?, ... g(2)"} from the

generated sample P(g(2))

6: A random sample of batch samples from the real sample gives
alx2, . xm)

7 X 4= (&, %2, .. %"} + {x},x?, .2}

8: End for

9:  End for

10:  Pre-processing the dataset X

11:  divide the dataset X into 5 equal parts, 1 for testing and 4 for training, to obtain the
training dataset D

12: Output the training dataset D

Alorithm 1: dcgan model training

Algorithm 1 is DCGAN MODEL TRAINING, based
on DCGAN, to solve the data sample balancing problem.

In Algorithm 1, is the ratio of the discriminator to gener-
ator training. Here the is 1. the is the number of times the
DCGAN algorithm works, the is the number of samples,
and the is the dataset.

Input:
D: training dataset
T: test dataset
Output:
NIDD model
1 for k in 1: epochs_N do:
2 Train the constructed NIDD model and load the SHAP explanatory model
3: Adjust the feature variables according to the contribution values of the SHAP analysis
4: Update the training dataset D
5: Initially, set the model for each parameter range
6: Load the base model, load Grid Search
7 Train the constructed NIDD model
8 Update the model parameters based on the scores of each model parameter value

9: Perform accuracy using test dataset T

10: if Accuracy >= Acc and Precision >= Pre and Recall >= Rec and False Positive
Rate >= FPR and F1 values >= F1:

11: End of training

12: End if

13:  End for

14:  Output NIDD model

Alorithm 2: Lightgbm model training

In Algorithm 2, the batch is the number of samples, the
epochs_N is the number of model-building exercises, and
the Acc is the accuracy pre-set threshold. Here the Acc is
99.5%, the Pre is the pre-set threshold for accuracy, the
Pre is 92%, the Rec is the pre-set threshold for the recall
rate, and here the Rec is 92%. The FPR is the false positive
rate pre-set threshold. Moreover, here, the FPR is 100%.
The F1 is the pre-set threshold for the F1 value, and here
the F11is 92%.

Evaluation metrics

This paper uses five typical indicators to evaluate the per-
formance of the network intrusion intelligent detection
model. The five evaluation indicators are Accuracy, Preci-
sion, Recall, False Positive Rate (FPR), and F1-Measure.
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TP + TN
Accuracy = x 100% )
TP+ TN + FP + FN
Precisi i 100% 10
= x
recision = - o (10)
Recall = ——— x 100%
eca TP+ EN X o (11)
FPR = ————— x 100%
FP+IN <" (12)
1 21P 100% 13
= — X
2TP + FP + FN ’ (13)

Among them, TP represents true positives, TN repre-
sents true negatives, FP represents false positives, and
EN represents false negatives, as shown in the confusion
matrix in Table 1.

In this section, we build a NIDD model based on evalu-
ation indicators such as deep convolution generation
adversarial network (DCGAN), Light Gradient Boost-
ing Machine (LightGBM), Shapley Additive exPlanations
(SHAP), and Accuracy, and evaluate related algorithms,
frameworks, and models. The construction process is
explained.

Model implementation
In this section, we focus on the specific process of model
implementation.

Training a deep Convolutional Generative Adversarial
Network (DCGAN)

Generative model training is performed by concatenat-
ing the generative model with the discriminative model.
We define the goal of generative model training to be able
to generate fake samples that are difficult for discrimina-
tive models to distinguish. During the training process,
we use the false sample set generated by the generative
model as the input layer of the discriminant model, and
the probability value of the sample being a trustworthy
and false sample is the output layer. The target value of

Table 1 Confusion matrix

Sample type Predicted as a normal Predicted
sample as an attack
sample
Normal sample TN FP
Attack sample FN TP
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the generative model is set to 1, and the maximum pos-
sible true and false samples are generated. Analytical
loss values are calculated using the cross-entropy loss
function.

The input layer of the discriminant model is composed
of authentic samples and false sample sets generated by
the generative model. The discriminant sample’s prob-
ability value is the discriminant model’s output layer.
The goal of discriminative model training is to correctly
identify true and false samples to be considered a binary
classification task and the actual sample outputs 1. Oth-
erwise, it outputs 0. Then use the activation function to
convert the probability value into the sample predicted
classification label. Finally, the analysis loss value is calcu-
lated using the cross-entropy loss function.

When the loss values and number of iterations do not
reach the pre-determined values, the generative and
discriminant models continue to be trained alternately
until the loss values and number of iterations reach the
pre-determined values. The training is stopped, and the
optimization gradient is updated using the Adam opti-
mizer. When the loss value and the number of iterations
reach the pre-defined values, the generated sample set is
added to the training sample set to obtain the training
sample set.

Feature preprocessing

The training set in this paper uses a diverse sample set
consisting of the NSL_KDD dataset and the generated
sample set. The main steps of processing are as follows:

+ Delete rows with missing attribute values, convert
text to numeric values, and encode character features
and categorical labels with OrdinalEncoder.

+ The mixed sample set is used as the training sample
set, and the network real-time traffic data with data
preprocessing is used as the test set.

LightGBM training and SHAP contribution analysis

This paper uses the Light Gradient Boosting Machine
(LightGBM) for classifier construction. The classifier ana-
lyzes the loss value between the sample and the predicted
result until it reaches a preset value. Contribution analy-
sis was performed using Shapley Additive exPlanations
(SHAP). The main steps are as follows:

+ Define the LightGBM model, and run the model.

« Get model SHAP_ VALUES.

« Feature parsing for single-sample and multi-sample.

+ The samples were analyzed globally using two feature
ranking methods, discriminative eigenvalues, and
indistinguishable eigenvalues.
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+ Analyze the dependencies between the various char-
acteristic variables of the sample.

+ Analyze SHAP_VALUES after sample feature vari-
able interaction.

Parameter optimization

Parameter optimization is a way to prevent model over-
fitting and improve model performance by controlling
the complexity of the model. In this paper, five-fold cross-
validation is used to obtain the optimal parameters of
the model. Five-fold cross-validation means dividing the
data into five equal parts, taking one copy of each experi-
ment for testing, using the rest for training, and averag-
ing the data after five experiments. In training, the grid
search method (GridSearchCV) is used to find the opti-
mal parameters for the basic parameters of the model,
the parameters that affect the accuracy, the parameters
that affect overfitting, and the parameters that affect the
training speed. Finally, the optimal parameter prediction
model based on the LightGBM algorithm is obtained
after several iterative tests and parameter adjustments.

In this section, we carry out the process of deep con-
volution generation adversarial network (DCGAN) to
solve the sample balance problem, data preprocessing,
Light Gradient Boosting Machine (LightGBM) training,
Shapley Additive exPlanations (SHAP) model contribu-
tion value analysis, NIDD model parameter optimiza-
tion and other processes. We have a detailed analysis and
explanation.

Experimental results and analysis

In this section, we focus on the experimental dataset
used in training the NIDD model of intrusion intelligence
detection applied to nursing homes, prediction results,
analysis of the degree of influence of features, analysis of
the contribution of prediction results, and model optimi-
zation and validation.

Experimental dataset

The NSL_KDD dataset. The NSL_KDD dataset is
an improved version after removing many redun-
dant data from the KDD CUP99 dataset. The data-
set consists of four subsets: KDDTest+, KDDTest-21,
KDDTrain+, KDDTrain+_ 20Percent. The KDDTest-21
and KDDTrain+_20Percent in the NSL_KDD dataset
archive are subsets of KDDTrain + and KDDTest+. There
are 125,973 training data and 11,850 test data in the
NSL-KDD dataset. Attack types include Denial of Ser-
vice (Dos), Port Scanning and Probe (Probe), unauthor-
ized access to local superusers (U2R), and unauthorized
access to remote machines. There are four types of access
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Table 2 Dataset data distribution
Attack Name Quantity Attack Type
Warezmaster 40,287 R2L
Warezclient 113,079 R2L
Teardrop 30,742 Dos
Spy 21,445 R2L
Smurf 48,042 DoS
Satan 91,893 Probe
Rootkit 65,086 U2R
Portsweep 85,694 Probe
Pod 96,906 Dos
Phf 117,608 R2L
Perl 69,147 U2R
Normal 72,910
Nmap 3168 Probe
Neptune 112,950 Dos
Multihop 102,107 R2L
Loadmodule 113,266 U2R
Land 52,662 DoS
lpsweep 51,080 Probe
Imap 12,291 R2L
Guess_passwd 71,108 R2L
Ftp_write 2294 R2L
Buffer_overflow 69,476 U2R
Back 52,211 DoS

(R2L), and Normal is the normal access data. The data
distribution of the NSL_KDD dataset is shown in Table 2.

The NSL_KDD dataset provides features such as pro-
tocol name, service content name, host, and time. The
NSL_KDD dataset contains 23 labels. Table 2 shows that
the data volume of each category label is unbalanced if
the deep convolution generation adversarial network
(DCGAN) is not used to solve the problem of unbalanced
sample data. This dataset will mislead the classifier, and
the classification results will be skewed towards a large
number of categories.

The CIC_IDC_2018 dataset. The CIC_IDC_2018
dataset contains the latest common attack scenarios:
Brute-force attack, Heartbleed attack, Botnet, Denial-of-
Service, Distributed Denial of Service, Web Attacks, and
Infiltration of the network from inside. The file distribu-
tion of the CIC_IDC_2018 dataset is shown in Table 3.

This dataset is not a real-world attack traffic dataset.
The data set uses machine learning technology to statisti-
cally analyze the network behavior of ordinary users and
simulate regular user traffic. Use the above attack types
to simulate anomalous traffic scenarios and configura-
tion files to generate a comprehensive anomaly detec-
tion traffic dataset. The CICIDS-2018 dataset is used
to capture the natural flow of the model using the tool
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File Name

Attack Name

Thursday-01-03-2018
Friday-02-03-2018

Benign, Infiltration
Benign, Bot

Wednesday-14-02-2018
Thursday-15-02-2018
Friday-16-02-2018

Benign, SSH-Bruteforce, FTP-BruteForce
Benign, DoS-Goldentye, DoS-Slowloris

Benign, DoS attack-hulk, DoS attacks-
SlowHTTPTest

Benign, DDoS attacks-LOIC-HTTP, DDoS-
LOIC-UDP

Benign, DDOS-LOIC-UDP, DDOS-HOIC

Benign, Brute, Force-Web, Brute, Force-
XSS,SQL Injection

Benign, Brute, Force-Web, burtel Force-
XSS, SQL Injection

Benign, Infiltration

Thuesday-20-02-2018

Wednesday-21-02-2018
Thursday-22-02-2018

Friday-23-02-2018

Wednesday-28-02-2018

CICFlowMeter-V3. From the statistical analysis perspec-
tive, 80 features were extracted, 79 independent vari-
ables. The specific data distribution of the CICIDS-2018
dataset is shown in Table 4.

The CICIDS-2018 dataset contains 15 labels. Table 4
shows that the amount of data for each category label is
unbalanced if the deep convolution generation adversar-
ial network (DCGAN) is not used to solve the problem
of sample data imbalance. This dataset also misleads the
classifier, causing the classification results to move closer
to a more significant number of categories.

Forecast result

Standard classification prediction algorithms are K
Nearest Neighbors, support vector machines, Logistic

Table 4 Dataset data distribution

Attack Name Quantity
SSH-Bruteforce 274,497
SQL Injection 2497
Infilteration 577,996
FTP-BruteForce 124116
DoS attacks-Slowloris 31,641
DoS attacks-SlowHTTPTest 44,943
DoS attacks-Hulk 333,820
DoS attacks-GoldenEye 11,259
DDosS attacks-LOIC-HTTP 523,392
DDOS attack-LOIC-UDP 956
DDOS attack-HOIC 251,902
Brute Force -XSS 1060
Brute Force -Web 389

Bot 287,098
Benign 117,909
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Regression, Adaptive Boosting, Naive Bayes model, and
Light Gradient Boosting Machine. The NIDD model pro-
posed in this paper is constructed based on K Nearest
Neighbors, support vector machines, Logistic Regres-
sion, Adaptive Boosting, Naive Bayes model, and Light
Gradient Boosting Machine, respectively, during the con-
struction process. Furthermore, the evaluation results are
compared and verified, as shown in Fig. 3a.

We calculated the base model’s time cost based on K
Nearest Neighbors, support vector machines, Logistic
Regression, Adaptive Boosting, Naive Bayes model, and
Light Gradient Boosting Machine. We sum up the con-
struction time of several base models and calculate the
proportion of the construction time of several base mod-
els to the total construction time of several base models,
as shown in Fig. 3b.

As seen from Fig. 3a, the accuracy rates of the base
models based on K Nearest Neighbors, support vec-
tor machines, Logistic Regression, and Light Gradient
Boosting Machine all exceed 95%, and they all have high
detection capabilities. Among them, based on the Light
Gradient Boosting Machine, the base model constructed
by the algorithm has the highest accuracy, and the detec-
tion accuracy reaches 99.91%.

Figure 3b shows that the time spent on building the
base model based on K Nearest Neighbors, support vec-
tor machines, and Logistic Regression is relatively long.
It takes less time to build the base model based on Adap-
tive Boosting, Naive Bayes model, and Light Gradient
Boosting Machine. Among them, the construction cost
of the base model based on the Light Gradient Boosting
Machine is the least. Experiments show that construct-
ing the base model based on the Light Gradient Boosting
Machine is the most efficient.

In the analysis of the experimental results of the NIDD
model proposed in this paper, the indicators we use are
Precision, Recall, False Positive Rate, and F1-Measure.
We compare the results based on K Nearest Neighbors,
support vector machines, Logistic Regression, Adap-
tive Boosting, Naive Bayes model, and Light Gradient
Boosting Machine. The Precision comparison is shown in
Fig. 4a. The recall comparison is shown in Fig. 4b.

It can be seen from Fig. 4a that the accuracy rates of
the base models based on K Nearest Neighbors, support
vector machines, Logistic Regression, and Light Gradi-
ent Boosting Machine all exceed 80%, and they all have
high detection capabilities. Among them, the base model
based on the Light Gradient Boosting Machine algorithm
has the highest accuracy rate, and the detection accuracy
rate reaches 99.99%. It can be seen from Fig. 4b that the
recall rates of the base models based on K Nearest Neigh-
bors, support vector machines, Logistic Regression, and
Light Gradient Boosting Machine all exceed 85%, and
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Fig. 4 Precision and recall comparison
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b. Comparison of Recall
evaluation results<’

they all have high detection capabilities. Among them,
the base model based on the Light Gradient Boosting
Machine algorithm has the highest recall rate, and the
recall rate of detection reaches 99.60%. The False Posi-
tive Rate comparison is shown in Fig. 5a. The F1-Measure
comparison is shown in Fig. 5b.

From Fig. 5a, we can see that the False Positive Rate of
the base model, which is based on K Nearest Neighbors,
support vector machines, Logistic Regression, Adaptive
Boosting, Naive Bayes model, and Light Gradient Boost-
ing Machine are all achieved outstanding values. It can be
seen from Fig. 5b that the recall rates of the base models

based on K Nearest Neighbors, support vector machines,
Logistic Regression, and Light Gradient Boosting
Machine all exceed 85%, and they all have high detec-
tion capabilities. Among them, the base model based on
the Light Gradient Boosting Machine algorithm has the
highest recall rate, and the recall rate of detection reaches
99.79%.

The contribution of this paper is to innovatively apply
the algorithm to the application scenario of intelligent
network intrusion detection in nursing homes. From the
above experimental results, it can be concluded that the
NIDD model proposed in this paper is constructed based
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on the Light Gradient Boosting Machine algorithm, and
the Accuracy, Precision, Recall, False Positive Rate, and
F1-Measure of intrusion detection are the highest.

Feature influence degree analysis

For the intrusion detection studied in this paper, the cor-
relation between the independent and dependent vari-
ables is studied in Fig. 6.

In Fig. 6, the horizontal axis represents the name of the
characteristic independent variable, and the vertical axis
represents the influence weight value on the characteris-
tic dependent variable.

It can be seen from Fig. 6 that the feature variables have
a more significant impact on the results of network intru-
sion detection. The importance of the feature independ-
ent variable in the decision tree, the LightGBM algorithm
uses the weight index to calculate the importance rank-
ing of each feature variable. The importance ranking of
some feature variables in this paper is shown in Fig. 7.

In Fig. 7, the horizontal axis represents the name of the
characteristic independent variable, and the vertical axis
represents the influence weight value on the characteris-
tic dependent variable. Figure 7 shows some of the char-
acteristic independent variables that ultimately impact
the NIDD network intrusion detection model proposed
in this paper.

Prediction result contribution analysis

In order to deeply analyze the factors that affect the intru-
sion detection results, we use the interpretable machine
learning SHAP algorithm to analyze the SHAP value of
the global feature independent variable, the importance

of the feature variable to the predicted result, and the
interaction between some feature-independent vari-
ables and the feature-independent variables. In terms of
SHAP value and other aspects, the contribution of intru-
sion detection results is analyzed in detail. The influence
of global feature-independent variables on the prediction
results is shown in Fig. 8. Each row in the figure repre-
sents a feature-independent variable, the abscissa is the
SHAP value, and a point represents a sample. The bluer
the color, the smaller the SHAP value of the feature inde-
pendent variable. The redder the color, the larger the value
of the independent variable SHAP of the feature.

From Fig. 8, it can be seen that the characteristic inde-
pendent variables with higher SHAP values.

Model optimization and validation
Model optimization mainly includes sample optimization
and parameter optimization. In terms of sample optimi-
zation, according to the conclusions of the previous sec-
tion, this paper firstly optimizes and adjusts the sample
and extracts the characteristic independent variables and
dependent variables that directly impact the prediction
results of the NIDD model to form a new sample. The
five evaluation indicators of Accuracy, Precision, Recall,
False Positive Rate (FPR), and F1-Measure are also used to
evaluate the intrusion detection results of the NIDD model
trained by the samples before and after optimization.
According to the above parameter optimization
ideas, this paper uses GridSearchCV to find the optimal
parameters and finally obtains the optimal parameters
after multiple iterative tests and parameter adjustment.
We use the five evaluation indicators of Accuracy,
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Fig. 7 Some important characteristic variables
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Precision, Recall, False Positive Rate, and F1-Measure
to evaluate the intrusion detection of the NIDD model
before and after parameter optimization.

From Fig. 9a, we can see that the NIDD model
trained with the samples after tuning has a particular

improvement in Precision, Recall, and F1-Measure
of intrusion detection than the NIDD model trained
with the samples after tuning. After sample optimiza-
tion, the precision rate (Precision) is increased by 14%,
the recall rate (Recall) is increased by 10%, and the F1
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value (F1-Measure) is increased by 12%. Figure 9b shows
that the NIDD model trained after parameter tuning
improved Accuracy, Precision, Recall, and F1-Measure
compared to the NIDD model trained before parameter
tuning. It is because the default value of the parameters
in the base model before parameter tuning is not a value
that has a high degree of control over the model fitting
ability, model preventing overfitting, and model training
accuracy. After parameter optimization, the accuracy
is increased by 67%, the precision by 66%, the recall by
64%, and the F1-Measure by 67%.

In order to verify again, the NIDD model optimiza-
tion (sample optimization and parameter optimiza-
tion) on the intrusion detection results of the NIDD
model is proposed. We also use the five evaluation

indicators of Accuracy, Precision, Recall, False Posi-
tive Rate, and F1-Measure to evaluate the intrusion
detection results of the NIDD model trained before
and after the sample and parameter optimization. In
order to further verify the performance of the NIDD
model, We use the CIC_IDC_2018 dataset as training
samples, and the experimental results are shown in
Fig. 10b.

Figure 10a shows that the trained NIDD model has dra-
matically improved the Accuracy, Precision, Recall, and
F1-Measure of intrusion detection after tuning the sam-
ples and parameters. The accuracy rate (Accuracy) after
sample and parameter tuning is increased by more than
40%, the precision rate (Precision) is increased by 60%, the
recall rate (Recall) is increased by 61%, and the F1 value
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(F1-Measure) is improved. 63%. Figure 10b shows that
the NIDD model proposed in this paper is on the CIC_
IDC_2018 data set, Accuracy, Precision, Recall, else Posi-
tive Rate, and F1-Measure on five evaluation indicators
performance is still very good. The experimental results
again prove that the NIDD model can provide a sufficient
guarantee for the data communication security between
the nursing robot and the cloud server and the data com-
munication security between the IoT terminal and the
cloud server.

Conclusion

In this paper, we construct the NIDD model, an intelli-
gent intrusion detection model applied to nursing homes,
based on the DCGAN and LightGBM algorithms and
train the model using the NSL_KDD dataset, and finally
use the interpretable machine learning SHAP algorithm
to analyze the contribution of the intrusion detection
results meticulously. After iterative testing and parameter
tuning, the NIDD model achieved an accuracy of 99.7%
for intrusion detection. In the CIC_IDC_2018 dataset,
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the accuracy of the NIDD model for intrusion detection
reached 98.5%, achieving practical support for the net-
work security of nursing homes. Nevertheless, this paper
completed the intrusion detection of the cloud server and
did not perform intrusion detection for each IoT device,
which is a limitation of the NIDD model. In the future, we
hope to complete the intrusion detection for each device,
which will make the network communication of nurs-
ing homes more secure and further improve the network
security level of nursing homes. In addition, the data set
used for the training of the NIDD model is not the net-
work communication data of the nursing home’s cloud
servers, which is also a limitation of the NIDD model.
The next plan is to connect this model to the cloud server
network of nursing homes one after another and collect
accurate network communication data from the cloud
servers of nursing homes in real-time while performing
intrusion detection to optimize further the NIDD model
of intrusion intelligence detection model proposed in this
paper for application in nursing homes.
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