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Abstract 

The evolution of Cloud Computing into a service utility, along with the pervasive adoption of the IoT paradigm, 
has promoted a significant growth in the need of computational and storage services. The traditional use of cloud 
services, focused on the consumption of one provider, is not valid anymore due to different shortcomings being the 
risk of vendor lock‑in a critical. We are assisting to a change of paradigm, from the usage of a single cloud provider to 
the combination of multiple cloud service types, affecting the way in which applications are designed, developed, 
deployed and operated over such heterogeneous ecosystems. The result is an effective heterogeneity of architec‑
tures, methods, tools, and frameworks, copying with the multi‑cloud application concept. The goal of this study is 
manifold. Firstly, it aims to characterize the multi‑cloud concept from the application development perspective by 
reviewing existing definitions of multi‑cloud native applications in the literature. Secondly, we set up the basis for the 
architectural characterization of these kind of applications. Finally, we highlight several open research issues drawn up 
from the analysis carried out. To achieve that, we have conducted a systematic literature review (SLR), where, a large 
set of primary studies published between 2011 and 2021 have been studied and classified. The in‑depth analysis has 
revealed five main research trends for the improvement of the development and operation DevOps lifecycle of “multi‑
cloud native applications”. The paper finishes with directions for future work and research challenges to be addressed 
by the software community.

Keywords Multi‑cloud native application, Hybrid cloud, Software architecture, Software design, Systematic literature 
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Introduction
The Cloud Computing evolution in the last decade and 
its transformation into a service utility has promoted 
a wide adoption by the industry of applications to store 
and process data. With the expansion of the IoT para-
digm [1], the need of computational and storage services 
is expected to grow in coming years, complemented by 
the amount of data generated at the edge of the network. 
The centralized nature of the traditional cloud services, 
that has been mainly used for replication or business 
continuity, is not valid anymore [2]. Until recently, Cloud 
Services were offered as third-party computational 
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capacities, but now the offer has become more function-
ally diverse, context-specific and technology driven. Fol-
lowing this transition, users’ consumption of such cloud 
services has evolved too, from one single Cloud Service 
type, and offered by one single provider, to the usage of 
multiple Cloud Services by one or various Cloud Provid-
ers. The sequential or simultaneous use of services from 
diverse providers to execute an application is called a 
multi-cloud approach. At business level, Hybrid Cloud 
is the term commonly used to identify such architec-
tural model. Gartner defines it as “the coordinated use of 
cloud services across isolation and provider boundaries 
among public, private and community service providers, 
or between internal and external cloud services” [3]. How-
ever, as highlighted in a recent study conducted in 2020 
by the CNCF [4], the term multi-cloud is gaining greater 
interest. In a nutshell, multi-cloud means using work-
loads across different clouds based on the type of cloud 
that fits the workload best. The previously mentioned 
CNCF survey was answered by the 140 top companies 
and startups committed to accelerating cloud native 
technologies and improving the deployment experience. 
As illustrated in Fig.  1, this study reports that in 2020 
the use of hybrid cloud decreased slightly to 36% from 
38% in 2019 while multi-cloud usage, which was a new 
alternative in 2020, emerged with a 26% of incidence. 
The primary reason behind this interest is that micros-
ervices-based software applications are getting increas-
ingly popular, fostering flexibility for the developers to 
build applications for distributed complex environments 
such as the one resulting from the use of multiple cloud 
services.

Multi cloud native applications
In a nutshell, multi-cloud means using workloads across 
different clouds based on the type of cloud that fits the 
workload best.

The value proposition offered by multi cloud native 
applications to the industry is well known, enabling the 
implementation of complex IoT solutions with better 
performance and empowering organizations to distrib-
ute their workloads across multiple cloud environments 
with optimized ROI. Every resource is optimized for 
each application component, functional and non-func-
tional needs such a low latency, real time, high process-
ing requirements, superior security, or autonomy (less 
vendor lock-in), among others. Thus, companies con-
clude that multi-cloud accelerates innovation, enhances 
data agility, and reduces costs. Some examples where the 
application of multi-cloud native applications is gaining 
popularity are entertainment and Media (i.e. Netflix), 
energy sector, autonomous driving or e-health [5].

Another sign of the importance of the multi-cloud 
paradigm for the software industry is the appearance of 
new standards, and industrial frameworks, which aim 
to set up the multi-cloud concept and practices. As an 
example, the ISO/IEC JTC 1/SC “Cloud Computing and 
Distributed Platforms”,1 which is still under development 
as of 2022, provides an overview and sets out the foun-
dational concepts for cloud computing involving mul-
tiple CSPs. Again, this draft identifies several benefits 
for the industry when adopting multi cloud-based solu-
tions. These include more flexibility, higher availability 

Fig. 1 CNCF survey 2020.Source: CNCF [4]

1 https:// www. iso. org/ commi ttee/ 601355. html
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rates, resource-based optimization, better fault tolerance, 
decreased latency, less costs, or enhanced privacy.

The cloud‑native concept
On the other hand, while multi-cloud is gaining momen-
tum from the industrial perspective, the scientific com-
munity is still focused mostly on the “cloud-native 
concept” and has yet not fully addressed the challenges 
and issues introduced by the paradigm changes that 
multi-cloud poses.

This context generates confusion and ambiguity in their 
definitions, especially from the developers’ point of view. 
The complexity of the infrastructural layer to be managed 
by the developers and operators of multi-cloud software 
applications is increasing in complexity. Motivated by the 
advent of the Cloud Continuum and the advances on vir-
tualization technologies, which enables each single node 
providing computing capabilities. Developers and opera-
tors of these applications need to have a clear under-
standing on the concepts, terminology, architectures, and 
research challenges to face in the near future. In fact, this 
situation has motivated us to perform this survey.

In [6], authors provided a formal definition and under-
standing of the term “cloud-native application” and the 
related research trends but the same is required for the 
concept of “multi-cloud native” applications, which 
urgently needs to be characterized and understood for 
the following reasons: 1) a change of philosophy in how 
the service lifecycle of applications are today understood 
and managed (i.e. DevOps philosophy [7]), 2) the increas-
ing available services offerings and interoperability capa-
bilities, 3) the upcoming of new practices with respect to 
software architecture approaches such as microservices, 
containerization and serverless, and 4) unexplored secu-
rity issues and challenges.

The main stakeholders in developing and operating 
multi-cloud native applications are the developers and 
operators. Multi-cloud application developers are rel-
evant in the design and development, while multi-cloud 
application operators are important for the deployment 
and provisioning (operating) the service. To support both 
in an integrated process from the design to the operation, 
a DevOps approach is needed to be adopted. DevOps 
represents an effort to accomplish the same mutually 
trusting relationship for Software-as-Service, as agile did 
it for software as a product. Agile has taught develop-
ment how to move at the same speed and with the same 
flexibility as business. DevOps tries to teach operations 
to move at the same speed and with the same flexibility 
as development. However, existing DevOps solutions 
are focused on traditional cloud applications, and the 
specificities of managing multi-cloud native applications 
have not been yet thoroughly addressed from the point 

of view of DevOps. While multi cloud native applications 
are designed, developed, deployed, and operated follow-
ing the DevOps philosophy, the challenges that develop-
ers and operators face are more complex compared to a 
traditional – cloud or not- application DevOps process. 
Some examples include, 1) the need for the identifica-
tion of multi cloud based architectural patterns in the 
design phase, 2) the incorporation of the functional and 
non-functional requirements of the application from the 
design to the deployment phase to choose the most suit-
able cloud service for each application component, or 3) 
the self-adaptive mechanisms at operation phase, among 
others.

The need for a multi‑cloud native standard definition
Indeed, as previously indicated, terms such as multi-
cloud, hybrid cloud, or multiple cloud are commonly 
used as synonyms, and they are usually referred to the 
environment or the infrastructure where the applica-
tion is deployed. Therefore, the notion of multi-cloud 
concepts has been referred for a while in research and 
more nowadays with the advent of distributed architec-
tures such as IoT, and Edge Computing. Of course, this 
change of paradigm, from the usage of a single cloud ser-
vice provider to the combination of multiple cloud ser-
vices types simultaneously, including edge services and 
other infrastructural resources (e.g., IoT), affects the way 
in which applications deployed over such a heterogene-
ous ecosystem are designed, developed and operated [8]. 
Some contributions have been proposed in the literature 
which provide insights about the characteristics that an 
application must fulfill to be identified as “cloud native” 
[6]. However, the understanding of “multi-cloud native” 
applications is still in its infancy. How an heterogenous 
multi-cloud environment impacts on the development 
and operation of those applications that are especially 
designed for the multi-cloud still present several “white-
areas”, mainly due to the lack of interoperability /porta-
bility among providers such as multi-cloud by design [9], 
multi-cloud applications at run-time [10] or multi-cloud 
security aspects [11], among others.

To the best of our knowledge, there is no work that 
characterizes the multi-cloud native concept from per-
spective of application development. With this aim, the 
main goals of this study are:

• to review existing definitions of what multi-cloud 
native application is,

• to highlight open issues in the design, development 
and operation of a multi-cloud application,

• to set up the basis for the architectural characteri-
zation of these applications by also extending this 
analysis to understand better the challenges faced by 
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DevOps teams during the management of the lifecy-
cle of the application, as reported by both the indus-
try and the academia.

Taking into consideration the aspects mentioned above 
and in order to have a clear picture of the current under-
standing of multi-cloud native applications, this work 
proposes a comprehensive SLR [12]. Our objective is to 
address the state-of-the-art of multi cloud native appli-
cations with a special focus on the application lifecycle 
perspective. We will bring our attention to the challenges 
that the developers and operators of such applications 
face during the entire lifecycle of the application, from its 
design and conceptualization to the run time and opera-
tion phases, considering also the implementation and the 
deployment phases.

The remainder of the paper is structured as follows. 
Section  2 briefly analyses some works related to simi-
lar SLRs. Section  3 describes the research methodology 
followed in this study and provides a general classifica-
tion of the papers resulting from the literature search. 
Section 4 provides the analysis of the meta-data related 
to the selected studies serving as background informa-
tion about the application development. Section 5 anal-
yses and discusses more specific SLR results related to 
the research questions. Section  6 outlines open issues, 
research gaps and opportunities as they emerged from 
the review. Finally, Section 7 summarizes paper conclu-
sions and future directions.

Related work
This section justifies the need for our study on multi-
cloud native applications. Several works have analysed 
the literature on areas related to cloud, hybrid cloud or 
multi-cloud. However, up to our knowledge, none of pre-
vious survey papers have been specifically focused on 
structuring and analysing the characterization of multi-
cloud native applications.

Cloud related topics and cloud computing-based prac-
tices have been addressed on diverse reviews or map-
pings. In 2017 Kratzke and Quint published a systematic 
mapping study on cloud native applications [6]. In this 
mapping, 49 primary studies were analysed and classified 
in order to come up with a definition for cloud-native 
applications, i.e., applications that were intentionally 
designed for the cloud. They provide a definition of the 
term CNA, based on the analysis that they performed, 
and they highlighted software engineering trends in 
the topic of CNA. This mapping study has served us as 
inspiration for the proposed literature review. We have 
pursued to achieve similar results, but in terms of multi-
cloud native applications. Our hypothesis is that there 
exist specific needs in terms of architectural patterns, 

methods, and techniques for applications which compo-
nents are going to be deployed using a distributed multi-
cloud approach.

Since the beginning of the establishment of the cloud 
computing industry, general aspects of cloud comput-
ing have been dealt with in several studies.. El-Gazzar 
analysed in [13] 81 studies to determine the key issues 
related to the adoption cloud computing and highlighted 
open research topics that would be further investigated 
in the upcoming years such as migration processes and 
techniques towards cloud computing, security and trust 
in the cloud and cloud monitoring. They do not make any 
explicit mention to multi-cloud or hybrid cloud, neither 
from the infrastructure perspective nor from the appli-
cation (architecture) point of view. Some of the aspects 
presented by El-Gazzar in his cloud computing adoption 
study still remain unclear and are object to new analysis 
and proposals. This is the case of Cloud monitoring. In 
[14], Ward and Barker performed a survey of 30 cloud 
resources monitoring tools and classified them into a 
cloud monitoring taxonomy where each tool is classified 
through an architecture, communication mechanism, 
collection mechanism, origin and use-case. Similarly, 
other authors have investigated on cloud trust, trustwor-
thiness assessment and cloud security. Chiregi and Jafari 
[15] conducted a systematic literature review on trust 
evaluation state-of-the-art mechanisms. To this end they 
compared 28 studies in terms of integrity, security, reli-
ability, dependability, safety, dynamicity, confidentiality, 
and scalability.

By discussing and examining the selected state-of-the-
art mechanisms, they have detected that there is not any 
independent method that addresses all matters involved 
in trust. While they envision relevant open issues, such 
as evaluation of the privacy and security issues in the 
trust evaluation mechanisms, or the estimation of con-
sistency in dynamic trust monitor to identify a trust-
worthy CSP, they do not address the specifics challenges 
or new requirements that multi-cloud or hybrid cloud 
approaches can bring into the cloud computing trust 
assessment. Recently, in 2019, the authors of [16] pub-
lished a review about resource scheduling and security in 
cloud computing. In this case, they analysed how security 
aspects can impact the selection of Cloud resources for 
scheduling required workloads. Again, no specific men-
tion to multi-cloud approaches can be found.

As the body of knowledge in cloud computing has 
matured, the shift towards multi-cloud approaches has 
gained interest in the research community and in the 
industry. In 2013, the authors of [17], already identified 
the need of multiple clouds being these, (1) to deal with 
peaks and resources needs, (2) to avoid vendor lock-in, 
(3) to react to changes in CSPs offers, (4) to consume 
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cloud services based on their particularities or (5) to 
optimize costs and improve Quality of Service (QoS). In 
this article, several solutions for managing the deploy-
ment of applications in multiple clouds are presented, 
including library-based approaches, service-based 
approaches and deployable solutions based on results 
from research projects. From the analysis of such solu-
tions and as a conclusion, a basic list of requirements 
for a multi-cloud deployment is offered. Most of the 
requirements highlighted are related to the infrastruc-
tural aspects of multi-cloud. Nevertheless, the author 
already envisioned some challenges related to the appli-
cation characterization when addressing multi-cloud: 
the support of the application portability between the 
connected clouds and the support for application com-
ponent execution simultaneously in multiple clouds. 
Furthermore, it is stated that the development of a 
multi-cloud requires to offer solutions to multiple lev-
els, one of it being the application and services level.

Recently, the infrastructural aspect of multi cloud 
has attracted most of the attention in the research 
community. Management and federation of cloud 
resources has been one of the hottest research topics 
in multi-cloud. Liaqat et  al. [18] conducted a review 
on federated resource management functions in mul-
tiple clouds, classified into resource pricing, resource 
discovery, resource selection, resource monitoring, 
resource allocation, and disaster management. They 
provided insights from the state-of-the-art research 
and prominent research directions for each function. 
Several of these resource management functions have 

been recently analysed too by other authors, such as 
Tomarchio et  al. In [19], Lahmar and Mezni in [20], 
and Vakili and Navimipour in [21]. These works study 
existing cloud resources orchestration frameworks and 
Cloud service composition approaches. Again, none of 
these addresses the particularities, impact or needs of 
the analysed methods from the application architecture 
perspective.

On the other side of the coin, distributed architectural 
aspects of software applications have been addressed in 
diverse SLRs, starting from Service Oriented Architec-
tures [22] and more recently on microservices [23, 24], 
these analysis different methods and approaches for the 
decomposition of the application into isolated software 
units are described, classified, and analysed. In most of 
the cases, the specific topic of multi-cloud deployments 
of these kinds of applications is not tackled.

As a summary of available systematic studies on cloud 
and multi-cloud native applications related issues, in 
Table  1 we have reported the main contributions of 
different studies analysed.

In summary cloud computing in general and multi-
cloud in particular has attracted a lot of interest from 
the software industry and the research community in a 
short period of time, and the notion of multi-cloud and 
hybrid cloud among practitioners is growing. In addi-
tion, distributed schemes for software application design 
and development have been also tackled in several SLRs, 
including service-oriented architectures, microservices 
and serverless solutions. However, these studies address 
both aspects separately.

Table 1 Related work main contributions

Authors and Reference Main contribution of the study

Chiregi and Jafari [25] A systematic literature review on the state‑of‑the‑art of trust evaluation mechanisms. They compared 28 studies in terms of 
integrity, security, reliability, dependability, safety, dynamicity, confidentiality, and scalability. (They address the dependence 
of such controls to the architecture and the missing of multi‑cloud approaches to security)

El‑Gazzar [26] A study on the key issues related to the adoption of cloud computing including migration processes and techniques 
towards cloud computing, security and trust in the cloud and cloud monitoring (did not analyze multi‑cloud specific issues 
while coping with independent heterogeneous architectures)

Kratzke and Quint [27] A systematic mapping study on cloud native applications a systematic mapping study on cloud native applications (did not 
analyze multi‑cloud specific issues)

Liaqat et al. [20] A review on federated resource management functions in multiple clouds, classified into resource pricing, resource discov‑
ery, resource selection, resource monitoring, resource allocation, and disaster management.

Petcu [28] Multi‑cloud main requirements were identified and discussed, from an architectural perspective (not service and application 
level). They just highlighted the need of native‑multi‑cloud application to face different issues.

Tomarchio et al. [29], 
Lahmar and Mezni [30], 
Vakili and Navimipour 
[31]

Studies on federated resource management functions. Multi‑cloud is not explicitly tackled.

Ward and Barker [32] A survey on monitoring tools for cloud resources (did not analyze multi‑cloud specific issues while coping with independent 
heterogeneous architectures).

Hamzehloui et al. [33], 
Niknejad et al. [34], 
Soldani et al. [35]

Studies on different methods and approaches for the decomposition of the application into isolated software units are 
described, classified, and analysed. The multi‑cloud deployments of these kinds of applications are not tackled.
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Up to our knowledge there is no work where the cur-
rent status of the multi cloud approach is analysed from 
the application point of view. With the present SLR we 
try to approach both faces of the same coin, the design 
of distributed applications more specifically, multi-cloud, 
the deployment needs of those kind of applications, and 
how one impacts the other. Therefore, we propose to 
study the current state-of-the-art on multi cloud native 
applications, including the architectural patterns, the 
processes and methodologies and the challenges they 
pose to the DevOps teams.

Research methodology definition
A SLR is a method to identify relevant research, meth-
ods, and gaps in an existing research area. In this paper, 
we followed the fundamental methodology proposed in 
PRISMA [12] adapted to Software Engineering works 
[25] and updated as in [36]. Concretely we chose rele-
vant papers from four reputable sources that are publicly 
accessible and already indexed in reference research data-
bases (i.e. ACM, IEEE, Science Direct, and SpringerLink) 
delimiting our study to those tackling the multi-cloud 
issue from the application perspective. We have focused 
this work on studies published between 2011 and 2021 
where most of the primary studies were published. How-
ever, we executed the search queries between years 2006 
and 2021. This research analysis started in June 2021 thus 
we only considered publications until 2021 to acquire 
comparable information between years.

The year 2006 was selected following the approach of 
Kratze and Kint [6], who dated the birth of cloud the day 
in which the first general purpose public cloud service 
(namely the Simple Storage Service, S3 on 13th March 
20062) was launched by AWS. Nevertheless, as already 
introduced, the first accepted primary study is from 2011 
in order to have a full 10-year gap.

For this period, we retrieved more than 900 peer-
reviewed papers from journals and software engineer-
ing top conferences, where authors published research 
related to the multi-cloud application concept. We fil-
tered these papers, following specific inclusion and exclu-
sion criteria, to finally obtain 88 primary studies.

Based on the definition of Kitchenham et al. [27], where 
it is indicated that the systematic reviews of the litera-
ture are carried out to “identify, analyse and interpret all 
available evidence related to a specific research question”, 
this systematic literature review aims at the following:

• To establish the body of knowledge around the con-
cept of multi-cloud and more specifically from the 
application perspective,

• To better understand the challenges that the devel-
opers of these applications address and to pave the 
way on the multi-cloud-native -by-design concept, 
through the characterization and discussion of exit-
ing challenges and proposed solutions,

• To identify the specificities of the DevOps philoso-
phy for multi-cloud native applications highlight-
ing the distinguishing factors from traditional cloud 
applications,

• To determine the main security threats and counter-
measures affecting multi-cloud native applications,

• To provide baseline topics to assist with further 
research through the identification of research gaps 
and opportunities for the design, development and 
operation of multi-cloud native applications.

As stated before, our work was guided mainly by the 
PRISMA methodology [12], and it has been aligned to 
the general guidelines for SLRs in the context of Software 
Engineering [36]. PRISMA looks for an evidence-based 
minimum set of items aimed at helping authors to report 
a wide array of systematic reviews and meta-analyses. 
PRISMA focuses on ways in which authors can ensure 
a transparent and complete reporting of this type of 
research.

Being these principles our main basis for defining the 
methodology for our work, we also took into considera-
tion guidelines and critical reflections from the general 
principles for the implementation of mapping studies 
[37]. In [38] Kitchenham et al., contrasted the main dif-
ferent characteristics between SLR and mapping stud-
ies. Both systematic literature reviews and systematic 
mapping studies are analysing primary studies defined 
as “an empirical study investigating a specific research 
question” [27]. However, SLR and mapping studies are 
so called secondary studies as they “study all the primary 
studies relating to a specific research question with the 
aim of integrating/synthesizing evidence related to a spe-
cific research question” [27]. In this way, SLR and map-
ping studies present some differences with respect to 
the research questions, search process, search strategy 
requirements, quality evaluation and results. Such differ-
ences are motivated by the specific objectives of each of 
the work types.

The aim of the SLR is to aggregate evidence on a con-
crete topic and, hence, a very specific objective needs to 
be formulated (i.e., whether an intervention is practically 
useful by the industry). On the contrary, the research 
questions in mapping studies are more general as they 
aim to discover research trends (i.e. publication trends 
over time, topics covered in the literature). According 
to guidelines for systematic maps and reviews in [27, 37] 
and following the strategy proposed by Kratzke in [6] we 

2 https:// aws. amazon. com/ relea senot es/ relea se- amazon- s3- on- 2006- 03- 13/ 
(last access 23rd of July 2021)

https://aws.amazon.com/releasenotes/release-amazon-s3-on-2006-03-13/
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combined both approaches with the aim of complemen-
tarity. Therefore, as our main objective is to characterize 
multi-cloud native applications from the architectural 
perspective and from a point of view of the developer, 
highlighting open issues and future research trends, we 
have adopted this novel mixed approach, which contributes 
to achieve our two objectives:

• to characterize the multi cloud native application 
concept based on the analysis of existing studies 
through an SLR, and

• to discover research trends and open issues in the 
development and operation of multi cloud native 
applications.

For our research, we decided to keep the focus of the 
protocol for the SLR by following both the PRISMA 
methodology [12] and the approach proposed byKitchen-
ham [27], as these follow a well-defined, repeatable meth-
odology to identify and analyse the available evidence 
with respect to a specific research question (see Fig.  2). 
These outcomes are discussed in Section 3.

We have also introduced another change into the 
classical SLR protocol since we conducted a review of 
similar or related systematic reviews that could also 
serve as input for the interpretation and discussion of 
the research questions. In this case, the review pro-
cess proposed for this secondary studies analysis was 
directed and narrowed by the search of only relevant 
publications with high citation indexes. The outcomes 
of this sub-review have been used to enhance the cur-
rent study, both in terms of methodology (i.e. applica-
tion of new steps in the review protocol) and for the 
review itself (i.e. inputs the interpretation and discus-
sion). Finally, we used the mapping guidelines to inven-
torize the papers on the topic related to “cloud-native 
applications”, mapping these into a classification that 
allows us to get insights on the state of practice and 
state of research. This approach has allowed us to dis-
cover research gaps and trends which are discussed 
in section  4. Next, the different applied phases are 
detailed.

Phase 1: review definition and planning
The main goal of this phase is twofold: first to identify the 
need for a review and characterize it in terms of motivation, 
definition and objectives and, second, to propose and set 
up a review protocol to identify, gather and collate the evi-
dences for the proposed review. Figure 3 depicts the steps 
followed during phase 1 and the outcomes of each step. 
These are described in the detail in the following sections.

Review characterization
The main motivation of the execution of this SLR is the 
need for getting an insight on the term “multi-cloud 
native application”, as well as the challenges that the 
developers and operators of such applications may face. 
Cloud Computing emerged a little over 10 years ago. In 
2009 first NIST published in the United States the defini-
tion on Cloud Computing, with the generic initial Cloud 
Computing terms [41], including today’s well known con-
cepts such as IaaS, PaaS, SaaS, or public/private/hybrid 
cloud computing. Since then, the Cloud Computing 
vocabulary has evolved and is continuously adapted to 
new paradigms such as Internet of Services, edge com-
puting or serverless computing. Some of these terms are 
well known and properly defined by the research com-
munity while others still remain fuzzy and cause confu-
sion in the practitioners and researchers. In this regard, 
in 2017 Kratzke and Quint carried out a study on the 
term “cloud-native application”, where they prove a for-
mal definition and understanding of the term and com-
plemented it with related research trends [6]. This work 
motivated us in the uptake of a similar approach for the 
characterization of the “multi-cloud native application” 
term. Multi-cloud and hybrid-cloud are often under-
stood as synonyms. Based on our experience, the term 
multi-cloud has been used from diverse perspectives, 
being infrastructural characterization the most used one. 
In this respect, multi-cloud is widely understood as the 
combination of multiple infrastructural elements (usually 
cloud services) where software applications are deployed 
onto. On the other hand, hybrid cloud comprises cloud 
services from different nature typically combining public 
and private cloud infrastructures.

Fig. 2 Phases of SLR protocol [39, 40]
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Nowadays, developers of cloud-based software applica-
tions are also in charge of deploying them onto the cloud, 
while facing at the same time a change of philosophy in 
the way in which the lifecycle of an application is man-
aged and understood, mainly driven by velocity and effi-
ciency. This is currently achieved through the application 
of the DevOps philosophy [7].

Hence, developers of the applications to be deployed 
on the cloud need to understand better the options that 
cloud infrastructures and services offer them in terms 
of elasticity, performance or availability so that they 
intentionally design the software for such elastic cloud 
infrastructures and services. In the last years, the pos-
sibilities that cloud services offer to the DevOps teams 
have increased by a lot, and the combination of differ-
ent cloud service offerings coming from the same or 
other cloud providers to deploy a software application 
has become a real option, especially in those applica-
tions with critical non-functional requirements (NFR) 
in terms of security, performance, availability of costs. 
In this context, the “multi-cloud native applications” 
term becomes crucial. Initially, in the literature and 
in the industry, the term multi-cloud application was 
referred to applications replicated over multiple cloud 
services, serving mainly as a backup. Now, and with 
the upcoming of new practices with respect to software 
architecture like microservices, containerization and 
serverless, the reality of software applications that have 
multiple components that can be deployed at the same 
time on several cloud services providers using different 

cloud services from each one and different are getting 
more and more relevance. In spite of this momentum, 
up to our knowledge there is no work that character-
izes and addresses fully the meaning and substance of 
the concept of multi-cloud, hence establishing the main 
characteristics that have to be fulfilled in order for an 
application to be called multi-cloud native. What is 
more, from the perspective of the application. There is 
also a lack in the analysis and verification of the exist-
ence of specific needs of multi-cloud compared to just a 
traditional cloud native application.

Therefore, our literature review has as main objective 
to achieve a common understanding of what the term 
“multi-cloud native application” means and its impli-
cations in other spheres such as technologies, standards 
and challenges taking into consideration based on the 
scoping that other relevant works in the area did. This 
global objective can be broken down into the following 
sub-objectives:

• Objective 1: Meaning and characterization of the 
multi-cloud concept from the application perspective.

• Objective 2: Definition of the characteristics of a 
“multi-cloud native” application.

• Objective 3: Analysis of research trends and existing 
challenges in multi-cloud by design, development, 
and operation

With the objective of having a better understanding 
of the current challenges and the objectives to pursue 

Fig. 3 Review definition and planning
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within this work we conducted, in addition, a survey on 
works like the one that we are proposing. The analysis of 
these studies is reported in Section 4.

Specification of research questions
The research questions need to be complete enough in 
order to allow for an adequate investigation and discus-
sion around the main goal of the proposed review.

They are defined as follows and specified in Table 2:
RQ1: Where does the term “multi‑cloud”/ “hybrid‑
cloud” come from?

We would like to know the origin of term multi-cloud 
and current existing synonyms such as “hybrid-cloud”. 
When were they firstly used, by whom, in which context 
and what was the main meaning for them? Through this 
question we also want to analyse the evolution of the ter-
minology over time in terms of meaning and context.

RQ2: Is there a common understanding of the term 
multi‑cloud / “hybrid‑cloud”?

This research question seeks to analyse the differ-
ent meanings of the term multi-cloud “hybrid-cloud” 
used in the literature. There could be different contexts 
where the terms multi-cloud or hybrid cloud are applied. 
Differences in the meaning itself can also exist, i.e.: 1) 
multi-cloud understood at infrastructural level as differ-
ent cloud services but the same cloud provider, 2) multi-
cloud understood as infrastructural level as different 
cloud services from different cloud providers, 3) multi-
cloud understood at application level as one application 
deployed in one cloud service and replicated as a whole 
in another cloud service, etc.

We want to specially analyse the works in the literature 
which tackle the term from the application perspective, try-
ing to relate it to the design characteristics and pattern that a 
multi-cloud should follow. This question will help us to pro-
vide a definition for the term multi-cloud native application.

RQ3: Which are the architectural characteristics of 
“multi‑cloud native”/ “hybrid‑cloud native” applications?

We seek to characterize multi-cloud native applica-
tions in comparison to traditional cloud applications, 
being cloud native or the result of a migration to a cloud 
– based architecture. This characterization should 
address multi-cloud native applications from different 
aspects such as technologies, standards, processes, and 
so on. used in the literature for their architectural defi-
nition, design and development. To this end, our aim is 
to identify different techniques, processes and technol-
ogies proposed in the literature to realize the concept 
of multi-cloud by design at application level.

This research question is broken down into the fol-
lowing sub-questions:

• RQ3.1 Which architectural patterns have been pro-
posed for multi-cloud native by design?

• RQ3.2 Which technologies have been proposed for 
multi-cloud native by design?

• RQ3.3 Which standards have been proposed for 
multi-cloud native by design?

• RQ3.4 Which development processes or methodolo-
gies have been proposed for multi-cloud native by 
design?

RQ4: Which are the main challenges for the 
developers and operators of “multi‑cloud 
native”/ “hybrid‑cloud native” applications?

This question allows knowing which are the main 
challenges faced by both the developers and the opera-
tors of “multi-cloud native” applications as reported in 
the literature. In this way, we try to unveil which are the 
critical aspects over the application lifecycle, namely 
in what is called SDLC and SOLC, claimed by the 
researchers and practitioners. This question will allow 
us to identify problems, and also proposed solutions in 
the context of the development and operation of multi-
cloud native applications while at the same time derive 
unsolved issues that could divert into new research 
trends for further work. We have decomposed the RQ4 
into the following sub-questions:

• RQ4.1 Which are the challenges that developers of 
multi-cloud native applications face during the devel-
opment of the applications?

• RQ4.2 Which are the challenges that operators of 
multi-cloud native applications face during the exe-
cution time (i.e., runtime) of the applications?

• RQ5: Which are the main security threats and counter‑
measures in “multi‑cloud native” applications?

Being cyber-security and trustworthiness two of the 
major factors that cause the reluctance of organizations 
in the adoption of cloud computing, in general, and 
multi-cloud in particular, we have proposed this question 
to provide insights into this affirmation from the aca-
demic perspective. We analyse the main security threats 
reported in the literature as well as the taken counter-
measures to prevent or deal with them and, furthermore, 
we pose whether multi-cloud improves security by prop-
erly diversifying the attack surface or mines it by extending 
the attack surface.



Page 10 of 34Alonso et al. Journal of Cloud Computing            (2023) 12:6 

RQ6: Which are the promising trends in the design, 
development, and operation of the “multi‑cloud 
native”/ “hybrid‑cloud native” applications that 
can be detected?

This question allows summarizing the information col-
lected from the previous research questions in a more 
generic way. For this purpose, we have analysed the infor-
mation reported in the literature with respect to future 
trends and potential new areas of research in the context 
of the development and operation of multi-cloud native 
applications, both derived from the analysis of the main 
outcomes of the previous research questions.

Developing the review protocol
The review protocol aims at describing the process fol-
lowed by the researchers during the execution of the 
SLR. As introduced in Section 2, we have developed our 
review protocol based on 1) the PRISMA methodology 
[12], and 2) the generic guidelines for SLRs in the Soft-
ware Engineering domain documented by [27]. Figure 4 
depicts the steps followed to conduct this SLR.

First, the recruitment of the research team is con-
ducted. The next step is the definition of the research 
questions which this SLR intends to answer, as already 
described in the previous Section 2.1.2. After that, have 
defined the search keys for each of the digital librar-
ies used in this analysis. We also set up the study selec-
tion criteria procedures within which these criteria are 
applied by all the researchers participating in this work 
including the inclusion and exclusion criteria definition, 
and resolution of disagreements. Next, the checklists and 
templates to study the quality assessment are defined. 
Then, we detail the data extraction procedure, the related 
data extraction forms and the supporting tools. Finally, 
we describe in detail each of the steps in the development 
of the review protocol.

• Recruitment of the SLR Team

The review team members have been selected trying 
to gather an interdisciplinary team covering the different 
relevant aspects to be addressed with the work. To this 

end, experts in different facets of cloud and multi-cloud 
were on-boarded with knowledge on cloud computing, 
federation of clouds, cloud security, software engineering 
for the cloud and at the same time, experts with different 
backgrounds were requested to participate (i.e., Univer-
sities, Technology centers, Industry). One of the roles of 
the experts participating in this SLR has been the assur-
ance of the quality of the study as well as the validation of 
the works and the participation in the discussion of the 
results.

• Search strategy definition for primary studies

Based on the research questions proposed, we identi-
fied the key words to be used when carrying out the pri-
mary study searches.

We conducted our search for studies in the electronic 
sources listed in Table 3, following the recommendations 
to perform literature reviews in software engineering 
[27].

As for the selection of keywords, in [6], the authors 
analysed the meaning and characteristics of the “cloud-
native” applications referring to those software devel-
opments that are intentionally designed for the cloud. 
Taking this as inspiration, we have tried to achieve a 
similar result with the term “multi-cloud native” but we 
discovered that as such is rarely used as such in the lit-
erature. On the other hand, relevant works addressing 
the characteristics of multi cloud applications do not use 
the term “native” so we have decided not to restrict our 
search string with the term native.

So far, the term multi-cloud or “hybrid cloud” are very 
intensively used in literature. However, the main usage 
of the terms is devoted to describe the infrastructural 
elements of the execution environment of a system. 
Therefore, we need to limit our results to those address-
ing the multi-cloud concept from the application layer 
perspective, rather than from the infrastructural layer 
point of view. In order to do that, we have included the 
terms “architecture”, “design” and “structure”. Alternative 
synonyms were incorporated using the Boolean “OR”, 
while the main terms were linked using Boolean “AND”. 
This way, by combining the keywords A, B, C and D, in 
Table 4, we have been able to find studies that focus on 

Fig. 4 Proposed literature review protocol
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multi-cloud as intended but from the application per-
spective. We have also considered to include the word 
“structure” in our search string, seeking to address the 
structural aspect of the application architecture but after 
reviewing manually the results, all the relevant papers 
were already included by the proposed search string. 
Hence, we decided not to include it, in order to avoid the 
inclusion of irrelevant studies in a future replication of 
this study. The final keywords used for the creation of the 
search string are presented in Table 4.

We have searched for contributions in and after 2006, 
following the previous study [6] where 2006 is set as 
the first time when the term “cloud-native” was found. 
We have assumed that, similarly, “multi-cloud native” 
related relevant studies would not present until that 
date. We have limited the search to contributions hav-
ing the key words in their title, abstract or keywords. 
Full text was not intentionally included, as we wanted 
to search for studies where the multi-cloud and the 
architectural aspects were intentionally taken so much 
into consideration, that they should be explicitly men-
tioned in the title, abstract or keywords.

Following the strategy described, and after a series of 
tests we built the generic search string (Figure 5).

Considering that digital libraries have specific con-
figuration and parametrization options for their digital 
search interfaces, we realized that we could not use this 
single generic search for all the digital libraries. There-
fore, we decided to adapt it and create specific search 
strings for each bibliographic source. Several tests and 
discussions between the review team members were 
needed until we reached to an agreement where each 
string would kept semantically and logically equiva-
lent. In Table 10 in Appendix the details of each specific 
search string are presented.

As part of the search strategy, we defined a secondary 
search phase by what it is called backward snow-ball-
ing [42], which implies the examination of the primary 
studies’ references looking for other relevant papers. 
The selection of the studies from the snow-balling was 
performed during the full reading and data extraction 

Table 2 Research questions

N° Research questions

RQ1 Where does the term “multi‑cloud”/ “hybrid‑cloud” come from?

RQ2 Is there a common understanding of the term “multi‑cloud”/ “hybrid‑cloud” term?

RQ3 Which are the architectural characteristics of “multi‑cloud native”/ “hybrid‑cloud native” applications?

RQ3.1 Which architectural patterns have been proposed for multi‑cloud native by design?

RQ3.2 Which technologies have been proposed for multi‑cloud native by design?

RQ3.3 Which standards have been proposed for multi‑cloud native by design?

RQ3.4 Which processes or methodologies have been proposed for multi‑cloud native by design?

RQ4 Which are the main challenges for the developers and operators of “multi‑cloud native”/” hybrid‑cloud native” applications?

RQ4.1 Which are the challenges that the developers of the multi‑cloud native application face during the development of the applications?

RQ4.2. Which are the challenges that the operators of the multi‑cloud native application face during the run‑time of the applications?

RQ5 Which are the main security threats and countermeasures in “multi‑cloud native” applications

RQ6 What promising trends for the design, development, and operation of the “multi‑cloud native”/ “hybrid‑cloud native” applications can 
be deduced?

Table 3 Results from the digital sources (papers might be listed 
in two or more sources)

Electronic Source URL Papers found

ACM Digital Library http:// portal. acm. org 88

IEEE Digital Library http:// ieeex plore. ieee. org 399

Science@Direct http:// www. scien cedir ect. com 166

SpringerLink https:// link. sprin ger. com/ 287

Fig. 5 Used search string

Table 4 Keywords used to build the search string

Term Keywords Alternatives

A Multi‑cloud “multi‑cloud”, “multi cloud”, “multicloud”

B Hybrid Cloud “hybrid cloud” “hybrid‑cloud”

C Architecture “Architectures”, “Architecture”

D Design “Designs”, “Design”

http://portal.acm.org
http://ieeexplore.ieee.org
http://www.sciencedirect.com
https://link.springer.com/
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of primary studies. When relevant, they were incor-
porated to the set of selected works by applying of the 
inclusion and exclusion criteria.

• Study selection criteria

In Table 5, we report the inclusion and exclusion crite-
ria that were adopted to identify the selected studies.

For the selection and management of the bibliographi-
cal works, we relied on three main tools: Parsifal,3 Google 
Workspace4 and Zotero.5 Parsifal was used to character-
ize the review, create the search string, import the search 
studies, and create the data extraction forms. It also pro-
vided us with the capabilities to categorize the studies 
into included or excluded in a collaborative environment 
where all the researchers could participate simultane-
ously if desired. Furthermore, we used Parsifal to gather 
the results from the full text reading phases along with 
the information obtained from extraction of the data. 
Zotero was used as repository for the articles returned 
from the databases and also for the ones selected as pri-
mary studies to be part of this review.

We have used Google Workspace as a collaborative tool 
to support the discussion sessions and the classification 
of the studies.

• Quality assessment procedures

Following the approach by Tacconelli [43], who 
stated that “there is no approach to assess quality. The 
importance of each aspect of quality will depend on the 
approach and nature of the review. The best approach will 
be determined by contextual, pragmatic and methodolog-
ical considerations of the study”, we have decided not to 
impose specific further restrictions to the papers in terms 
of quality apart from those derived from the selection 
criteria. To reinforce this aspect the study selection pro-
cess was performed twice, i.e. each article has been read 
for inclusion/exclusion by two different experts. The first 
time, two of the review team members read all the titles 
and abstracts from the studies returned by the search 
query. Next, an expert validation phase was conducted. 
In this case 4 more experts read the initially selected 
papers and validated or refused the initial classification. 
Besides, the selected works were thoroughly read by the 
authors who approved or rejected them based on their 
experience.

• Data extraction strategy

For data extraction, it was agreed to read all the 114 
selected works and complete the templates and forms 
designed for that purpose. These forms were devised to 
help us to answer the posed research questions and clas-
sifying the papers. The specific data extraction forms 
are detailed in the Table  10 in Appendix. The details 
on the forms and number of initial papers included are 
explained in Section 2.2.2.

Phase 2: conducting the review
During this phase the review protocol defined in Sec-
tion 2.1.3 was executed. Figure 6 details the activities per-
formed during this phase which are detailed in the next 
subsections.

Conduct search for primary studies
The main action of this activity was to define and apply 
the search strings for each of the on-line digital librar-
ies as defined in Table 10 in Appendix and in Table 3. 
Overall, our search in all the databases resulted in 940 
documents. All the searches were based on the title, 
keywords and abstract. In Fig. 7 the percentage of arti-
cles retrieved per source is shown.

Screening of papers and expert validation
As already introduced in Section  2.1.3, the screen-
ing of the papers was performed twice. Figure  8 details 
the selection process and steps. First, the two primary 

Table 5 Inclusion and Exclusion criteria

Inclusion criteria
 1. Keynotes, conference papers, journal papers, books and book 
chapters dealing with the design and characterization of applications 
intentionally designed to be deployed on a multi‑cloud based distrib‑
uted infrastructural ecosystem

 2. Publication language is English

 3. Peer reviewed articles

 4. Keywords are included in the title and / or the abstract

 5. It is clearly stated that the paper focuses on the field of software 
engineering

Exclusion criteria
 1. Full text not available

 2. Grey literature

 3. The abstract or content of the paper made obvious that a contri‑
bution lays out‑side the scope of the study which is the characteriza‑
tion of multi cloud native applications.

 4. Duplicated studies

 5. Proceeding letters

 6. Short papers/posters

3 https:// parsif. al/
4 https:// works pace. google. es/
5 https:// www. zotero. org/

https://parsif.al/
https://workspace.google.es/
https://www.zotero.org/
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authors applied the selection criteria into the 940 initial 
documents. Some of the duplicates were automatically 
removed by the management tools used, but others were 
manually excluded if a duplicate not found by the tool 
was detected.

In order to validate the initial selection of works and 
having agreed to be very inclusive in the first phase (i.e., 
when having questions whether including or exclud-
ing the study including it was chosen) a second phase 
of papers screening was performed by 4 experts. In this 
second phase, the initially selected papers were assessed 

again and confirmed (or not) for inclusion in the final set 
of primary studies for full reading. As shown in Fig.  8, 
from this phase the final set of 125 works were selected 
by the experts for full reading.

Finally, in the expert validation step, the full reading 
of all selected works was performed. From this phase 
37 works were removed. During this full reading, also 
the snow-balling process explained beforehand was 
performed. As a reminder, this snow-balling process 
consisted of screening the references of the articles 
to identify potential interesting works missed in the 

Fig. 6 Phase 2: Conducting the review

Fig. 7 Articles per source
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current list of primary studies. In this case, there were 
no new articles selected. Finally, 88 primary studies 
were considered for data extraction and classification.

With respect to the sources, we report in Fig.  9 the 
source used for the preliminary accepted papers. We 
noticed that IEEE library was the one returning the 

greater number of results while ACM returned the 
least of all. Considering the acceptance percentage 
of the papers per venue (number of papers accepted 
after full reading vs. selected in the initial screening), 
the main difference laid on the IEEE source. This can 
be explained as for the impact of the library and its 

Fig. 8 Detail of the selection of primary studies during the screening of the papers

Fig. 9 Selected and preliminary accepted papers per source



Page 15 of 34Alonso et al. Journal of Cloud Computing            (2023) 12:6  

relationship with the aspects related to infrastructure 
and execution environments, were the term multi-
cloud or hybrid cloud is very commonly used. On the 
contrary, when specifically searching for the software 
architectural perspective, a great majority of the papers 
were discarded.

Paper analysis and classification
The first step of this activity was to create the data extrac-
tion form where to collect all the relevant data from the 
full reading of the selected studies. Apart from extract-
ing basic elements for articles such as DOI, the title, the 
authors’ name, the venue or the year of publication we 
have also included other relevant data that would help us 
to classify more accurately and analyse further the infor-
mation with the end objective of finding an answer to the 
research questions. In Table  10 in Appendix the forms 
with the detailed information are presented.

The general process consisted of reading the full text 
and looking for the data to extract.

The full reading of the studies was performed by two 
researchers who also completed the data extraction form 
per paper. With this information, an initial classification 
was performed (see Table 6). The analysis and classifica-
tion were supervised by the set of 4 experts (also authors 
of this article) who validated the classification and helped 
to structure the encountered information to further  
discuss the proposed research questions. The detailed 
discussions and reporting of the findings are presented in 
Section 3.

As introduced before, this phase included the extrac-
tion of data from 88 selected primary studies, from 
which we extracted data for several aspects with the 
aim to answer our research questions. Generic aspects, 
such as date or contribution types, helped us in different 
dimensions. For example, the date allowed us to follow 
up the timeline of the different addressed research top-
ics and challenges, while the contribution types helped us 
to establish the maturity of the research area. All these 
overview results and statistics are presented in Section 3, 
while the detailed discussion on the research questions is 
reported in Section 4.

Threats to the validity
The presented SLR aims to be as systematic as possible. 
However, the following risks affecting its validity have 
been identified.

External validity
As presented above, we have selected four scientific data-
bases. This selection may bias the process as we may have 
missed some most cited articles which are not included 
in these databases. The impact of this threat was mini-
mized by the snow-balling process conducted during 
the full reading, and by reviewing the references of each 
publication verifying if we lacked relevant studies. Con-
sequently, the main threats to external validity are:

• Validity of the population: we reviewed a large num-
ber of documents to reduce the possibility of missing 
any relevant publication. When reviewing the title 
and abstract we e followed an inclusive approach, 
and when we had questions whether to include or 
not a paper, the decision was taken in the full reading 
phase. .

• Ecological validity: the possible errors in the materi-
als and the tools used were minimized by using auto-
matic tools rather than relying on manual methods.

Internal validity
The bias of individual researchers when evaluating their 
assigned primary studies can be another threat to valid-
ity. To overcome this threat, we followed a predefined 
procedure, specifically for the quality assessment, where 
each study was reviewed by two different experts. The 
selection of keywords can be also considered as a threat 
to internal validity. We have selected a number of syno-
nyms well known and broadly used by the cloud commu-
nity to minimize this threat.

Overview of the SLR primary studies selected
As illustrated in Fig. 8, from the initial set of 940 results, 
only 88 primary studies were identified as contributors to 
the topic of multi-cloud native applications. In this sec-
tion we present the statistics referring to the research 
methods used, the kind of studies provided as well as the 
type of contributions channels discovered and the related 
information about these.

In particular, we present an overview of the body of 
knowledge found as a result of this review (consider-
ing the 88 finally selected primary studies). The primary 
studies were classified according to the research method 
used in the study, as defined in Table 10 in Appendix. Fig-
ure 10 shows the distribution of publications per types of 
research, namely solution proposal, validation research, 

Table 6 Studies classification per multi‑cloud definition

Multi Cloud Concept Primary Study

Hybrid Cloud (public vs. private) [44–52]

IoT or physical nodes [53–56]

Different cloud services from different cloud 
providers

[8, 17, 26, 29, 31, 34, 57–73]

Multi‑cloud in a broader sense [74–76]

Federated Cloud Services [17, 32, 77–81]

Multi‑cloud Services Communities [82]
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opinion paper, experience paper or evaluation research 
and solution proposal. This last one can also be divided 
into solutions with empirical evaluation and without any 
evaluation.

On the pie on the left, we can notice that most of the 
studies included an evaluation phase of the proposed 
solution (75%) and 9% were classified as validation 
research. On the contrary 8% of the papers were opinion 
papers, 6% was evaluation research and 2% were expe-
rience papers. Interestingly, we only found 3 surveys/ 
or reviews in the area (classified as part of the opinion 
papers), which reinforces the need of such an analysis 
in the topic of multi-cloud native applications. From the 
papers which included an evaluation phase (right most 
pie), 51 included an empirical evaluation while solution 
proposals without a full-blown validation were also sig-
nificant (15 out of 66) using as evaluation method labora-
tory experiments and not real practitioners.

In general, the results showed that from a scientific 
point of view, the body of knowledge is still at an explora-
tory stage since a high percentage of the studies presented 
several solutions but without a complete and rigorous 
validation case. This is natural in a fast-pacing research 

field (multi-cloud) which is continuously impacted by 
lots of novel concepts and technologies which may drive 
new techniques or methods in the context of multi cloud.

As shown in Fig.  11, the papers reviewed were pub-
lished between 2011 and 2021. This fact indicates that 
this topic is still gathering lot of attention from the 
related community. Even though some studies were pub-
lished in 2011 and 2012, most were published within last 
7 years. Regarding the publication channels most of the 
studies were published in conferences proceedings (60%), 
while 35% were published in journals or magazines and 
the remaining 5% in the form of books.

Figure  12 shows how the proposed research topics to 
be discussed in Section  4 were addressed by the differ-
ent studies. The most addressed topics were the multi-
cloud concept and the multi-cloud by design. DevOps 
for multi-cloud and multi-cloud security were faced by 
a minority of papers compared to the two previous top-
ics. This could be due to the generic nature of the two 
main topics tackled (the meaning of multi-cloud and 
multi cloud by design) and the more specific essence 
of the other two (multi cloud security and DevOps for 
multi-cloud).

Fig. 10 Publication distribution per research type

Fig. 11 Distribution by publication year and by publication channel (total number; percentage)
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Discussion of research questions
Meaning of the term multi‑cloud [RQ1] [RQ2]
For the characterization of multi-cloud applications, 
especially from the architectural point of view, in this 
work we tried to find out the different meanings of the 
term multi-cloud in the selected studies. We performed 
this analysis from two perspectives:

1. The analysis of the term multi-cloud in general 
mainly referring to the infrastructural elements com-
posing this multi-cloud environments, to answer 
RQ1. Where does the term “multi-cloud”/ “hybrid-
cloud” come from?

2. The analysis of the different existing definitions or 
characteristics for “multi-cloud native applications”, 
i.e., applications which are explicitly designed to be 
deployed in multi-cloud scenarios in order to answer 
RQ2. Is there a common understanding of the term 
“multi-cloud” / “hybrid-cloud” term?

When analysing the terms used for defining or explain-
ing the term multi-cloud several synonyms or related 
words come into play. We gathered these terms from the 
primary studies and represented in a word map in Fig. 13. 
It compiles a “cloud” of terms that are usually used with 
similar meanings but which are slightly different although 
usually relevant aspects that impact the way those cloud 
services are used and operated.

The term multi-cloud from the infrastructure layer 
perspective is used with several meanings which range 
from the cloud service deployment model (i.e. pub-
lic vs. private) to the specification of the nature of the 
infrastructural element (i.e., virtual machines, database, 
storage, physical nodes). In Table  6 we classified the 

studies depending on how they characterize the term 
multi-cloud from the infrastructure point of view, com-
ing up with these different definitions for a multi-cloud 
infrastructure:

From the primary studies analysed, more than the 40% 
of them did not provide a specific definition of the term 
multi-cloud, using the term without specifying its actual 
meaning in the context of the work presented. From the 
ones which did provide such a definition or explana-
tion (the references included in Table 6), most used the 
term multi-cloud [8, 17, 26, 29, 31, 34, 57–73] for defin-
ing cloud services that were provided by different cloud 
services providers (29%). A significant number of these 
studies explicitly mentioned the lack of third-party ser-
vices or any other intermediate layer providing federa-
tion mechanisms between these services [57, 66]. In this 
category, one of the studies [17] referred to both types of 
multi-cloud, with and without federation.

The second most relevant categorization for multi-
cloud infrastructure focuses on the ownership of the 
cloud infrastructural services, usually referred as Hybrid 
Cloud to denotate the differences between public and 
private resources. In this sense, almost 10% of the stud-
ies [44–52] used the term multi-cloud to refer to the 
combination of in-house services, owned by a concrete 
company (the same as the one deploying the applica-
tion there) and public services with more than one user 
(public cloud services). In this respect, [44] refers also to 
the concept of hybrid cloud, but with a slightly different 
meaning. In this primary study the authors referred to 
the physical distance between the client and the Cloud 
resources to classify them under private if the cloud ven-
dor is located far away from client, or public, if the cloud 
vendor and the client are in nearby premises.

Fig. 12 Percentage of studies addressing each research question from Section 2
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In this respect 8,5% of the studies [17, 32, 77–81], 
referred to federated cloud services, i.e. different cloud 
services coming from different or same providers, but 
that are already interoperable in the sense that an inter-
mediate layer already provides the necessary capabilities 
for the usage of these services despite their peculiarities 
given that they are provided by different cloud providers.

Almost the 5% of the studies consider IoT environ-
ments as multi-cloud [53–56]. 4% considered a broader 
meaning definition for multi-cloud [74–76], including 
several concepts already discussed in the definition of 
multi-cloud infrastructures (i.e. resources form differ-
ent cloud providers; aggregation of resources by a third-
party broker; hybrid cloud architectures). Moreover, they 
add other novel concepts such as cloud continuum or 
osmotic computing [74].

In [38] authors merged the concept of service commu-
nities where the cloud services are categorized based on 
their functionality, and the concept of multi-cloud, where 
cloud services are grouped based on who owns such 
services. The combination of both approaches results in 
what they named as the multi-cloud services communi-
ties (Fig. 14).

Therefore, even though it does not exist any precise 
definition of what a “multi-cloud native” application is, 

we can conclude that there is a common but unconscious 
understanding of it across the analysed studies. We did 
not find any specific definition of the concept “multi-
cloud native application” as such, although many of the 
studies characterizing multi-cloud environments also 
provided information about the types and the character-
istics of the applications deployed on top of such multi-
cloud environments (30% of the analysed works).

From the analysis of these studies, we found that multi-
cloud native applications were structured into three main 
categories:

a) Replicated multi-cloud applications [34, 48, 67, 83]: 
applications which are deployed on multiple clouds 
but not at the same time. These applications make 
serial usage of services migrating from one cloud to 
another, driven by economic reasons like cost reduc-
tions, backups, emergencies, contract ending, etc. 
These applications are specially built to run on differ-
ent clouds and to switch from one cloud to another. 
In this case the focus is on switching from one cloud 
provider to another including aspects such as data 
portability or interoperability.

b) Distributed multi-cloud applications [8, 29, 33, 40, 
46, 51, 64, 73, 77, 80, 84–89]: multi-cloud applica-

Fig. 13 Word map created with the terms collected from the definition of multi‑cloud in the primary studies. The size of the font shows the 
frequency of the term found in the analysis. Bigger fonts are for more frequently used terms referring to multi‑cloud
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tions with subcomponents that are explicitly simulta-
neously deployed on different resources from differ-
ent providers, and which rely on the combined use 
of multiple independent cloud services. The simul-
taneous usage of services implies users accessing to 
services from multiple cloud providers and at the 
same time contributing to several benefits like high 
availability and fault tolerance, or cost reduction. The 
use of simultaneous multiple providers within a sin-
gle application is driven by situations when a cloud 
provider does not provide all the functionalities 
required by the application. These applications can 
therefore exploit those cloud services which better 
suit their requirements respecting cost constraints, 
but also facing new challenges like the ones related to 
the control of their security, the management of such 
complex environments or the distributed architec-
tural related implications for the design phase of this 
type of applications (i.e. partition of application logic, 
partition of application data).

c) Multi-cloud applications covering the serial usage of 
cloud services (replicated multi-cloud applications) 
and the simultaneous usage of cloud services (distributed 
multi-cloud applications) [44, 79].

While replicated applications do not need to coexist 
with more than one cloud environment, distributed multi-
cloud applications are simultaneously being run into het-
erogenous and diverse cloud services (in terms of location, 
management systems, technology, interfaces, etc.). This is 
the kind of application that we try to characterize, under-
stand and analyze the underlying challenges in this study.

RQ1/RQ2: Where does the term multi-cloud/“hybrid-cloud” come 
from? Is there a common understanding of the term multi-cloud / 
“hybrid-cloud”? From the almost 1000 studies initially retrieved, we 
identified 88 primary studies relevant to the concept of multi‑cloud 
and hybrid cloud. From these only 47 works provided a specific defini‑
tion of the term, and most of them used it to refer to cloud services 
that were provided by different cloud services providers (24). The other 
half of the studies understood the term in different ways, focusing on 
different aspects of cloud services to make the distinction i.e. public vs. 
private ownership, existence of federation mechanisms, IoT environ‑
ments and cloud continuum, Cloud Services communities. We have 
shown clear evidence that scientific contributions in the literature com‑
piles a cloud of terms that are usually used with similar meanings but 
some slightly different but usually relevant aspects that impact the way 
those cloud services are used and operated. With respect to the con‑
cept of multi‑cloud from the application perspective, we can conclude 
that even if there is no precise definition of what a “multi‑cloud native” 
application is, there exists a common but unconscious understanding 
across the analysed studies. From the analysis of the studies, we can 
derive an initial classification for multi‑cloud native applications cover‑
ing the following three main categories: replicated multi‑cloud applica‑
tions, distributed multi‑cloud applications, and a combination of both. 
We have focused our study on the characterization and understanding 
of the lifecycle of distributed multi‑cloud applications referring to them 
as multi‑cloud native applications.

Multi‑cloud by design [RQ3]
The goal of this question RQ3-Which are the architec-
tural characteristics of “multi-cloud native”/ “hybrid-
cloud native” applications? is twofold. On one hand, we 
aim to understand if there are agreed architectural design 
patterns as there exists in the case of cloud native appli-
cations, either technology agnostic [56, 90] or technology 
dependent [22]. On the other hand, we also aim to see 
which technologies, techniques and standards are used 
for designing multi-cloud applications.

Fig. 14 Classification of Primary Studies based on their multi‑cloud definition
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To answer this RQ we have decoupled it in 4 
sub-questions:

• RQ3.1 Which architectural patterns have been pro-
posed for “multi-cloud” native by design?

• RQ3.2 Which technologies have been proposed for 
“multi-cloud” native by design?

• RQ3.3 Which standards have been proposed for 
“multi-cloud” native by design?

• RQ3.4 Which processes or methodologies have been 
proposed for “multi-cloud” native by design?

In Table  6 and in the next paragraph, we present the 
answers to these questions that were extracted from the 
papers analysed.

Around 14% of the studied papers do not present a 
clear knowledge on architectural patterns, method-
ologies, technologies, or standards. Moreover, 17% 
of the papers state that they are based on, or compli-
ant with, existing standards such as OASIS CAMP, 
OASIS TOSCA or NIST Security control framework. 
The standards considered by the analysed papers can 
be divided in two categories,(1) generic purpose stand-
ards such as CAMP, TOSCA or CAMEL [45, 48, 51, 72, 
91] and, (2) security related standards such as security 
NIST, Oauth, CSA STAR program or SAML/2 [52, 60, 
91, 92].

In the first group, OASIS CAMP defines an interop-
erable protocol that can be used to package and deploy 
cloud applications, defining interfaces for provisioning, 
monitoring and controlling [45, 48]. OASIS TOSCA [26, 
51] is a language that describes the topology of cloud ser-
vices with the purpose of easing their portability. Other 
standards mentioned include OCCI [17, 72], CDMI 
[72] (whose version 1.1 became ISO/IEC 17826:2012), 
or CIMI [40] (whose version 1.1 became ISO/IEC 
19831:2015). These standards, however, do not focus on 
the architectural aspects of a multi-cloud application 
but rather on the deployment and portability of cloud 
applications. In the second set where the security related 
aspects are addressed, authentication, authorization or 
privacy protocols are tackled. However, all these subjects 
are handled from a generic perspective and not from the 
specific multi cloud perspective.

Some of the papers do not consider any specific stand-
ard in their solutions [8, 70]. Rather than that, they 
emphasise the lack of standards specific to multi-cloud, 
and try to address it through the adoption of other 
known approaches or development philosophies such as 
DevOps [8].

Close to 11% of the analysed literature state that they 
have implemented a multi-cloud application using a 
loosely coupled architecture, based on microservices and 
implemented through containers [31, 32, 55, 56, 63, 66, 
84, 85, 90, 93, 94]. To this end, loosely coupled architec-
tures are applied to different domains, such as IoT [55], 
fog computing [32], or osmotic computing [66].

Among the most used technologies, mentioned in close 
to 16% of these papers [17, 26, 31, 50–52, 56, 60, 63, 69, 
95], stand out Docker, VMWare, JClouds, or REST APIs, 
which help to realize the loosely coupled, microservices-
based architectural solution. For interoperability, ontolo-
gies and semantic models appear as the most named 
technologies. Other approaches are also mentioned such 
as the usage of MOMs [96].

Modelling is an often-used solution for the design 
of cloud applications, as reported by 9% of the papers. 
To this end, there are different modelling approaches 
reported: 1) the traditional model-driven design (MDD, 
MDE) [40, 46, 54] and 2) through specifically designed 
cloud modelling languages such as CAMEL, or CloudML, 
as well as other DSL and ad-hoc developed UML profiles 
for cloud applications [64, 85, 87, 97].

Cloud federation is also a hot topic with respect to 
multi-cloud design, as 6% of the papers tackled it. It is 
recognised as a concrete multi-cloud architecture (also 
called inter cloud [39]) which enables the optimal selec-
tion of cloud services [98]. Specific cloud federation mod-
els are mentioned in the studied papers, such as multi-tier 
cloud federation model [81] or multi cloud communities’ 
architectures [82]. Usually, these multi-cloud based archi-
tectures are also enabled by other technologies, like opti-
mization techniques [98] or brokerage facilities [78] for 
the selection of the proper cloud services.

As anticipated in Table  6, one of the mentioned top-
ics related to the architectural characteristics of multi-
cloud applications is security. More concretely, security 
by design, which tries to take into account security prob-
lems from the very early application development stages 
[80]. Many security aspects can be considered from 
the beginning of the application of the development 
of the application or even the design. Some of the 
ones mentioned in the studies can be applied to multi-
cloud applications but they are not multi cloud or even 
cloud specific [71, 73, 95] like ciphertext policy attrib-
ute- based encryption. Others can pose specific secu-
rity challenges related to the multi-cloud nature of the 
application, like data splitting through trusted cloud ser-
vices providers [52, 68] or secure networking for virtual 
machines in the cloud [47].
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RQ3: Which are the architectural characteristics of “multi-cloud 
native”/ “hybrid-cloud native” applications? From the papers 
analysed, there is no clear consensus on what multi‑cloud by design is. 
While there exists agreed architectural design patterns for the design of 
cloud native applications, after the analysis made during this literature 
review, we found that this is not the case for multi‑cloud native appli‑
cations. Some authors (17% of the studies) rely on standards which 
however are not focused on the architectural aspects of a multi‑cloud 
application but rather on the deployment and portability of cloud 
applications. We also found that close to 11% of the analysed literature 
have implemented a multi‑cloud application using a loosely coupled 
architecture, based on microservices and implemented through con‑
tainers, and 9% of the studies used modelling approaches (MDE,MDD, 
DSL) for the design phase. From these findings we can conclude that 
there are no specific patterns or design methodologies proposed by 
the authors of the analysed studies.

Existing challenges in the development and operation 
of multi‑cloud native applications [RQ4]
As any software application, multi-cloud native applica-
tions can be analysed from their lifecycle perspective. 
This is the approach we followed to answer RQ4- Which 
are the main challenges for the developers and operators 
of “multi-cloud native”/ “hybrid-cloud native” applica-
tions? Thus, we have extracted the identified challenges 
identified 1) in the design and development phase of the 
application, 2) in the deployment and execution phase 
and 3) in the operation phase of multi-cloud applications. 
For each of these three main phases, categories of the 
most mentioned challenges were identified (Tables  7 
and 8) and are discussed next.

Design and development
At design and development level one of the most cited 
challenges are related to the requirements elicitation 
phase. The challenges here arise due to the heterogene-
ity of the cloud services where to deploy the application. 
This situation gives the developer powerful information 
to meet application’s QoS requirements (from location or 
user preferences to resources needs) [33], maximizing the 
benefits of the combination of the cloud resources in use 
[69]. On the contrary, it introduces a new variable for the 

software architects who need to match their requirements 
specification with the heterogeneous and usually different 
models of cloud services. This usually requires proper risk 
and costs analysis methods and advanced software engi-
neering methodologies that not only guide developers at 
design time but also support application providers at runt-
ime [48]. It also impacts on the number and type of NFRs. 
New NFRs such as bandwidth on demand or application-
specific routing requirements need to be now considered 
[77]. Others, such as security, may need to be considered 
from another point of view, as a consolidated vulner-
ability model as point of reference for the concrete case of 
multi-cloud scenarios is lacking [101]. Therefore, different 
methods need to be explored for an efficient utilization of 
available resources [79]. Another consequence from the 
cloud service heterogeneity and the distributed nature of 
multi-cloud applications is that code must be partitioned 
and distributed between different cloud services. Software 
components need to be context aware partitioned, so that 
they are aware of the characteristics of cloud resources 
where they can be deployed. NFRs optimization (cost, 
latency, performance), components synchronization, and 
data consistency are the challenges identified here [61, 67, 
102, 103]. Furthermore, the utilization of more than one 
target deployment resource types requires a cloud agnostic 
design of software systems [48] and specific programming 
models and application architectures so that essential 
characteristics like scalability can be acquired at applica-
tion level [45].

The heterogeneity of cloud resources is driving the 
challenges in the deployment phase too. The analysis 
and comparation of various cloud solutions is still a hard 
task, with several open issues such as the lack of stand-
ards and models for cloud services description and oper-
ation [33, 104] or the mapping of subsets of services/
components to physical resources in an optimized 
manner [48, 69, 79, 81, 101].

Deployment
The application of DevOps practices and concepts is 
another recurring topic. Traditional development and 
operation (DevOps) principles are reported to be not 
directly applicable to multi-cloud applications and there-
fore they need to be reconsidered taking into account 
the specific needs of these kind of applications [8, 40, 48, 
105]. New activities need to be considered in the DevOps 
loop, such as deployment configuration optimization, 
multi-cloud deployment, and creation and monitoring of 
multi-cloud application SLAs.

We have also extracted and classified the challenges 
identified by the primary studies during the run-time of 
the application. From this perspective, the interaction 
and cooperation among participating providers are still a 

Table 7 Multi‑cloud by design topics addressed by the primary 
studies

Multi Cloud by Design Primary Study

Loosely coupled [31, 32, 55, 56, 63, 66, 84, 85, 90, 93, 94]

(Design) Patterns [26, 35, 47, 69, 81]

Modelling languages [29, 40, 46, 54, 64, 85, 87, 97]

Cloud federation [39, 78, 81, 82, 98]

Security by design [44, 47, 52, 68, 71, 73, 80, 95, 99]

Technologies [17, 31, 50–52, 56, 60, 63, 69, 89, 92, 95, 96, 100]

Standards [8, 17, 26, 40, 45, 48, 51, 52, 60, 63, 70, 72, 91, 
92, 95]
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complex challenge to be solved, due to the heterogene-
ity of the cloud management systems employed by the 
providers. Thus, multi-provider infrastructure opera-
tion under a federation of independent clouds and/or 
infrastructure components is still a challenge. Apart 
from the technical interoperability, federation goes one 
step beyond. It includes the management of business 
workflows, SLA management and accounting [67], and 
automatically contract negotiation [78]. The federated 
model fosters the building of trustworthiness between 
cloud providers through a trust-based model framework 
that allows clients to simultaneously use services from 
multiple clouds without prior business agreements and 
without adopting common standards and specifications 
among cloud providers. This is achieved by the feder-
ated model itself so that efficient resource management 
schemes need to be developed for better management, 
billing and keeping track of resources accessing from dif-
ferent providers [79].

Operation
Automatic re-adaptation and self-healing mecha-
nisms [48, 66, 106, 107], is another topic that is usually 
highlighted by authors as an unsolved challenge. A multi-
cloud environment provides countless possibilities and 
enables an ecosystem of endless infrastructural elements. 
This is especially relevant when re-configuration and 
self-healing is needed due to unexpected failures or non-
compliance of the SLAs. Here, it is required a support 
for dynamic adaptation (or reconfiguration) of the appli-
cations in terms of replacing a service by an equivalent 
one (in case of quality degradation, high cost or service 
unavailability [106]). It needs the automation of trigger-
ing some adaptation actions (e.g., migrate some system 
components from an IaaS to another offering better per-
formances at that time) [48]. Self-healing and dynamic 

re-adaptation are tightly coupled with the maintenance 
and evolution of the multi-cloud applications.

Maintenance involves all the activities required for the 
correct performance of the applications during the life-
time. In this respect, two main aspects are specially seen 
as weaknesses, and need to be addressed nowadays. First, 
the monitoring of heterogeneous resources at different 
levels, from the low-level monitoring (where different 
APIs need to be used based on the CSP), to the high-level 
multi-cloud application SLA (where the different metrics 
need to be combined to get the composed SLA [58, 65]). 
This is especially relevant when an audit of cloud services 
is needed, thus technologies to efficaciously and continu-
ously audit cloud services are still in their infancy [65]. 
The other aspect highlighted is the migration between 
cloud providers, which is still a challenge due to the pro-
prietary nature of the technologies used and the need of 
seamless portability of both stateless and stateful compo-
nents, keeping always the business continuity, thus guar-
anteeing that the application is functioning [72, 85].

Communication layer and the dependency on the 
network of these distributed multi-cloud applications is 
also an aspect to be considered [77, 96]. The quality of 
the connectivity is one of the fundamental factors for the 
cloud service performances, as perceived from the end 
users. This aspect becomes even more critical in multi-
cloud scenarios, where VMs belonging to the same or 
different cloud services are deployed on geographically 
distributed sites. The communication system becomes 
more complex when switching to a Cloud-to-Edge sce-
nario. In this case, it is necessary to balance performance 
and security management, and this is not trivial at all.

Security at all levels and during all the application life-
cycle needs to be specially considered (RQ4). Public and 
hybrid cloud scenarios are characterized by a constant 
flow of data which cannot be allocated to a particular 

Table 8 Identified challenges in the SDLC/SOLC of multi‑cloud applications

Multi‑cloud application SDLC/SOLC phase Main challenges categories Related Primary Studies

Design and development (RQ4.1) Application components NFRs compliance and resource 
level matching.

[33, 48, 69, 77, 79, 81, 101]

Software components partitioning [61, 67, 103]

Cloud agnostic application architectural models [45, 48]

Lack of specific cloud security standards [96]

Deployment (RQ4.2) Cloud services heterogeneity [33, 45, 48, 59, 85, 98, 104, 106]

DevOps practices specific to multi‑cloud [8, 40, 48, 105]

Operation (RQ4.2) Dynamic re‑adaptation [48, 66, 102, 106, 107]

Communication layer [77, 96]

Lack of specific cloud standards [26, 61, 67]

Maintenance & evolution [58, 65, 72, 85]

Cloud federation [8, 51, 67, 78, 79, 81]

Risk management and security [45, 98]
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place. This brings uncertainty regarding the various data 
protection legislations, which transcends national borders 
and therefore complicate the compliance with the Data 
Protection legislations worldwide [45]. At the same time, 
cloud consumers need to address certain outsourcing risks 
coming along with the adoption of cloud services, such as 
those concerning the risk of shadow-IT, loss of control and 
transparency, security and business continuity [98].

Many of these aspects, and especially those derived 
from the heterogeneity of the current cloud services could 
be improved or even solved with the application of rec-
ognized of cloud standards. However, existing efforts for 
cloud standardization are still in their first stages and we 
are not expecting to have a mature solution soon. More-
over, cloud-vendors themselves are reluctant to unifica-
tion approaches as they prefer to keep their competitive 
edge and diversity to attract customers [61, 67]. In many 
cases, owing to the lack of a shared standard for services’ 
interfaces description and incompatibilities between the 
adopted data formats, it can be difficult to effectively com-
pose cloud services and exploit their full functionality [26].

RQ4: Which are the main challenges for the developers and opera-
tors of “multi-cloud native”/” hybrid-cloud native” applications? 
To answer this question, we analysed the challenges and problems 
encountered by the developers and operators during the whole lifecy‑
cle of the multi‑cloud native applications that is, in the design, develop‑
ment, deployment, execution and operation phases.. From the analysis 
of the 88 works it can be derived that most of the challenges identified 
have their origin in the the heterogeneity of the current cloud services 
and this is an issue that affects all the phases in different degrees. 
Indeed, this heterogeneity is getting more and more important due 
to the incorporation of new infrastructural elements, especially now 
with the advent of the cloud continuum that will increase especially 
the complexity of the deployment and operation of such applica‑
tions. Many of these aspects, and especially those derived from the 
heterogeneity of the current cloud services could be improved or even 
solved through the use of recognized cloud standards. However, exist‑
ing efforts in cloud standardization are still in their first stages and we 
are not expecting to have a mature solution soon. Another identified 
challenge is the cloud providers’ reluctance of providing unification or 
interoperable approaches. However, unless this is regulated to a certain 
extent or the cloud service providers see the benefit of building an inter‑
operable cloud stack, a solution towards this is not to be expected soon.

Main security threats and countermeasures in multi‑cloud 
native applications [RQ5]
Security issues still represent one of the major concerns 
of cloud customers in the adoption of cloud solutions. 
When talking about multi-cloud, new security challenges 
arise but also new opportunities to protect data and ser-
vices that shall guarantee confidentiality, integrity, and 
availability. As already done with other research ques-
tions in this survey, RQ5-Which security threats and 
countermeasures in “multi-cloud native” applications 
(about new security threats and new countermeasures) 
can also be seen from different perspectives as resulted 

by the analysis of the primary studies. In particular, the 
problem is tackled looking at: 1) new security issues; 2) 
new countermeasures and opportunities for multi-cloud 
architecture, addressing aspects such as data protection, 
access control models, novel cryptographic mechanisms, 
privacy preserving mechanisms, policy conflicts man-
agement; 3) novel security-by-design methodologies 
and frameworks for multi-cloud. For each of these three 
aspects, categories of the most mentioned challenges 
were identified (Tables 8 and 9) and are discussed next.

From a security perspective, one of the main benefits 
of using multi-cloud is to preserve data confidentiality 
by sharing data over different providers, and overcom-
ing the four important limitations of cloud computing 
for data storage: loss of availability, loss and corruption 
of data, loss of privacy, and vendor lock-in [68]. In this 
scenario, the main security issues in a multi-cloud appli-
cation depend on different factors [90]. Some of them 
are properly related to the shared-responsibility model 
used to deliver and deploy a cloud application, but they 
are exasperated by the presence of multiple independ-
ent providers, that may result possibly, in conflicts. New 
issues, specific to the multi-cloud environment, are in 
fact related to the adoption of cryptographic techniques 
in multi-provider environments and on the adoption of 
different access control policies in multi-cloud, that can 
easily lead to conflicting access situations. In [44, 108] 
the authors presented a survey on the adoption of cryp-
tographic techniques, with related key management 
problems, over multiple providers. In [65, 80] authors 
analyzed and discussed different security solutions to 
deploy, configure and monitor security controls when 
their cooperating components are hosted by different 
providers and related security issues. Finally, in [73, 75] 
authors analyzed and discussed possible security and 
policy conflicts in multi-cloud.

To overcome these issues, many security counter-
measures have been proposed. To cope with man-
agement and organizational issues, novel security 
enforcement solutions [52, 86, 92, 95] and frameworks 
[44, 47, 95, 113] have been thought. The majority of 
them focused on new countermeasures and opportuni-
ties for the multi-cloud architectures, addressing data 
protection, access control models, novel cryptographic 
mechanisms, privacy preserving mechanisms, policy 
conflicts management. In particular, papers [49, 52, 68, 
71, 86, 95, 99, 110–112] focused on (1) improving secu-
rity by splitting data and processing services [49, 68] 
(2) with the adoption of novel homomorphic encryp-
tion techniques [111], (3) with the definition of novel 
security architectures [47, 52, 71, 95] and (4) with the 
adoption of a unified approach to manage access con-
trol policies and mechanisms [70, 82].
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Our survey concludes the analysis of different secu-
rity life cycle management methodologies to introduce 
security-by-design approaches [91, 114] while develop-
ing multi-cloud applications.

The increasing security concerns in cloud environments, 
with wider attack surfaces and possible conflicting poli-
cies, has led many cloud customers to be now interested 
in knowing the security assessment of their applications. 
In view of this, it thus becomes necessary to ensure ade-
quate transparency and security awareness in multi-cloud 
environments. Authors in [113] exploited the possibility to 
model and evaluate security, and to develop frameworks 
and platforms to provide security with a quantitative 
approach. Authors in [69, 91] introduced a security data 
model to manage security properties with Security SLAs. 
Other papers try to use quantitative approaches in the 
early design stages to drive the design and development of 
application components over properly selected resources 
[96, 114], or based on optimized configurations [57].

RQ5: Security threats and countermeasures in “multi-cloud native” 
applications. Security issues still represent one of the major concerns 
of cloud customers in the adoption of cloud solutions. During this 
review, we have analyzed security aspects from 3 perspectives: 1) 
new security issues; 2) new countermeasures and opportunities for 
the the multi‑cloud architectures, addressing data protection, access 
control models, novel cryptographic mechanisms, privacy preserving 
mechanisms, policy conflicts management; and 3) novel security‑by‑
design methodologies and frameworks for the multi‑cloud. From this 
analysis we can conclude that the increasing security concerns in cloud 
environments, with wider attack surfaces and possible conflicting poli‑
cies, related to the shared‑responsibility model, it becomes necessary 
to ensure adequate transparency and security awareness in multi‑cloud 
environments. Some solutions have been proposed using SLA based 
models or quantitative approaches to address these issues although 
they are in the early design stages. Moreover, policy related and stand‑
ard based solutions are still needed to assure the trustworthiness of the 
cloud services in complex multi‑cloud environments.

Research gaps and opportunities for the design, 
development, and operation of the multi‑cloud 
applications [RQ6]
In this section we discuss RQ6-What promising trends 
for the design, development, and operation of the “multi-
cloud native/hybrid-cloud native” applications can be 
deduced? As a result, from the analysis of the selected 
studies, we can conclude that the topic of multi-cloud 
appears to be highly relevant for researchers and practi-
tioners. The software community has heavily contributed 
to its body of knowledge from the birth of cloud comput-
ing, and the results of this study demonstrate the great 
significance of multi-cloud to both the academic and 
industrial communities. However, in what respects the 
clear understanding and characterization of the term is 
still unachieved.

Each of the four themes identified, namely, 1) charac-
terization of multi-cloud and multi-cloud native appli-
cations, 2) multi-cloud by design, 3) Development and 
operation approaches for multi-cloud and 4) secure 
multi-cloud native applications present opportunities 
for future research. However, the topics are explored in 
the literature at different levels, thus offering different 
research opportunities. The current research has been 
mostly focused on factors such as resource allocation, 
cloud federation, virtualization, and modelling for the 
cloud. From our study we have broadly identified the fol-
lowing opportunities for future research (Table 10):

• Characterization of the cloud continuum and its 
relationship with the cloud osmotic computing 
paradigm [74]. Cloud continuum is an emerging 
research topic that has arisen from the characteriza-
tion of complex environments where every element 

Table 9 Identified challenges in the Security of multi‑cloud applications

Multi‑cloud Security Main challenges categories Related Primary Studies

Security Issues Common security issues [90, 108, 109]

Novel cryptographic techniques for multi‑cloud [44, 108]

Security and policy conflicts in multi‑cloud [73, 75]

Sharing security components and mechanisms in multi‑cloud [65, 80]

Security Countermeasures Improving (Data) Security with multi‑cloud [35, 49, 52, 68, 71, 86, 95, 110–112]

Security enforcement framework [52, 86, 92, 95]

Novel architecture to enforce security [30, 44, 45, 113]

Unified Access Control models [70, 82]

Security‑by‑design methodologies Security‑by‑design and SecDevOps [57, 69, 91]

Evaluating Security [113]

Security Framework and PaaS [69, 87]

Optimization and SLA driven design [57, 91]

Security driven management and provisioning [96, 114]
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at the infrastructural layer can be considered as part 
of such a continuum. Several approaches define and 
address the term multi-cloud from a restricted per-
spective where the adjective “multi” is in fact defining 
only two or three different types of cloud elements 
(e,g, virtual machine, storage, database). The rapid 
development of emerging cloud and edge services, 
fog, and the Internet of Things (IoT) covering the 
whole continuum – hence the name cloud contin-
uum has resulted in a much more complex 1) man-
agement of services due to their heterogeneity, and 2) 
service classification, allocation of resources and pro-

visioning.. Osmotic computing is a new paradigm 
that allows the service migrations leveraging FaaS 
and a hybrid architectural style which combines both 
microservices and serverless architectures. Current 
approaches like the one described above still focus 
a lot on the “infrastructural” side of the problem (i.e. 
resource allocation, migration) while leaving aside 
the implications at application and data level. Special 
attention to data portability, and stateful compo‑
nents migration at run time are identified as areas 
for future research.

• Although the usage of loosely coupled architectures 
based on microservices and implemented through 
containers are emphasized in many primary stud-
ies, we discovered that currently design application 
patterns for multi‑cloud native applications are 
underdeveloped. In [48] an approach is presented 
where the focus is on portability between different 
given CSPs but no software design patterns are fur-
ther provided. Besides the need of technology and 
CSP agnostic patterns a clear gap appears in solu-
tions which focus on the architectural aspects of a 
multi‑cloud application rather than on the deploy-
ment and portability of cloud applications. Again, 
the focus needs to be shifted form the infrastruc-
tural layer to the application layer. In this sense, fur-
ther investigation is needed on new approaches for 
stateful and stateless application components design 
and partition, lightweight design profiles of software 
components to be deployed on the edge (or on the 
cloud continuum), or reference architecture mod-
els for multi-cloud native applications in its broader 
sense.

• The application of the DevOps principles to the 
life‑cycle of multi‑cloud applications presents 
a clear opportunity for future research as differ-
ent activities inside the DevOps cycle need to be 
adapted to the multi cloud context. As identified in 
Section  4.3 a further, more detailed, classification 
of resources that allow for a better matching and 
resource allocation to comply and fulfill the NFRs 
of the different application components are needed 
as claimed by the majority of the studies. The het-
erogeneity of models for the characterization of the 
different infrastructural elements is one of the key 
research areas. While several standards like OASIS 
CAMP [115], OASIS TOSCA [116] or CIMI [117] try 
to provide stable and common interfaces to describe 
the topology of such cloud services, the multi-cloud 
notion has not yet been fully incorporated. In this 
sense, the description and characterization of the 

Table 10 Overview of research gaps and opportunities 
identified

Research topic Research gaps and opportunities

Multi‑cloud concept [RQ1, RQ2] • Cloud continuum characterization 
and understanding
• Incorporation of new paradigms 
to the multi‑cloud concept: fog 
computing, osmotic computing

Multi‑cloud by design [RQ3] • Architectural patterns for multi‑
cloud native applications
• Means and methods to model at 
high level of abstractions (platform/
technology independent) heteroge‑
neous infrastructural elements and 
application components.
• Linking the applications models to 
the infrastructural models through 
NFRs characterization especially net‑
work, communications, security (i.e. 
especially data sharing) or even legal

DevOps for multi‑cloud [RQ4] • Lightweight benchmarking and 
multi‑objective optimization for the 
selection of the best combination of 
infrastructural elements.
• Federation models for the cloud 
continuum, including IoT and 
networks elements to the traditional 
cloud services.
• Application self‑healing and migra‑
tion at run time, with special focus 
on data portability and stateful 
components

Multi‑cloud security [RQ5] • Standard security models or SLAs 
to evaluate security
• Conflicting security policies
• Frameworks to provide, assess and 
monitor security with a quantitative 
approach
• Trustable cloud services
• Cloud security posture manage‑
ment

Multi‑cloud certification • Compositional cloud certification 
and combination with IoT and 5G 
certification
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whole cloud continuum including, at the same time, 
traditional cloud resources, IoT elements and edge 
services need to be incorporated into the standards. 
Furthermore, the incorporation of these new infra-
structural elements on the board game opens up the 
types of NFR to be considered to a new level. Here 
the definition of the novel NFR related to the net-
work, communications, security (i.e. especially data 
sharing) or even legal plays a key role that needs to be 
included to the requirements definition phase.

• Similarly, the context aware design of multi‑cloud 
applications is another open topic that still poses 
several challenges for the research community. NFRs 
optimization (cost, latency, performance), compo-
nents synchronization, data consistency and cloud 
agnostic design of software systems are the chal-
lenges identified here [45, 48, 59, 85, 98, 106].

 In this respect, once the NFRs from both sides 
(multi cloud application components and as a whole 
and infrastructural element available) are clearly 
described and classified, they need to be matched in 
the sense that the best combination of infrastructural 
elements needs to be selected both for each applica-
tion component and for the complete application as 
a whole. In the analyzed studies, techniques such as 
optimization or benchmarking have been commonly 
used but they are usually restricted to performance 
and workload. In the new context of cloud contin-
uum other approaches like lightweight benchmarking 
and multi-criteria optimization need to be addressed.

• To address the challenges of the operation of multi-
cloud native applications, the federated model 
of such heterogenous services is to be proposed 
to leverage from its benefits [8, 51, 67, 78, 79, 81]. 
Nevertheless, even if solutions for federation of 
cloud services are getting to be realized, they need 
to be expanded to address the whole cloud con-
tinuum. The communication layer for instance, and 
the dependency on the network of these distrib-
uted multi-cloud applications is also an aspect that 
needs to be further considered and investigated in 
the federated model [77, 96]. New, lightweight ele-
ments such as sensors, edge nodes or IoT gateways 
included in the cloud continuum need to be taken 
into account in such a federated model. Thus, new 
models for the characterization of such elements 
need to be researched. These models should include 
the description of such elements at different lev-
els of abstraction but also how those elements can 
be incorporated into the management of business 
workflows, such as SLA management and account-

ing [67], and automatically contracting negotia-
tion [78]. More specifically, SLA management and 
accounting lead to the necessity of the incorpora-
tion of new methods and techniques for the moni-
toring of new elements, more lightweight ones, and 
networking elements.

• Re‑configuration and self‑healing of the multi‑
cloud native applications at run-time is also 
attracting more and more interest in the research 
community. In this context, the solutions proposed 
so far are specific for concrete scenarios such as IoT 
or traditional cloud environments. Other solutions 
are focused on specific steps of the self-healing, self-
configuration process, or in the resolution of specific 
problems such as scalability, or trust enforcement. 
However, the cross- and multi-layer as well as the 
networking aspects are still challenges that have not 
been addressed in a generic way, covering the whole 
self-healing process from the discovery to the con-
figuration of the resources, for the network prepa-
ration and deployment of all software layers. This 
process presents further challenges and complex-
ity when addressing not only the portability of the 
computational components (stateless components) 
but also the portability of data, or stateful compo-
nents. One of the enablers for such portability, from 
the application point of view is based onadoption 
of container-based technologies, such as Docker. 
However, containerisation per se does not solve the 
data portability problem. When porting components 
between two cloud providers, data need to be moved 
and kept synchronized (at three different levels—
blocks, files, or transactions) while maintaining the 
integrity and confidentiality of the data, and most 
container-based solutions do not handle this prop-
erly. Manual configuration is still needed, and com-
putation components and those holding the business 
logic are decoupled from components that hold the 
data which is stored in a database or other type of 
storage. Consequently, data portability introduces 
new requirements added to the already time con-
suming, error prone and mainly manual activity of 
porting application components over different infra-
structural elements such as: 1) establishing the right 
networking conditions, so that data can be accessed 
from the required microservice with the required 
(network) conditions; 2) handling persistent data 
storage, during a redeployment; 3) database auto-
matic configuration so that it can be re-deployed 
without manual intervention, 4) automatic checking 
of the integrity of the data.
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• When talking about multi-cloud, new security chal‑
lenges arise but also new opportunities to protect 
data and services and to guarantee confidentiality, 
integrity, and availability. The adoption of multi-
cloud applications has significantly facilitated the 
usage of file storage solutions in users, trying to over-
come some of the common security issues in cloud 
architectures such as loss of availability, loss and cor-
ruption of data, loss of privacy, and vendor lock-in 
[108]. Despite this, specific security issues have been 
analyzed and proper countermeasures have been pre-
sented to propose unified approaches, access control 
policies and frameworks, to preserve data confidenti-
ality and privacy preserving techniques. However, in 
order to improve the trust in these cloud services, it 
is required not only to ensure adequate transparency 
and security awareness in multi-cloud environments 
but also to push for the adoption of standard security 
models, or SLAs to evaluate security-related metrics, 
and to develop frameworks to provide, or to assess 
and monitor security with a quantitative approach. 
As an example, cloud users may have concerns about 
what CSPs intend to do with their (potentially con-
fidential) data, and therefore technologies that real-
ize the proper countermeasures to address this issue 
have been proposed [71]. Following the shared-
responsibility model of cloud services, customers 
ofcloud services are responsible for all aspects of 
their application security and should take the nec-
essary steps to protect their application to address 
application-level threats in a multi-tenant and hostile 
internet environment [90]. In addition to technical 
solutions, regulations, certification frameworks and 
policies need to be put in place so that consumers 
of the cloud services are sure that they are consum-
ing secure and trustable resources. Current existing 
standards in cloud security present a big fragmenta-
tion The scope of the security controls differ and also 
the conformity assessment methods applied [28]. To 
address this issue the European Commission through 
ENISA, the European Union Agency for Cybersecu-
rity, is working on a candidate European Cloud Ser-
vices Scheme (EUCS) [118] which would be compli-
ant with the European cloud certification framework 
defined under the Cybersecurity Act [119]. The 
implementation of the measures and requirements 
derived from such a framework results in new 
research challenges that will drive the research in the 
area of Cloud Certification, especially with respect to 
the following topics: Compositional cloud services 
certification and composability with IoT and 5G cer-

tifications, reuse of evidence, continuous compliance 
and auditing, and cloud security posture manage-
ment.

• Many of these aspects, and especially those derived 
from the heterogeneity of the current cloud services 
could be improved or even solved to a greater extent 
with the application of recognized of cloud stand‑
ards and interoperable open APIs. However, existing 
efforts in cloud standardization are still in their ini-
tial stages and we are not expecting to have a mature 
solution soon, especially taking into consideration 
the timeframe that standards need to become oper-
ational.. Moreover, cloud-vendors themselves are 
reluctant to unification approaches as they prefer to 
keep their competitive edge and diversity to attract 
customers [61, 67]. Open APIs and specifications 
promoting interoperability and portability in the 
whole cloud continuum stack is therefore a topic that 
needs to be considered.

RQ6: Which research gaps and opportunities for the design, develop-
ment, and operation of the “multi-cloud native”/ “hybrid-cloud 
native” applications can be deduced? Finally, several opportunities 
for future research were identified due to the freshness of the concept 
and its relevance for the software industry. We identified a number of 
research gaps for each of the 4 themes identified, namely, 1) characteri‑
zation of multi‑cloud and multi‑cloud native applications, 2) multi‑
cloud by design, 3) DevOps for multi‑cloud and 4) secure multi‑cloud 
native applications. All these four topics represent opportunities for 
future research. The research to date has focused mainly on factors 
such as resource and workload allocation, cloud federation, virtual‑
ization, and modelling for the cloud. More concrete opportunities 
for future research include characterization of the cloud continuum, 
including federated models for cloud and the incorporation of the net‑
work elements and edge services into the paradigm, new approaches 
for the design and partition of stateful and stateless application 
components especially with the advent of the edge, lightweight design 
profiles of software components to be deployed on the edge, context 
aware design of multi‑cloud applications, NFRs optimization (e.g., cost, 
latency, performance), data consistency and integrity, cloud agnostic 
design of software systems, re‑configuration and self‑healing mecha‑
nisms for multi‑cloud native applications which can be extended to the 
whole continuum, portability of data and stateful components at run‑
time, and compositional cloud certification, as well as the combination 
of cloud, IoT and 5G certification

Conclusions
While cloud computing has been an effective way of 
acquiring computation and storage as a service for many 
applications, it may not be suitable to handle the endless 
data generated by IoT devices and largely support hetero-
geneous application requirements such as those posed by 
multi-cloud applications. Some of the limitations of the 
traditional cloud paradigm specially applies to applica-
tions that need to comply with strict real time response 
and low latency requirements or those giving support 
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to critical infrastructures. To overcome this situation, 
new approaches that effectively and efficiently leverage 
distributed computational and storage infrastructural 
resources and services are necessary. These approaches 
must seamlessly combine resources and services at the 
edge (edge computing), in the core (cloud computing), 
and along the data path (fog computing). As a result, 
applications running in such heterogenous environ-
ments what we have called “multi cloud native applica-
tions” in the context of this article, need to be properly 
defined, designed, deployed, and operated. The lack of an 
appropriate understanding of the concept or of a design 
and operation strategy of such kind of applications risk 
unpredicted costs, vendor lock in and other unwanted 
outcomes.

Multi-cloud is used to describe un-like and heteroge-
neous concepts especially tackled to the infrastructural 
layer, ranging from the ownership of the elements to the 
relationship of these elements (i.e. federation) address-
ing many other relevant concepts. However, the lack of 
a common understanding of the term is even more rel-
evant when the multi-cloud is referred to the potential 
of the application to be deployed on a heterogeneous 
environment with multiple services, resources and layers 
interplaying with each other. While cloud native applica-
tions have been described and characterized in the litera-
ture [6, 120, 121], we have not found any work trying to 

characterize and understand the specificities of “multi-
cloud native applications” and more specifically, their 
particularities with respect to their design, development, 
and operation. In general, although the topic appears to 
be promising and the interest by the market has been 
demonstrated, the research on multi-cloud native appli-
cations seems to be still in its infancy, providing a range 
of new opportunities for researchers.

This study has provided a structured understanding of 
the body of knowledge of multi-cloud applications, with 
a list of references relevant to multi-cloud systemati-
cally collected and analysed. By using an established SLR 
method, we have identified, classified, and analysed pri-
mary studies related to multi-cloud native applications.

Our critical discussion of the identified research open 
aspects showed that there is room and need to continue 
investigating and experimenting on the topic. We iden-
tified some promising research directions (see Fig.  15) 
as well as currently unresolved issues. As demonstrated 
by our study, it is can be stated that multi cloud native 
applications can be classified into three main catego-
ries,1) those covering replicated applications, 2) those 
that are fully distributed applications, and 3) a combina-
tion of both. Known techniques and approaches such as 
MDD or microservices based architectures have been 
applied in the design of multi cloud native applications. 
However, from the results obtained in our analysis, 

Fig. 15 Overview of the identified research trends in the DevOps lifecycle of multi cloud native applications
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there are no specific architectural patterns or proposed 
design methods specific for multi cloud and its intrinsic 
heterogeneity, which has proven to be the most impor-
tant challenge identified by developers and operators of 
these kind of applications.. One of the envisioned solu-
tions in the mid-term could be the creation and applica-
tion of cloud standards or in its defect, the publication of 
open specifications and APIs. Moreover, the enforcement 
of policies and regulations in addition to the standards 
could also contribute to increase the interoperability and 
trustworthiness of cloud services in multi cloud complex 
environments overcoming important security issues such 
as wider attack surface, shared responsibility, and con-
flicting security policies. Nevertheless, existing efforts for 
cloud standardization are still in their first stages and we 
are not expecting any mature solution soon.

In regards to development and operation of multi-
cloud applications our study has yielded several inter-
esting results. As already mentioned, heterogeneity is 
reported by DevOps teams as the biggest challenge in 
multi-cloud applications. In this respect, the lack of spe-
cific DevOps practices covering end-to-end the SDLC 
and SOLC of multi-cloud applications has been high-
lighted. Selecting and automatically contracting cloud 
services to realize the deployment of multi-cloud appli-
cations, where non-functional requirements of the com-
ponents of the application and the application as a whole 
is critical, is another issue that remains unsolved. Here 
different optimization mechanisms based on artificial 
intelligence algorithms could be used. The operation of 
multi-cloud applications still poses several challenges, 
especially in what regards the automatic configuration, 
provisioning and management of multiple cloud services 
with different technologies but also in the dynamic re-
adaptation and configuration of the application when a 
breach in a metric of the SLA has occurred. A dynamic 
re-adaptation may involve the portability of data and 
stateful components on-the-fly, which currently cannot 
be fully achieved due to vendor lock-in, the lack of stand-
ards and open interoperability mechanisms. These are 
issues that still need to be pushed forward in the research 
agendas, as no mature technical solution is envisioned 
soon.

From our survey we can conclude that the research up 
to date has focused mainly on factors such as resource 
and workload allocation, cloud federating mechanisms, 
virtualization, and modelling for the cloud in order to 
address the current shortcomings on multi-cloud and 

the concept of multi-cloud. Taking this as baseline, we 
have been able to identify future research areas, being 
the most relevant ones the following, 1) characterization 
of the cloud continuum, including federated models for 
the cloud 2) incorporation of the network elements into 
the multi cloud paradigm, 3) proposal of new approaches 
for design and partition of stateful and stateless applica-
tion components 4) lightweight design profiles for soft-
ware components to be deployed on the edge, 5) context 
aware design and architecture of multi-cloud applica-
tions architecture that can therefore be extended to the 
edge, 6) NFRs optimization (cost, latency, performance), 
7) components synchronization, data consistency and 
cloud agnostic design of software systems,8) re-config-
uration and self-healing mechanisms for multi-cloud 
native applications as well as 9) compositional cloud cer-
tification, and 10) the combination of cloud, IoT and 5G 
certifications and 11) security mechanisms to achieve 
trustable cloud services, application and enforcement of 
policies, and approaches for security monitoring, among 
others.

We believe our work contributes to a more precise 
understanding of the term and concept of multi cloud 
from the application design, deployment, and operation 
perspective. Especially, researcher and practitioners can 
use the findings we have made to establish the baselines 
for further research and adapt and apply DevOps philos-
ophy for complex multi cloud environments.

Our future research work derived from this study is as 
follows:

• To extend the study analysing the multi-cloud 
approach in a broader sense, as the multi-cloud con-
cept is under continuous evolution. Edge services, 
fog computing and the cloud continuum can also be 
considered and incorporated to the analysis of the 
multi-cloud term so that the study accommodates 
the continuum computing also in the selected works.

• To conduct a questionnaire survey for the validation 
of the SLR findings, focusing specially on practition-
ers also covering the industrial sector perspective.

• To further detail the discovered challenges for the 
development and operation of multi-cloud appli-
cations and prioritize them following a multi-
dimension and multi-criteria methodology with the 
objective of deriving specific recommendations for 
researchers, practitioners and policy makers in the 
relevant topics.
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Appendix
Table 11.

Table 11 Format of the form for extracting the data for the 
analysis of the primary studies

Form data Explanation Values

Generic information Generic information 
about each of the 
primary studies

Not applicable

Responsible 
researcher

Name of the expert 
analysing the primary 
study.

Juncal Alonso, Valentina 
Casola, Leire Orue‑Eche‑
varria, Ana Isabel Torre

Accepted/rejected Inclusion or rejection 
decision.

Accepted/Rejected

Paper Id Paper Id 1–114

Paper Title Full title of the primary 
study

NA

Abstract Abstract of the pri‑
mary study

NA

Key words Key words defined by 
the primary study

NA

Abstract Abstract from the 
primary study

NA

Author Author/Authors NA

Year Year of publication of 
the primary study

2006–2020

Doi Digital Object Identifier 
of the primary study

NA

Comments Any relevant com‑
ment made by the 
expert about the 
primary study

NA

Source link Link to the primary 
study

NA

Number of citations Number of citations of 
the primary study

1–500

Length Length (number of 
pages)

1–50

Venue Type Type of the venue 
where the primary 
study was published

Conference, Journal, 
Book

Venue Name of the venue 
where the primary 
study was published

NA

Research Type Type of the research 
corresponding to the 
primary study

Evaluation research, 
Experience paper, Opin‑
ion paper, Philosophical 
paper, Solution proposal, 
Validation research

Case Study Type of the case study 
where the primary 
study was validated

Academic case study (e.g. 
with students), Action 
research, Controlled exper‑
iment with practitioners, 
Industrial Case study, 
Laboratory experiments 
(machine or human), 
Mathematical analysis and 
proof of properties, Prac‑
titioner targeted survey 
Prototyping Simulation 
as an empirical method

Table 11 (continued)

Form data Explanation Values

Information for RQ1/RQ2

 RQ1/RQ2: Meaning 
of the term multi‑
cloud generic

Definition of the term 
multi‑cloud (if any) in 
the primary study

NA

 RQ1/RQ2: Meaning 
of the term multi‑cloud 
native application

Definition of the term 
multi‑cloud native 
application (if any) in 
the primary study

NA

Information for RQ3

 RQ3: multi‑cloud by 
design: architectural 
patterns

Multi‑cloud architec‑
tural patterns identi‑
fied in the primary 
study

NA

 RQ3:multi‑cloud by 
design: technologies

Technologies related 
to multi‑cloud cited 
by the primary study

NA

 RQ3:multi‑cloud by 
design: standards

Standards related to 
multi‑cloud cited by 
the primary study

NA

 RQ3:multi‑cloud by 
design: process

Processes followed/
identified by the 
primary study for the 
design of multi‑cloud 
applications

NA

Information for RQ5

 RQ5: Main 
security threats and 
countermeasures in 
multi‑cloud native 
applications

Security threats and 
countermeasures 
identified by the pri‑
mary study affecting 
in multi‑cloud native 
applications

NA

Information for RQ6

 RQ6: Future trends 
in multi‑cloud /hybrid 
cloud

Future research trends 
related to the design 
and operation of multi 
cloud native applica‑
tions identified in the 
primary study

NA

Information for RQ4

 RQ4: multi‑cloud 
challenges: design

Design challenges 
cited in the primary 
study for multi‑cloud 
native applications

NA

 RQ4: multi‑cloud 
challenges: develop‑
ment & execution

Development and 
execution challenges 
cited in the primary 
study for multi‑cloud 
native applications

NA

 RQ4: multi‑cloud 
challenges: operation

Operation challenges 
cited in the primary 
study for multi‑cloud 
native applications

NA

 multi‑cloud ben‑
efits general

Benefits of multi‑
cloud native applica‑
tions identified by the 
primary study

NA

 multi‑cloud draw‑
backs: general

Drawbacks of multi‑
cloud native applica‑
tions identified by the 
primary study

NA
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API  Application Programming Interface
AWS  Amazon Web Services
CAMEL  The Cloud Application Modelling and Execution Language
CAMP  Cloud Application Management for Platforms
CB  Cloud Broker
CDMI  Cloud Data Management Interface
CIMI  Cloud Infrastructure Management Interface
CNA  Cloud Native Application
CNCF  Cloud Native Computing Foundation
CP  Cloud Provider
CSA STAR   Cloud Security Alliance for Security, Trust and Assurance Registry
CSLA  Cloud Service Level Agreement
CSP  Cloud Service Provider
DOI  Digital Object Identifier
DSL  Domain Specific Languages
ENISA  European Union Agency for Cybersecurity
EUCS  European Cloud Services Scheme
FaaS  Functions‑as‑a‑Service
IaaS  Infrastructure as a Service
IEC  International Electrotechnical Commission
IEEE  Institute of Electrical and Electronics Engineers
IoT  Internet of Things
ISO  International Organization for Standardization
MDD  Model Driven Development
MDE  model Driven Engineering
MOM  Message Oriented Middleware
NFR  Non‑Functional Requirements
NIST  National Institute of Standards and Technology
OCCI  Open Cloud Computing Interface
PaaS  Platform as a Service
PRISMA  Preferred Reporting Items for Systematic Reviews and 

Meta‑Analyses
QoS  Quality of Service
REST  REpresentational State Transfer
ROI  Return Of Investment
RQ  Research Question
SaaS  Software as a Service
SAML/2  Security Assertion Markup Language 2.0
SDLC  Software Development Lifecycle
SLA  Service Level Agreement
SLR  Systematic Literature Review
SM  Systematic Mapping
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