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Abstract 

In the era of big data, an ocean of data generated by Internet of Things (IoT) devices will be analyzed and processed 
by cloud computing. However, outsourcing of data can lead to leakage of user privacy to those unreliable service 
providers. In this paper, we propose a novel privacy-preserving scheme for IoT device by employing privacy set inter-
section (PSI) and blockchain technique to achieve data privacy. First, a homomorphic encryption PSI technique based 
on 0-1 encoding is proposed, which well hides the set base to ensure data privacy. Second, combining blockchain 
structure and smart contract, the proposed scheme can improve the efficiency of data sharing by storing the shared 
data on a blockchain. Third, the security analysis shows that the scheme has extremely high control over the individ-
ual data and can ensure the security and privacy of the data. Finally, we compare the functionality with other relevant 
schemes and demonstrate that our scheme functions well with low communication and computational overhead.
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Introduction
As the IoT and blockchain industries continue to grow 
[1], they bring convenience to people’s lives. However, 
there is a great possibility of illegal access by stakehold-
ers when IoT platforms, cloud computing infrastructures 
[2, 3] and smart devices are exchanging huge amounts 
of data [4]. Nowadays, most of our data is stored on the 
cloud and third-party data service providers to transfer 
the data. However, cloud storage is subject to various 
security threats such as malware, man-in-the-middle 
attacks, and sensitive data attacks [5]. In addition, users 
who want to use cloud storage have only few options to 
select a good and inexpensive data provider, and users are 
unable to participate in the supervision of data. There-
fore, the security and privacy of sharing data in IoT has 
attracted great attention in academic and industry.

In recent years, blockchain technology has been widely 
used as a decentralized data storage system. By removing 
all central servers and achieving peer-to-peer interaction 
between all network nodes [6] , it can provide a solution for 
the storage and sharing of user data in IoT with traceability, 
tamper-proof, and unforgeability. Blockchain-based pri-
vacy protection for IoT will result in a significant improve-
ment in data security, where users’ data are recorded in a 
decentralized ledger and it is difficult for hackers to tamper 
with the ledger to overwrite the existing data [7, 8]. Block-
chain provides transparency by allowing people with access 
to track past transactions that have occurred on the chain, 
which is a great tool for sharing user data.

Privacy Set Intersection (PSI) is a technique that allows 
secret sharing and encryption of data and does not reveal 
any data information during the computation process. In 
PSI technique, two users can obtain the intersection part, 
which can realize the sharing of user data. Therefore, PSI 
and blockchain can complement each other to some extent, 
and the existing computational research based on block-
chain and PSI mainly designs privacy protection schemes 
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for specific application scenarios, such as smart grid [9], 
medical data [10], etc. However, most of the existing PSI 
techniques are not efficient and users cannot store their 
data securely, especially when stored and computed on 
cloud servers, which cannot guarantee the security of user 
datasets. Moreover, PSI techniques on IoT need to con-
sider computational complexity and efficiency to be applied 
in practical problems.Therefore, it is crucial to combine 
blockchain and PSI technique for data security, storage and 
sharing when it comes to privacy protection in IoT.

Related Work
We review related work through two aspects: 1) the 
design of the PSI protocol and 2) blockchain-based PSI.

Design of PSI Protocol
Firstly, PSI technique is a special application within the 
field of secure multi-party computing. The application sce-
nario is that the data of the participants can be represented 
as a set, and the intersection of the incoming and outgoing 
sets can be computed collaboratively for data sharing with-
out revealing the data of the respective participants. As a 
result, PSI techniques have received a lot of attention. PSI 
computation was proposed by Freedom et al. [11] in 2004 
and was implemented with the help of inadvertent poly-
nomial valuation and homomorphic encryption. However, 
the efficiency is low and the computational cost is high. 
Cristofaro and Tsudik [12] proposed a PKC-PSI protocol 
based on blind RSA, which allowed a great extension of 
the protocol in terms of the number of elements. In 2015, 
Debnath and Dutta [13] proposed a PSI, PSI base and cer-
tified PSI protocol based on multiplicative homomorphic 
PKC and Bloom filter [14]. In 2016, Freedman et al. [15] 
extended the approach of [11] by proposing a PSI protocol 
with linear communication and computational overhead, 
demonstrating in a malicious adversary model formal 
simulation-based security proofs and evaluate the practi-
cal efficiency of the proposed PSI protocol. In 2016, Abadi 
et al. [16] proposed an additive homomorphic PKC based 
on a protocol in which clients represent their datasets and 
independently as blind polynomials before encrypting 
them. In 2018, in the literature, Linming Gong et al. [17] 
proposed a homomorphic encryption based scheme for 
generalized secure two-sided comparisons using the mil-
lionaire problem extended to fractions for comparison. 
Combining the advantages of public key encryption PSI, 
Chen et al. [18] proposed a PSI protocol based on RLWE 
homomorphic encryption.

In 2012, Huang et al. [19] proposed several Boolean cir-
cuit-based PSI with significant improvement in data scal-
ing. Zahur et al. [20] proposed a new approach to produce 
less interference than any of the current schemes. In 2018, 
Pinkas et al. [21] further optimized the circuit-based PSI 

protocol as a way to fight against semi-honest adversar-
ies. Ciampi et al. [22] gave another PSI protocol based on 
two-party secure computation and this protocol possesses 
better performance than the scheme given by Pinkas et al.

Dong et al. [23] proposed a PSI protocol using Bloom 
filters and OT expansion protocol. The constructed pro-
tocol has the ability to operate on billion-scale ensembles 
and can be shown to be secure under the semi-honest 
and malicious models. However, Rindal et  al. proposed 
the possibility of attacks on PSI protocols using Bloom 
filters under the malicious model [24, 25] and showed 
how to improve the existing protocols using Bloom fil-
ters to give the first PSI protocol that is secure under the 
malicious model [26]. In 2014, Pinkas et  al. [27] opti-
mized the semi-honest adversary version.

Blockchain‑based PSI
As a good distributed ledger, blockchain is widely used in 
the scenarios of data sharing and protection. In literature 
[28], blockchain as a framework of deep learning, a deep 
learning framework Deepchain is proposed to ensure data 
privacy and auditability. In literature [29], as a decentral-
ized architecture, blockchain proposes a decentralized 
framework based on blockchain, CrowdBC, so that users’ 
privacy can be guaranteed. In literature [30], an application 
based on blockchain framework is designed and traded.

Due to the nature of blockchain, the issue of block-
chain-based PSI has received a lot of attention. In the 
literature [31], the authors compare the differences 
between using blockchain and smart contract technolo-
gies and not using these two technologies. The results 
show that data integrity, better security and privacy are 
guaranteed in systems using blockchain technology and 
smart contracts. In the literature [32], a blockchain smart 
contract based approach is proposed for sharing IoT 
devices between the system and the user and the own-
ership of the device is continuously transferred and the 
smart contract bridges the information of the new owner 
with the public key, and finally the data released from the 
IoT device is kept private. In literature [33], Zhu et  al. 
proposed a blockchain smart contract execution system 
based on secure multi-party computation, in which a 
smart contract framework based on secure multi-party 
computation and a secure multi-party protocol based 
on secret sharing are designed to standardize the execu-
tion process of smart contracts and ensure the privacy of 
input and correctness of computation in smart contracts. 
In the literature [34], the multi-party secret set intersec-
tion protocol and application generates public and pri-
vate keys by transforming the privacy-secret set into a 
0-1 vector using NTRU homomorphic encryption, and 
then encrypts the vector using the public key and sends it 
to the cloud server.
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In literature [35], Chen et  al. proposed a privacy set 
intersection problem based on obfuscated circuits in 
combination with blockchain, referring to YAO’s universal 
obfuscated circuit valuation technique, and the computed 
ciphertext is simultaneously disclosed to each participant 
after combining with smart contracts, but the protocol 
is less efficient and occupies more memory. In the litera-
ture [36], Xiong et  al. based on the blockchain privacy-
preserving intersection algorithm BPSI, which can avoid 
the assumption of trust in cloud computing centers while 
providing high computational efficiency. The schemes 
proposed in the literature [37] and [38] first tried the G ̈o
del random number and ELGamal encryption algorithms 
to construct a ranking protocol for confidential databases. 
The literature [39], proposed a blockchain-based data 
query scheme that uses secret sharing and smart contract 
design to achieve user control over the data.

Contribution
In this paper, we propose a blockchain-based privacy 
protection scheme for the IoT. The scheme combines 
blockchain and PSI to achieve private computing and 
sharing for both parties of the set. Therefore, the scheme 
can improve the security and efficiency of the blockchain 
nodes, and the results are saved on the blockchain to 
ensure that the data can be securely stored and shared.

The main contributions of this paper are as follows:

• First, we propose a homomorphic encryption PSI 
technique based on 0-1 coding. This technique uses 
0-1 encoding to process the user’s initial data and 
homomorphic encryption of each bit for interactive 
computation. Compared with the most of existing 
techniques, our PSI technique can pre-process com-
plex data, and the encrypted ciphertext can be stored 
on the cloud server. As a result, the computational 
and communication overheads are reduced.

• Second, we design a blockchain-based privacy protec-
tion scheme for IoT. The scheme combines blockchain 
and PSI technique to achieve privacy protection and 
sharing. At the beginning of the scheme, we use smart 
contracts to ensure secure interaction between the two 
parties. Compared with most schemes, our scheme 
uses blockchain instead of cloud servers to store and 
share data, which improves security and efficiency.

Organization
The rest of this paper is organized as follows. In  Pre-
liminaries  section, we describe the relevant techniques 
used in the scheme. In  Homomorphic Encryption PSI 
Technique based on 0-1 Encoding  section, we propose 

a homomorphic encryption PSI technique based on 0-1 
encoding and perform correctness analysis. In  Proposed 
Scheme  section, we design a blockchain technique-based 
privacy protection scheme for IoT and perform correct-
ness analysis. In Security Analysis section, we analyze the 
security of the proposed technique and scheme. In Perfor-
mance Analysis section, we  evaluate the performance of 
the scheme and compare it with other schemes. Finally, a 
conclusion of the scheme is drawn.

Preliminaries
In this section, we will introduce several preliminary tools 
used in this scheme.

Security Model for Secure Multiparty Computation
During the execution of a secure multi-party computation 
protocol, semi-honest participants retain valid informa-
tion during the execution of the protcocol while faithfully 
performing it and try to deduce hidden information about 
other participants. If the participants in a secure multi-
party computation protocol are all semi-honest partici-
pants, the computational model used in the protocol is 
said to be a semi-honest model. Since the computational 
models in the protocols in this paper are all semi-honest, 
models, the definition of the secure type of the two-party 
computational model under the semi-honest model is 
given below.

Let Alice and Bob have a protocol to compute a function f 
by private data as x, y, and π , respectively. And both parties 
want to compute the function F: (x, y) → (f1(x, y), f2(x, y)) 
by cooperating without disclosing their respective private 
data, where there exists a probabilistic polynomial func-
tion f: {0, 1}∗ × {0, 1}∗ → {0, 1}∗ × {0, 1}∗ , f1(x, y) and 
f2(x, y) are the two components of the resulting function 
F computed by Alice and Bob, respectively. The sequence 
of messages obtained by Alice during the execution of 
the protocol is denoted as viewπ

1
(x, y) , and similarly the 

sequence of messages obtained by Bob is denoted as 
viewπ

2
(x, y) , and the resulting outputs are denoted as 

outputπ
1
(x, y) and outputπ

2
(x, y) , respectively.

Definition 1 For a function f, if there exist probability 
polynomials S1 and S2 satisfying Eqs. (1) and (2), it is said 
to be a π confidential computational function.

where c
≡ denotes computational indistinguishability. To 

prove that a secure multi-party computation protocol is 
secure, it is necessary to construct simulator S1 and S2 
such that (1) and (2) hold.

(1){S1(x, f1(x, y)), f2(x, y)}x,y
c
≡ {view�

1
(x, y), output�

2
(x, y)}x,y

(2){f1(x, y), S2(x, f2(x, y)}x,y)
c
≡ {output�

1
(x, y), view�

2
(x, y)}x,y
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Homomorphic Encryption
The notion of homomorphic encryption was introduced 
by Rivest [40], and its special properties make it possible 
to perform some operations directly on the ciphertext 
without decrypting it. Sander [41] defines additive and 
multiplicative homomorphic encryption over the ring of 
integers.

• Additive homomorphic encryption: If the PKC 
scheme (KeyGen,En,Dec) is additive homomorphic, 
then for any plaintext ( m1 , m2 ) and also any private 
key pair (sk, pk), there exists. 

 The additive homomorphic PKC scheme has multi-
plicative properties: 

Pailliar Algorithm
Pailliar algorithm is a basic probabilistic encryption 
algorithm and Pailliar encryption algorithm has additive 
homomorphism [42].

• KeyGen() → (pk, sk) Two independent large prime 
numbers p and q are randomly selected, which sat-
isfy gcd(pq, (p− 1)(q − 1)) = 1 , calculate n = pq , 
� = LCM(p− 1, q − 1) , and randomly select 
g ∈ Z∗

n2
 . In this case, the public key pk = (n, g) and 

the private key sk = (�).
• En(pk,m) → c The ciphertext c = gmrn(modn2) is 

calculated by randomly selecting r ∈ Z∗
n.

• Dec(sk, c) → c the function: 

(3)Enpk(m1 +m2) = Enpk(m1)× Enpk(m2)

(4)Enpk(m1 ×m2) = (Enpk(m1))m2

(5)L(x) =
x − 1

n

To caculate:

Bloom Filter
A Bloom filter is a very common query operation in soft-
ware development [14] by querying whether an element 
belongs to a certain set or not. First define the parameters 
of the Bloom filter - according to the agreed capacity n of 
the two institutions A and B and the error rate p. Then 
calculate the length m of the Bloom filter and the number 
of hash functions k.

The probability of error has the following formula:

The structure of the Bloom filter is shown in Fig. 1.

Homomorphic Encryption PSI Technique based 
on 0‑1 Encoding
In this section, we introduce the homomorphic encryp-
tion PSI technique based on 0-1 encoding.

Description
As shown in Fig.  2, the homomorphic encryption PSI 
technique based on 0-1 encoding consists of three stages: 
date initialization, date processing and date sharing. 

(6)m =
L(c�modn2)

L(g�modn2)
modn

(7)k =
m

n
ln2

(8)m = −
nlnp

(ln2)2

(9)P = [1− (1−
1

m
)nk]k ≈ (1− e−

kn
m )k

Fig. 1 Structure of bloom filter



Page 5 of 13Zhou et al. Journal of Cloud Computing           (2022) 11:93  

1 Data Initialization: In this stage, we set partici-
pant A to hold data set PA and participant B to hold 
data set PB . Then, the sets of A and B are encoded 
0-1, assuming that the participating parties have 
sets S1 , S2 ⊆ {a1, a2, ..., an}=U, where U is the full-
order set. When one of the parties encodes its set 
Si = {s1, s2, ..., sn} as a new vector bi = {b1, ..., bn} , 
where if bi=1, then Si ∈ U  , if bi = 0, then Si /∈ U  . 
After this stage, the vectors involved are all of length 
n, which can well hide the length of the set.

2 Data Processing: In this stage, data processing is 
divided into the following four steps: key generation, 
Bloom filter construction, hash function genera-
tion and intersection caculation. The specific steps 
are described as follows: Step 1: Key Generation. 
For the set bBi obtained after the initial setup, Pail-
liar encryption is used, and then the public key pk 
and the private key sk are generated. Step 2: Bloom 
filter Construction. For the set bBi obtained Bloom 
filter, it is necessary to choose the appropriate values 
of k and m. The obtained Bloom filter is denoted as 
BFB[i] . The BFB[i] is encrypted with the public key 
pk described above to obtain Ci , which satisfies: 

Step 3: Hash function Generation. Use k hash func-
tions to perform the calculation for the bAi set. The 
procedure is as follows: 

(10)Ci = Enpk(BFB[i])

(11)
bAi = {bA1

, ..., bAn} → {h0(bAi), ..., hk−1(bAi)}

Step 4: Intersection Calculation. Use Ci and its public 
key pk obtained after B’s calculation to send to A, in 
which A extracts C∗

i  , satisfying the following: 

 When A obtains C∗
i  , the following operation is per-

formed on C∗
i  to obtain the desired ebAi . 

3 Data Sharing: The A gets ebAi and sends ( e1,...,en ) to 
B. The B receives ( e1,...,en ) and decrypts ei using the 
private key sk to obtain: 

 The obtained bi is the base of A ∩ B . It is because the 
representation and operations are performed with a 
fixed set of full order, so if bi = 1, bi ∈ A ∩ B and vice 
versa si /∈ A ∩ B.

Correctness Analysis
First, prove that ebAi and bi in the PSI technique process:

(12)C∗
i = {Ch0(bAi

)
, ...,Chk−1(bAi

)
}

(13)ebAi
= (C∗

i )
bAi Enpk(0)

(14)bi = Decsk(ei)

(15)

ebAi
=(C∗

i
)
bAi Enpk(0)

={Ch0
(bAi

)rn
i,0
modn2, ...,Chk−1

(bAi
)rn

i,k−1
modn2}

={Encpk (BFB[h0(bAi
)])Encpk (0), ...,Encpk (BFB[hk−1(bAi

)])Encpk (0)}

={Encpk (BFB[h0(bAi
)]) + 0, ...,Encpk (BFB[hk−1(bAi

)]) + 0}

={Encpk (BFB[h0(bAi
)]), ...,Encpk (BFB[hk−1(bAi

)])}

Fig. 2 Protocol procedure
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where r is a random number that plays a crucial role in 
protecting the privacy of the data.

The intersection part is obtained where 1 is shown in 
the result, and the number of 1s is the base of the inter-
section of the two sets. Therefore, this PSI technique is 
correct.

Proposed Scheme
In this section, we propose a scheme that combines 0-1 
encoded homomorphic cryptographic PSI with block-
chain to achieve security and privacy protection during 
data interaction. The notations used in this scheme are 
listed in Table 1.

Overview
Our scheme system model includes: receiver and sender, 
smart contract, blockchain, and other relevant informa-
tion. The system model is shown in the Fig. 3.

Blockchain and smart contract play an indispensa-
ble role in the system model. In our scheme, the pri-
vacy information of both parties’ data is well protected. 
First, the information on the blockchain is immutable. 
Once the information is verified and uploaded to the 
blockchain, it will be stored permanently. Moreover, 
the stability and reliability of blockchain data are very 
high, and it is not easy to cause data leakage, which 
makes the combination of PSI technique and blockchain 
have very good security. In addition, if one party does 
not follow the rules, there is a multiplication mecha-
nism in place. Act as an intermediate manager during 

(16)
bBi ∩ bAi =bBi × bAi

=(bB1 , ..., bBi)× (bA1
, ..., bAi)

=(bB1 × bA1
, ..., bBi × bAi)

(17)
bi =Dec(ei)

=Decsk(Encpk(BFB[hk−1(bAi)]))

=BFB[hk−1(bAi)]

the project. Finally, the scheme invokes smart contract 
to make rules. The smart contract was used to ensure 
that both parties could abide by the agreed rules dur-
ing data interaction, making the scheme more secure 
and reliable. Therefore, the process of data uploading 
to the blockchain in this scheme has high security and 
confidentiality.

There are two parties in the system model: the receiver 
and the sender. The subset of users is selected from a 
fixed domain and needs to be stored in our cloud serv-
ers. For example, in a large IoT environment. a) In the 
power grid, when user information is shared or the 
power grid is blacklisted with other companies for user 
queries, the user’s blacklist is a subset of the total list, 
so it has a full set collection for queries and during the 
query process, it does not disclose any privacy of the 
people on the list and can store this blacklist in the cloud 
server for the next query. b) In connected car dating, 
if a user wants to select friends with the same hobbies 
or interests, he/she can use this PSI technique to input 
the user’s attribute set and store it in the cloud server, 
which can be sent to other people for friend selection 
at any time, without revealing any private information 
about him/herself in the process. c) In smart healthcare, 
the privacy protection of medical data is very important, 
so the data needs to be secure when sharing medical 
data. When entering information about a patient’s dis-
ease, symptoms and treatment, it is selected from a fixed 
domain and stored on the system for future treatment 
and information sharing with other doctors or hospitals, 
so it can be stored, calculated and shared using our PSI 
technique.

The overall scheme is described as follows.
Step 1: Stage Initialization

1 The smart contract is signed and deployed between 
the two parties according to the requirements.

2 The data set from the sender and receiver is repre-
sented as two new vectors by using the 0-1 encoding.

Table 1 Notations and descriptions

N The length of the data set

pk, sk B’s public and private keys

BFB[i] B generated Bloom filter

Ci Ciphertext generated after b’s key is added to the dense BF

bAi,bBi The number generated when the ith bit in the original set of A or B is encoded with 0-1

hk−1(bAi) The k-1th hash function is used to compute the set encoded by A

C∗
i The new set extract from Ci

Enpk, Decsk Encryption using the public key pk and decryption using the private key sk

T The intersection of A and B
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Step 2: Interaction Setting

1 The sender’s new vector is hashed and the receiver gen-
erates a public-private key with homomorphic encryp-
tion. Its public key is then uploaded to the blockchain 
through a smart contract, and the sender downloads the 
public key on the blockchain through the smart contract.

2 The receiver builds a Bloom filter and uploades it to 
the blockchain, where it encrypts the Bloom filter 
with its public key.

3 The sender uploads its hash vector to the blockchain 
through the smart contract. The blockchain begins 
to extract and compute information through the 
deployment of smart contract.

4 The receiver downloads the computation result 
through the smart contract and decrypts the message 
with its private key.

Step 3: Results Distribution

1 The sender uploads its decrypted vector to the block-
chain through the smart contract.

2 The receiver downloads its result.

Scheme Details
The procedure of scheme is shown in Fig. 4. 

1 Stage InitializationStep 1: The set of both users 
is represented as two new vectors by the 0-1 
code. It is important to note that there exist sets 
S1, S2 ⊆ {a1, a2, ..., an} = U on both sides, where 

U is the full-order set. if when one of the par-
ties encodes the set PA = {s1, ..., sn} as a new vec-
tor bi = {b1, ..., bn} , where if bi=1, then Si ∈ U . if bi
=0, then Si /∈ U .Step 2: Both parties sign and deploy 
smart contracts according to their respective require-
ments.

2 Interaction SettingStep 1: After encoding the data PB 
of sender B, the newly formed vector bB adopts Pail-
liar homomorphic encryption to generate public key 
pk and private key sk. Step 2: The sender construct the 
Bloom filter BFB[i] = (BFB[0], ...,BFB[m− 1]) . The 
receiver B’s public key pk and BFB[i] are uploaded 
to the blockchain through a smart contract. The 
sender A downloads B’s public key pk on the block-
chain through the smart contract. The blockchain 
encrypts BF[i] using the public key pk sent by B to 
get Ci = Enpky(BFB[i]) . Step 3: After PA is encoded, 
the vector bA and k hash functions {h0, ..., hk−1} of 
each bAi are formed to obtain {h0(bAi), ..., hk−1(bAi)} . 
The hash set is uploaded to the blockchain through 
the smart contract. The blockchain extracts 
the Ci calculated in the previous step to obtain 
Ci

∗ = {Ch0(bAi), ...,Chk−1
(bAi)} and perform the cal-

culation to obtain ebAi = (C∗
i )bAiEnpk(0) . Step 4: 

The receiver B downloads computation set (e1, .., en) . 
Then decrypt it with own private key sk, and get 
bi = Decsk(ei) . Finally, the calculation result bi is sent 
to the blockchain through the smart contract.

3 Results Distribution  After receiving bi on the block-
chain, A downloads the result, and this result is the 
set of intersection T=A ∩ B . The number of 1’s in its 
final set is the intersection base.

Fig. 3 System model
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Security Analysis
In this section, we analyze the security of the proposed 
PSI technique in  Security of Proposed PSI  section and 
the security of the proposed scheme in  Security of the 
Proposed Scheme section, respectively.

Security of Proposed PSI
According to Definition 1: The above PSI technique is 
secure in the semi-honest model. Our evidence is given 
below, where one side is dishonest and the other hon-
est. In each case, we will construct a simulator in the 
ideal model. When the PSI technique is performed, 
there is no difference between the ideal case and the 
real case when the calculation is made.

Case 1: Corrupted Party A
In such a case, a simulator Sim is constructed which 

is an ideal model in which one party A is dishonest and 
has the following cases. 

1 Sim generates a set of public and private keys (pk, sk) 
and sends its public key pk to A.

2 Treat Sim as B and start the technique. 
bBi

∗ = (1 ≤ i ≤ n) and construct the Bloom filter 
BFB[i]

∗ and encrypt it with Ci
∗ = Enpk(BFB[i]

∗) . 
Then send it to A.

3 After receiving ebAi from A, Sim computes bi∗ = 
Decsk(ei ) = BFB[h(bAi)].

4 The position and number of 1’s in bi obtained by 
Sim is the intersection part, ideal model and then 
obtained bi.

In the real execution:
viewπ

A = (ci(1 ≤ i ≤ n), bi(1 ≤ i ≤ n))

In the simulation:
viewπ

f = (ci
∗(1 ≤ i ≤ n), bi

∗(1 ≤ i ≤ n))

After comparing the real execution with the simu-
lated execution of this technique, we get the same 
results. Then, in Case 1, Sim’s view is computationally 
indistinguishable from the real view. Therefore, the 
security mode is satisfied.

Case 2: Corrupted Party B
In such a case, a simulator Sim is constructed which 

is an ideal model in which one party B is dishonest and 
has the following scenario. 

1 Sim generates a set of public and private keys (pk, sk) 
and sends (pk, sk) to B.

2 Treat Sim as A and initiate PSI technique. When 
Ci(1 ≤ i ≤ n) is received, Sim uses the private key sk 
to calculate Decsk(Ci) = BFB[i] ; then the position of 
1 in the filter is the data information of B.

3 Sim sends the input bBi of B to the trusted third party 
in the ideal model, and then obtains the output b.

In the real execution:
viewπ

A = (ci(1 ≤ i ≤ n), bi(1 ≤ i ≤ n))

In the simulation:
viewπ

f = (ci
∗(1 ≤ i ≤ n), bi

∗(1 ≤ i ≤ n))

After comparing the real execution with the simulated 
execution of PSI technique, we get the same result. Then, 
in Case 2, Sim’s view is computationally indistinguishable 
from the real view.

Fig. 4 Scheme procedure
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Therefore, the PSI technique is secure.

Security of the Proposed Scheme
The security of the basic PSI technique has been proved 
in 5.1. Our discussion of the security of the scheme will 
demonstrate two aspects. 1) the security of the data on 
the blockchain. 2) the security of the scheme if one party 
is dishonest.

Theorem  1 Assuming that the scheme is carried out 
in such a way that the private data of both participating 
parties are not available to any party. The proposed pri-
vacy set intersection technique securely implements the 
interactive computation on the blockchain.

Proof
Data security for users: For A, throughout the homomor-
phic operation, ebAi = (ci

∗)bAiEnpk(0) in the calculation of 
rni,k−1

 , it is a random number, which plays a protective role 
in protecting A’s private data, and the initial data of A is 
encoded by 0-1 and then expressed by hash calculation, 
because the hash function has a one-way nature, which in 
turn ensures A’s data security.

For B, In the whole process of the protocol, B uses the pub-
lic key pk = (n, g) of the Pailliar encryption algorithm to 
encrypt BFB[i] to get Ci = Enpk [BFB[i]] = gmrn(modn2) , 
which is then uploaded to the blockchain through a 
smart contract. Since the private key � is in the hands of 
B, no one can decrypt Ci , and g ∈ Zn

∗ in the public key is 
chosen randomly for B. Therefore, it is also impossible to 
obtain B’s private message PB from Ci . Therefore, B’s data 
is secure.

Data security on the blockchain: Due to the immutabil-
ity and traceability of the blockchain, this means that 
once data is written to the blockchain, no one can eas-
ily change the data information without permission. And 
the information is written to the blockchain in chrono-
logical order. Once there is any problem, we can trace 
back and check every link to ensure the data security of 
both parties.

Since both the private key sk and the � in the public key 
are specified by B, the Ci uploaded by B will not cause 
data leakage even if it is public, so C∗

i  is secure. The r in 
the blockchain e is a random number of A, so the data on 
the blockchain will not leak the private data of any party 
even if it is made public.

So that the scheme we propose to get the data is secure.

Theorem  2 Under the semi-honest model, our block-
chain-based PSI scheme is secure.

Proof
When A does not comply with the scheme and has the 
malicious act of obtaining others’ information, as in 5.1, 
(ci(1 ≤ i ≤ n), bi(1 ≤ i ≤ n))

c

≡ (ci
∗(1 ≤ i ≤ n), bi

∗
(1 ≤ i ≤ n)) and 

viewπ
A

c
≡ viewπ

f  , so if A does not comply with the scheme, 
the computational and real views are indistinguishable in 
Sim’s view.

If receiver B does not comply with the scheme, there is a 
malicious behavior to obtain information from others. 
Due to the nature of public key encryption, 
(ci(1 ≤ i ≤ n), bi(1 ≤ i ≤ n))

c

≡ (ci
∗(1 ≤ i ≤ n), bi

∗
(1 ≤ i ≤ n)) and 

viewπ
A

c
≡ viewπ

f  ,B sends the error message through the 
smart contract and then uploads it to the chain. However, 
since the vector of sender A is projected by hash func-
tion, it is computationally irreversible, so the privacy of 
A’s data is also guaranteed.

Therefore, our proposed scheme is secure under the 
semi-honest model.

Performance Analysis
In this section, we analyze the performance of the PSI 
technique presented in  Homomorphic Encryption PSI 
Technique based on 0-1 Encoding section and the perfor-
mance of the scheme proposed in Proposed Scheme sec-
tion, respectively.

Performance of Proposed PSI
Since the development of PSI so far, the communication 
complexity and computational complexity of PSI tech-
nique are the most concerned. Therefore, the comparison 
of the communication and computational complexity of 
PSI technique with other literatures is analyzed. We eval-
uate our PSI technique by comparing it with other exist-
ing PSI techniques in two major aspects.

1) Computational complexity and communication 
complexity.

In literature [12], Cristofaro and Tsudik proposed a 
blind RSA based PKC-PSI protocol with less commu-
nication complexity but higher computational over-
head. In the literature [21], Pinkas et al. use hash tables 
to optimize the scheme of Huang [19] et  al. but the 



Page 10 of 13Zhou et al. Journal of Cloud Computing           (2022) 11:93 

computational and communication complexity and is 
larger. In the literature [23], Dong et  al. proposed PSI 
using Bloom filters and OT extension protocols, but 
requires a large number of OT protocols as subpro-
tocols and has computationally complex mode index 
calculations. In protocol [22], Ciampi et  al. used cir-
cuit-based PSI in two-room secure computation, which 
has better performance but due to the circuit scheme 
requires a large amount of memory, in order to reduce 
the memory consumption, we chose homomorphic 
encryption based PSI technique. The computational 
complexity and communication complexity are shown 
in Table 2.

2) Since our protocol can be used by securely storing 
the dataset to the cloud server, the encrypted data set can 
be used directly at the time of use.

In the literature [12, 19, 21, 27], when the data set 
is outsourced to be stored on a cloud server, it must 
be encrypted first and then needs to be decrypted in 
advance at the time of use. As shown in Table  3, our 
protocol stores the data securely on the cloud server 
and can directly use the encrypted dataset, thus mak-
ing it more efficient and convenient, on top of which the 
use of 0-1 encoding also naturally hides the basis of the 
dataset.

In our protocol, 0-1 encoding, hashing and homo-
morphic encryption are used. Triple message encryp-
tion achieves great security in the process of interaction. 
After combining with blockchain, the constraint of smart 
contract makes the security higher. Therefore, ordinary 
channels are sufficient in our protocol and scheme.

Performance of the Proposed Scheme
IoT technique still faces various challenges as it is applied 
and developed. In terms of personal privacy, it is mani-
fested in the fact that personal privacy data can be easily 
leaked by hackers. In terms of architecture, it is mani-
fested in the rigidity of the architecture, and the cur-
rent IoT data buildings are aggregated to a single central 

control system. In terms of transmission communication, 
the inconsistency of standards and other requirements 
between various IoTs leads to the formation of equip-
ment access becomes difficult, so data can be called and 
access control becomes the focus.

According to the above difficulties of IoT, the perfor-
mance of our solution is evaluated in four aspects: its pri-
vacy, user security, data recallability, and access control. 
In our evaluation, we draw conclusions by comparing the 
existing schemes with our technique.

Firstly, in the literature [34], the same 0-1 vector is used 
to generate public and private keys using NTRU homo-
morphic encryption afterwards. However, this scheme is 
suitable for multiparty data collection but not for query-
ing data on the IoT, so the application scenario is less and 
the data is not callable.

Secondly, the proposed schemes in [37] and [38] use 
G ̈odel coding and ELGamal homomorphic encryption 
to construct the intersection/merge set of secure multi-
party data sets in cloud environment, and random num-
bers and ELGamal encryption algorithm to construct 
the set ordering, but the connection between data and 
user is exposed during the operation, so it is difficult to 
ensure user security. In the literature [39], a blockchain-
based data storage query scheme is proposed using secret 

Table 2 Protocol comparison

1 k,s: The parameters used in the hash function.
2 κ : The security parameters.
3 m: max(NX;NY)

Protocol Computational 
complexity

Communication 
complexity

De Cristofaro and 
Tsudik [12]

2(NX+NY)pk2 (NX+NY)ρ+NXν

Pinkas et al. [21] 3 ∈ NY + (k + s)NXsym1 512∈NY + (k + s)NXν

Dong et al. [23] 3.6m3κsym
1 : 44mκ(κ + �)

Ciampi and Orlandi 
[22]

m(4σ log m+3σ)sym m(2σκ +mκ)

Ours 2(NX+NY)pk+2.5m κ sym NYρ+NXν

Table 3 Security function comparison among existing protocols

1 The technique can store users’ data securely on cloud servers.
2 The technique requires a secure connection channel between the two users

Protocol Secure storage in 
cloud  servers1

Secure 
channel 
 required2

De Cristofaro and Tsudik [12] × ×

Huang et al. [19] × ×

Abadi et al. [16] � �

Dong et al. [23] × �

Ours � ×

Table 4 Security function comparison among existing schemes

1 The privacy protection for user data held by data providers.
2 The security of user personal information.
3 The scheme can store and enable data to be recalled.
4 The scheme can perform access control

Scheme Privacy1 User 
 security2

Data 
 callability3

Access 
control 
4

Luo et al. [34] � � × -

Li et al. [37] � × � -

Li et al. [38] � × � -

Zhang et al. [39] � × × �

Ours � � � �
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Table 5 Comparison of the runtime with related protocols

Protocol [12] [19] [27] [21] [16] ours

Set size

   28 2.89 1.9 1.98 2.49 3.452 1.778

   212 4.099 3.139 2.54 2.51 5.658 2.204

   216 5.31 4.51 3.458 2.835 5.85 3.223

   220 6.504 - - 3.74 5.658 4.444

8 10 12 14 16 18 20 22

The set size is 2x
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Fig. 5 Running time of related PSI protocols
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Fig. 6 Communication overhead of related PSI protocols
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sharing and smart contracts, but it leaks the relation-
ship between users and the data cannot be recalled while 
securing the blockchain.We can show from Table 4 that 
the comparison of security function in existing schemes.

Finally, our scheme is realized by the combination of 
0-1 coding and blockchain, the data is callable on the 
chain with high privacy and user security, and access 
control can be achieved, which is well combined with the 
current status of the Internet of Things and related secu-
rity issues, and has a better performance.

To more visually validate and compare the effective-
ness of the technique and the scheme, we conducted 
the experiments using Windows 10 operating system, 
Intel(R) Core(TM) i7-5500U CPU @ 2.40 GHz processor, 
and 8.00 GB RAM. In Table 5, we show the running times 
under different set sizes after comparing the relevant lit-
erature with our protocols. In Fig.  5, the running time 
of our technique is compared with the literature [12, 16, 
19, 21, 27] for different data set sizes. From them it can 
be seen that our PSI technique is more efficient than the 
circuit-based and OT-based PSI techniques. In Fig. 6, the 
communication is compared between our technique and 
the literature [12, 21] for different data set sizes. From them 
it can be seen that our scheme has some advantages in use 
as it is less expensive to communicate with other schemes.

Conclusion
In this paper, we have proposed a blockchain-based homo-
morphic encryption PSI technique in the IoT environment 
to achieve privacy protection. First, 0-1 encoding is used 
to represent the set, and then homomorphic encryption 
is used for data interaction, which is beneficial to securely 
store user data in the cloud environment and to directly 
call the data later. In addition, a data privacy protection 
scheme for the IoT scenario is designed based on block-
chain and smart contract. The scheme uses smart contracts 
to bind both parties to the agreement, and uses blockchain 
to achieve data traceability and securely store data on the 
blockchain. We show that the protocol has strong security 
and correctness by proving the security and correctness 
of the protocol. Also, compared with other solutions, our 
solution has higher user security and callability, and there-
fore has a wider range of application scenarios.
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