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Abstract 

Cloud-edge data security is a key issue in the internet of vehicles (IoV), as the potential for data breaches increases as 
more vehicles are connected. As vehicles become smarter and more connected, the risk of unauthorized access to 
the data generated by the vehicles also increases. Data encryption is a highly effective security measure that is widely 
used to protect the IoV from malicious actors. By encrypting data, it becomes virtually impossible for unauthorized 
individuals to access the information. This ensures that only the intended parties can access the data, allowing for 
secure communication between cloud and edge. Data encryption is a cost-effective and reliable security measure 
that is essential for any organization that relies on the IoV. The IoV is characterized by the large volume of data that 
is exchanged between devices in cloud and edge. This necessitates the use of a strong encryption method, such as 
stream ciphering, which is particularly well-suited to this type of environment. Stream ciphering provides the highest 
levels of security, making it the ideal choice for securing data transmission in the IoV. Many stream ciphering algo-
rithms use bitwise exclusive or (XOR) to encrypt the data stream, so the core is the generation of a pseudo-random 
key stream. This paper proves that the probability of the number 1 appearing in the middle part of the Zeckendorf 
representation is constant, which can be used to generate pseudo-random key stream sequences. The pseudo-
random sequence generated by the linear feedback shift register (LSFR) is periodic, and the key sequence will be 
duplicated. The logistic chaos (LC) sequence is too sensitive to the disturbance of initial value, and its stability is poor. 
In this paper, our proposed ZPKG (key generator based on Zeckendorf presentation) algorithm solves these two main 
problems in stream ciphering. The generated key sequence not only has strong randomness, but also is infinitely long, 
and it is robust to the minor disturbance of the initial value.
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Graphical Abstract

Introduction
Internet of Vehicles (IoV) is an emerging technology that 
enables the connection of vehicles to the Internet, allow-
ing them to communicate with other connected devices. 
This technology enables vehicles to be monitored and 
controlled remotely, allowing for advanced safety features 
such as automatic braking and lane departure warnings. 
It also allows for improved fuel efficiency and emissions 
management and the integration of other digital services 
such as navigation, entertainment, and more. IoV is a rap-
idly developing technology with the potential to revolu-
tionize the automotive industry, making vehicles safer 
and more efficient. Big data analytics can be used to gain 
valuable insights from the data collected, allowing for bet-
ter decision-making and predictive capabilities. With the 
ever-increasing sophistication of technology, the sensors 
can detect a multitude of variables, from the vehicle’s speed 
and direction to the engine’s temperature and fuel level. 
Figure 1 gives examples of the data transmitted in the IoV, 
including advisory speed, flags, vehicle speed, driver input, 
raw position, lane level position, and so on. The data are 
often transmitted to cloud servers for Map Matching, Digi-
tal Twin Visualization, Human Behavior Modeling, Motion 
Planning, and Control, creating insights into the vehicle’s 
performance and making recommendations for better driv-
ing and maintenance. By combining the power of IoV and 
Big Data, businesses can make better decisions and create 
innovative solutions which can improve the lives of individ-
uals and communities.

A typical model of IoV is comprised of three parties:

• Cloud: The Cloud is considered reliable and trust-
worthy. Periodically, the RSU sends data packets to 
the Cloud. The data packets contain critical informa-
tion such as car conditions, real-time traffic condi-
tions, etc. The Cloud records the properties of each 
car and broadcast traffic statistics.

• RSUs: RSUs (Road Side Units) are roadside units in 
the ETC system that are supported by Dedicated 
Short Range Communication (DSRC) technol-
ogy. They interact with OBUs. RSUs are utilized for 
vehicle identification as well as computerized point 
deduction. RSUs are often put on the side of the road 
and unattended express lanes, which are responsible 
for the management of highways and vehicle yards.

• OBUs: OBUs (Short for On Board Units) is a micro-
wave device that communicates with RSUs through 
Dedicated Short Range Communication (DSRC) 
technology. The OBUs on the vehicle and the RSU-
Road Side Units on the side of the road interact with 
each other through microwaves in the ETC system. 
When the vehicle speeds through the RSU, the OBU, 
and the RSU interact with microwaves, much like 
our contactless card, but from a distance of a dozen 
meters and at a higher frequency of 5.8GHz. When 
it passes, it determines the authenticity, receives the 
model, computes the rate, and subtracts the toll.
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Figure  2 depicts cloud-edge communication scenar-
ios, where OBUs and RSUs act as edge devices and they 
communicate with the cloud.

Cloud-edge data security is a critical issue in IoV, as 
this technology introduces a range of new cybersecurity 
risks. Automated vehicles are connected to the cloud 

for critical services such as navigation, safety and secu-
rity, and fleet management. However, this also means 
that the data and communication generated by these 
vehicles are vulnerable to cyber-attacks. The data could 
be intercepted and manipulated, leading to potential 
safety issues, or the vehicle itself could be taken over 

Fig. 1 The data transmitted in IoV

Fig. 2 Cloud-Edge (RSU and OBU) communication scenarios in IoV
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by malicious actors. Data encryption is one of the most 
powerful tools available to address these security con-
cerns, which offers an effective way to protect sensitive 
information from unauthorized access. By scrambling 
data and making it unreadable, encryption provides an 
extra layer of security to help ensure the privacy and 
integrity of data. The IoV has the feature of big data.

Before the large-scale application of Quantum Cryp-
tography, stream ciphering was the most suitable encryp-
tion method for “big data” [1]. For stream ciphers, 
pseudo-random sequence generation (PRNG) is very 
important. For normal applications, where good statis-
tical properties and speed are important, consider O 
‘Neill’s PCG collection, Vigna’s xoroshiro family, such 
as xoroshiro128 + (not the Japanese name btw, but “X 
or, rotate, shift, rotate “), and D. E. Shaw’s Random123 
suite (including Philox and the well-named ARS, which 
is a simplified form of encrypting infinite zero sequences 
using AES-CTR), though I’m not sure how much check-
ing has been done with Random123 PRNG. To encrypt 
secure PRNG(CSPRNG) For encryption applications 
where unpredictability is important, consider using cryp-
tographically secure PRNGS, for example, Bernstein’s 
ChaCha20, RF C7539. The alternative is Wu’s HC-256 and 
Jenkins’ ISAAC64. The downside of these algorithms is 
that they’re too complicated. Linear Shift Register (LSFR) 
and Logistic chaos (LC) are the two popular PRNGs for 
stream ciphering. Logistic Chaos is a PRNG algorithm 
that utilizes chaotic dynamical systems to generate 
unpredictable numbers. LSFR is a PRNG algorithm that 
uses linear feedback to generate a sequence of pseudo-
random numbers. Both algorithms have been used for 
various applications, including cryptographic applica-
tions, simulation, and game design. Both algorithms are 
capable of generating statistically random numbers, mak-
ing them useful for applications that require a certain 
degree of randomness. However, the pseudo-random 
sequence generated by the linear feedback shift register 
(LSFR) is periodic, and the key sequence will be repeated. 
LC method, which is used most currently, however, has a 
synchronization problem. That is, it is too sensitive to the 
disturbance of initial parameters and has poor stability.

Fibonacci numbers have been known to mathematics 
for some 800 years and it seems rather surprising that this 
property of theirs did not receive attention until relatively 
recently. Indeed, nothing appeared in print concerning 
the Zeckendorf representation until the middle of the 
20th century, with the publication of a paper by C.G. Lek-
kerkerker [2]. Zeckendorf did not publish his account 
until 1972 (see [3]) although he had proof of his theorem 
by 1939. Every positive integer can also be uniquely rep-
resented as a sum of the different powers of two, and it 
is natural to compare Zeckendorf representations with 

binary representations. This is pursued in [4], where 
there is a discussion of algorithms that, given two posi-
tive integers a and b in the Zeckendorf form, produce the 
Zeckendorf forms for a + b. Zeckendorf ’s Theorem points 
out that natural numbers are the sum of one or more dif-
ferent Fibonacci numbers [5]. In other words, a positive 
integer n can be expressed as: N = Fk1 + Fk2 + FL + Fkr . 
For example: 17 = F1 + F4 + F7,  20 = F3 + F5 + F7 . If all 
Fibonacci numbers in the above decomposition are 
mapped to a bit string composed of 0,1 according to 
their positions, that is, let the positions k1, k2, …, kr of the 
sequence be 1, and the rest positions are 0, a new cod-
ing system represented by 0,1 can be obtained. This cod-
ing method, also known as Zeckendorf-Lekkerkerker 
coding, is the Ostrowski coding system [6, 7]. In recent 
years, The research in this field is focused on the discus-
sion of mathematical properties. Among other results, 
Bugeaud [8] establishes, in a quantitative form, that any 
sufficiently large integer cannot simultaneously be divis-
ible only by very small primes and have very few digits in 
its Zeckendorf representation. Idziaszek [9] investigates a 
relationship between the numeral system using Zeckend-
orf representations and the golden ratio numeral system. 
Alecci et  al. [10] determine the Zeckendorf representa-
tion of the multiplicative inverse of a modulo Fn. Vuku-
sic et al. [11] find an explicit upper bound for  ya, which 
only depends on the Hamming weight of y concerning 
the Zeckendorf representation. Other influential work 
includes [12]. The Zeckendorf representation has many 
advantages, such as non-uniqueness of coding, strong 
regularity of probability structure, periodicity of mod-
ules, and anti-interference, which may provide a new idea 
for the breakthrough of data encryption in IoV.

In what follows, based on the probability structure 
properties of the Zeckendorf representation, we propose 
a pseudorandom keystream generator (PKG), which can 
be used to encrypt cloud-edge IoV data. The proposed 
PKG algorithm addresses the periodicity problem of lin-
ear feedback shift registers (LFSRs) as well as the syn-
chronization problem of LC.

The following content is organized as follows: Related 
work section reviews the literature, The proposed algo-
rithm section proposes our algorithm, Security analysis 
section carries out security analysis theoretically, Experi-
ments and discussion section conducts experiments and 
discusses the results, and Conclusion section concludes.

Related work
Modern cryptography comprises symmetric encryption, 
asymmetric encryption, and hash functions, with sym-
metric encryption further split into block ciphers and 
stream ciphers. Block ciphers accept fixed-size plain-
text as input, such as 64-bit, 128-bit, 256-bit, and so on. 
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Permutation and diffusion are also used. However, when 
large volumes of data with high real-time needs are sent, 
block encryption algorithms such as DES and AES fail 
to meet the requirements due to their strong correlation 
and high redundancy [13].

Stream ciphers are lightweight encryption algorithms 
that are ideal for big data. Stream ciphers are consider-
ably faster to perform than block ciphers. Stream ciphers 
are classified into two types: those based on bytes and 
those based on pseudo-random number sequences, 
with the latter being more extensively employed in prac-
tice. RC4 is a byte-based stream ciphering method that 
uses the PRGA algorithm to create pseudo-random 
numbers and then uses the KSA encryption technique 
to accomplish particular encryption operations. RC4 
is widely used in SSL/TLS protocol and WEP protocol 
as an IEEE802.11 WLAN standard [14]. The key of a 
stream ciphering technique based on a pseudo-random 
number sequence changes at random and every bit of 
data is encrypted with every bit of key (typically XOR /
XOR operation), making cracking theoretically impos-
sible (one-time encryption principle). Because the XOR 
technique is simple to implement in hardware, it allows 
for real-time encryption of high-speed large data. The 
statistical inspection institution has set stringent ran-
dom criteria for the pseudo-random number sequence. 
Berger et al. [15] developed a new pseudo-random num-
ber generator that is resistant to common assaults and 
can increase internal diffusion properties greatly. In 
recent years, there are many pieces of research on big 
data encryption. For example, Hosseini [16] examines the 
fingerprint system, classifies different aspects of it, such 
as techniques for extracting features and matching pro-
cedures, and identifies various vulnerabilities. He then 
proposes three mitigation strategies, including software 
(big data and encryption/ decryption) and secure hard-
ware techniques. Zhou et al. [17] present a chaotic secure 
communication strategy based on the synchronization of 
multiple complex dynamical networks with double lay-
ers. Djamaluddin et al. [18]’s goal is to verify a real-time 
data transport and analytics environment in terms of 
encryption and access control. Chen et al. [19] present a 
massive data encryption technique based on a de-redun-
dancy approach.

This study is not the first to propose research on stream 
ciphers utilizing Zeckendorf representation. Carry regis-
ter feedback (FCSR) is critical in the hardware design of a 
stream cipher. Lin et al. [20] refined the FCRS circuit and 
developed a homogeneous Zeckendorf representation-
based quark hash function that employs FCRS to pro-
duce random integers [21]. However, this type of study 
focuses on the hardware level rather than the software 

level production of stream cipher key streams; also, these 
studies have not thoroughly examined the properties of 
the Zeckendorf representation. The canonical Zeckendorf 
representation is only used in the random number gen-
erator to raise the disorder degree of the sequence; it has 
not been investigated for the construction of randomness.

The proposed algorithm
Requirements for stream ciphers of big data
RC4 stream cipher technology is a word-based stream 
ciphering method with variable key length and a large num-
ber of permutation operations, making it more appropriate 
for software implementation. However, one out of every 
256 keys in RC4 is a weak key susceptible to state table anal-
ysis attacks [22]. Furthermore, cryptanalysis can uncover a 
significant correlation between the key’s bytes, and if the 
same key sequence is repeated, the hacker can break the 
ciphertext. If the first three words of the key are discovered, 
iteration may be used to retrieve each word of the key used 
in RC4 [23]. Unlike RC4, which encrypts by byte, the LC 
and LFSR use a pseudo-random key stream to encrypt. Lin-
ear feedback shift registers (LFSRs) are excellent for hard-
ware implementation due to their ease of algebraic analysis 
and high unpredictability (they can be successfully built by 
simple logic gates and registers). The primary drawback 
of LFSR is that it is periodic, which means that it can only 
be used to encrypt particular length sequences. Second, 
because its sequence is not a simple monotone sequence, it 
must be initiated [24]. The most often used stream cipher-
ing technology is chaotic encryption. The difficulty with 
encryption is that it is excessively sensitive to the initial val-
ues of parameters due to its nonlinearity and synchroniza-
tion [25]. To address the drawbacks of the LC and LFSR, a 
new pseudo-random key stream generation method with 
the following features must be investigated: First, the key 
stream sequence is sufficiently random. Second, the key 
stream sequence is lengthy enough to encrypt a large quan-
tity of data. Third, the key stream sequence should not be 
very dependent on the starting value.

(1) Randomness

 XOR is commonly used in stream ciphers. If numerous 
data are encrypted with the same key string in this 
situation, the data may be decoded without know-
ing the key sequence. The following are the reasons: 
suppose P1 and P2 are two strings of plaintext data, 
K is the key used to encrypt the data. The ciphertext: 
E1 = P1 ⨁ K, E2 = P2 ⨁ K, ⨁ denotes XOR operation. 
Because E1 ⨁ E2 = P1 ⨁ K ⨁ P2 ⨁ K = P1 ⨁ P2 ⨁ (K ⨁ K) 
= P1 ⨁ P2, XOR P2 on both sides, we obtain E1 ⨁ E2 ⨁ 
P2 = P1 ⨁ P2 ⨁ P2 = P1. The ciphertext is cracked.
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 The Golomb randomness hypothesis [26] defines the 
basic characteristics that a sequence needs to have 
if it is considered random enough. Include:

C1: In a periodic segment, the difference between 
the numbers of 1 s and 0 s is no more than 1.

C2: In a periodic segment, if the length of runs 
accounts for the total number of runs, here it is 
assumed that there are at least two lengths of runs.

C3: Autocorrelation function:

 

 L denotes the length of the sequence, Δ denotes 
the interval.

(2) Infinity
 Because the LSFR pseudo-random sequence is peri-

odic, key duplication will occur if the plaintext 
length exceeds the period of the key sequence. As 
a result, given a large key space, the key stream 
sequence must be both random and aperiodic. In 
theory, this needs an infinitely long key sequence.

(3) Stability
 The LC method is extremely sensitive to the initial 

value, and it is precisely because of this sensitivity 
that it produces randomness, which is also the ori-
gin of the term “chaotic,” that is, the phenomenon 
in which the dynamic system appears random but is 
not random; however, a minor change can result in 
different encryption results, implying that chaotic 
systems are highly uncontrollable.

 To some extent, the key sequence must be sensi-
tive to the starting value. If it is not sensitive, all 
sequences will be the same or equivalent, and the 
intended unpredictability will be lost. The key 
sequence, however, will be easily broken if the ini-
tial value sensitivity is too high.

Algorithm principle
Assuming that there are m ones in the Zeckendorf repre-
sentation sequence, the coding sequence is marked as: ZL, 

m, according to Filipponi and Wolfowicz’s discovery in 1987 
[27], the number of possible sequences is

(1)R(�) =
L

i=1

lili+� = L/2,� = 0
L/4, 0 < � < L

(2)NL,m =











�

L−m+ 1
m

�

, 0 ≤ m ≤
�

L+1
2

�

0,m >

�

L+1
2

�

NL, m(k) indicates the number of all Zeckendorf repre-
sentation sequences with k-th bit being 1. Filipponi et  al. 
proved that:

and

Based on the following assumptions [28]

It can be inferred from (4) that i > m − 1.
Theorem 1 If m < k < L − m + 1, NL, m(k) = NL, m(m) is a 

constant.
Proof From (4), we have

From (5), we have

Then,

Therefore,

Similarly, using (7) and (9), we can get

(3)NL,m(k) = NL,m(L− k + 1)

(4)NL,m(k) =
k−1
∑

i=0

(−1)i
(

L−m− i
m− 1− i

)

NL,m(k)

(5)

Among them.or 1 ≤ k ≤

�

L+1

2

�

.Or

NL,m(k) =
1−(−1)k

2
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m − k

�

+

�

k−2

2

�
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�
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(6)
(

a
−

∣
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∣

∣

)

= 0

(7)

NL,0(k) = 0
NL,1(k) = 1

NL,2(k) =
{

L− 2, k ∈ {1, L}
L− 3, k /∈ {1, L}

(8)

NL,m(m) =
1 − (−1)

2

m
�

L −m − k + 1

m − k

�

+

⌈

m−2

2
⌉

�

i=0

�

L −m − 2i − 1
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(9)

N2m−1,m(m) =
{

1, 2 ∤ m
0, 2|m

N2m,m(m) =
⌈

m+1
2

⌉

N2m+1,m(m) =
{

(m+ 1)2/4, 2 ∤ m
m(m+ 2)/4, 2|m

(10)PrL,m(k) = NL,m(k)/NL,m
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Algorithm implementation
Based on the characteristics of the Zeckendorf represen-
tation structure, a pseudo-random key stream generation 
algorithm is designed.

Suppose there is a pair of keys (e1, e2), which are cal-
culated as follows:

where μn, μm are two prime numbers of the same order 
of magnitude. There is a pseudo-random sequence of 
integers

Its initial value satisfies:

Each of M and Ν is

μn, μm are prime numbers that satisfy Nh + 1 ≠ Mh + 1 。 
H is determined by the message length. Then

Next, perform OR operation on the middle part (the 
part with constant probability) to get Ci of length t:

where,

and

(11)

PrL,m(1) = PrL,m(L) = m
L−m−1

PrL,m(2) = PrL,m(L− 1) = m(L−2m+1)
(L−m−1)(L−m)

Pr2m−1,m(m) =
{

1, 2 ∤ m
0, 2|m

N2m,m =
{

1/2, 2 ∤ m
m/(2m+ 2), 2|m

N2m+1,m =
{

(m+ 1)/(2m+ 4), 2 ∤ m
m/(2m+ 2), 2|m

(12)
{

e1 = (an, cn,µn)

e2 = (am, bm,µm)

(13)
{

N = (N1,N2, · · · ,NH )

M = (M1,M2, · · · ,MH )

(14)
N0 > 0, an, cn < µn

M0 > 0, am, cm < µm

N0  = M0

(15)
{

Nh+1 =
(

anNh + cn

)

mod�n

Mh+1 =
(

amMh + cm

)

mod�m

, 0 ≤ h ≤ H − 1

(16)
{

ZL(Ni) = (n1, n2, · · · , nL)
ZL(Mi) = (m1,m2, · · · ,mL)

(17)Ci = {c1, c2, · · · , ct}

(18)t = L− 2UL + 2

Concatenate Ci, we obtain C of length Ht.

C is the desired pseudo-random key stream. We call this 
pseudo-random key stream generation algorithm “ZPKG” 
(key generator based on Zeckendorf presentation).

Security analysis
Randomness analysis
Let Fr be the maximum Fibonacci number no larger than 
Ni, then the shortest Zeckendorf sequence is SL(Ni) with 
length L = n − 1. We can prove

where � = 1+
√
5

2  denotes the Golden ratio.

When L goes to infinity, PrL,UL(UL) converges. In this 
case, L > 25. Then, the k-th number of ZL(Ni) and ZL(Mi) 
is

Among them,

Similarly,

From (24) and (26), it can be known when L > 25 
Golomb’s first randomness hypothesis is satisfied. 
Golomb’s second randomness hypothesis is difficult 
to prove directly. We can verify whether Pr(00), Pr(01), 
Pr(10) and Pr(11) are satisfied. As per the definition of 
Zeckendorf representation, there is no 11 pair. Therefore, 
we compute

and

Perform logical OR operation to get all pairs.

(19)UL =
5(L+ 2)− 8−

[

5(L+ 2)2 + 4
]1/2

10
+ 1

(20)cj = nk +mk , j = 1, 2, · · · , t, k = UL + j − 1

(21)C = {C1,C2, · · · ,CH }

(22)L =
[

log�
√
5

(

Ni +
1

2

)]

− 1

(23)p(1) = PrL,UL(UL) = NL,UL(UL)/NL,UL

(24)Pr(0) = p2(0) ≈ �2/5 ≈ 0.524

(25)p(0) = 1− p(1) ≈ (�+ 1)/(�+ 2) ≈ 0.724

(26)Pr(1) = 1− Pr(0) = 1− p2(0) ≈ 0.476

(27)p(01) = p(10) = p(1) ≈ 1/(�+ 2)

(28)p(00) = 1 − p(01) − p(10) = 1 − 2p(1) ≈ Φ∕(Φ + 2)
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From (27) and (28), we have

Golomb’s second randomness hypothesis is thus 
satisfied.

Infinity analysis
When H →  + ∞, N and M goes to infinity.

In this way, the pseudo-random key stream that is 
obtained by OR operation with the middle part of the 
Zeckendorf representation of the integer pair tends to be 
infinitely long, that is

That is, the sequence length of C is infinite.

Stability analysis
According to the definition of each item of N and M

Where e1 = (an, cn, μn), e2 = (am, bm, μm) are the initial 
parameters. We make a small change in the initial param-
eter, for example, make cn be cn = cn + 1, then

If encode it as Zeckendorf representation again, then

The new sequence only changes from 0 to 1 at F1, while 
the position of the sequence segment that generates the 
pseudo-random key stream is: [m, L − m + 1] . That is to say, 
the generated pseudo-random key stream will not change.

Experiments and discussion
Statistical properties test
Using the FIPS140–2 [29] standard to test the random 
performance of the output keystream sequence. The four 
main tests are as follows:

(00) = (00)+ (00);
(01) = (01)+ (00), (00)+ (01) or (01)+ (01);
(10) = (10)+ (00), (00)+ (10) or (10)+ (10);
(11) = (10)+ (01) or (01)+ (10)◦

(29)
Pr(00) = p2(00) = 1∕5 = 0.2

Pr(01) = Pr(10) = 2p(00)p(01) + p2(01) ≈ Φ∕5 ≈ 0.324

Pr(11) = 2p2(01) ≈ 2∕
(

5Φ2
)

≈ 0.152

(30)
{

N = (N1,N2, · · · ,NH )

M = (M1,M2, · · · ,MH )
,H → +∞

(31)C = {C1,C2, · · · ,CH } → ∞, if H → +∞

(32)

{

Nh+1 = (anNh + cn)modµn

Mh+1 = (amMh + cm)modµm
, 0 ≤ h ≤ H − 1

(33)Nh+1 = (anNh + cn + 1)modµn ≈ Nh+1 + 1

(34)
Z
(

Nh+1

)

= 1, 0, 1, · · · , 0F1 , 0
Z
(

Nh+1

)

= 1, 0, 1, · · · , 1F1 , 0

(1) Monobit test: The number M of “1” in the 
output 20,000bit stream sequence satisfies 
9725 < M < 10275.

(2) Poker test: Divide 20,000-bit stream sequences into 
5000 continuous 4-bit blocks, and the following 
conditions are required f(i) is the number of deci-
mal values i of 4-bit blocks, where 0 < i < 15, the test 
value X = 16

5000

∑15
i=0f

2(i)− 5000 , passes the stand-
ard 2.16 < X < 46.17.

(3) Run test: The number of continuous “1” or “0” in 
the 20,000-bit stream sequence is required to meet 
the standard in Table 1.

(4) Long run test: It is required that the length of con-
tinuous “1” in the 20,000-bit stream sequence can-
not exceed 26.

To test the randomness of the keystream sequence gen-
erated by the algorithm, each of the four main tests was 
performed k = 200 times, each time using a different ini-
tial key. The results are shown in Figs. 3 and 4.

Scrambling effect

(1) First check the relevance of the key. The key auto-
correlation function obtained by randomly generat-
ing a 2048-bit key stream is shown in Fig.  5a. The 
autocorrelation function of the ciphertext obtained 
by encrypting the same plaintext “vehicle-related 
data...traffic-related data” using these keys is shown 
in Fig. 5b.

It can be seen that the correlation function of the 
key and the ciphertext has no repetition period, has 
characteristics similar to white noise, and has good 
autocorrelation.

(2) Information entropy is one of the measurement 
indicators of uncertainty. The ciphertext (2048bit) 
information entropy is shown in Table 2.

 According to information theory, when the probabil-
ity of occurrence of each symbol of the sequence 
(in binary terms, 0 or 1) is equal, the informa-

Table 1 Run test pass standard

Length of continuous “1” Number

1 2315 ~ 2685

2 1114 ~ 1386

3 524 ~ 723

4 240 ~ 384

5 103 ~ 209

6+ 103 ~ 209
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Fig. 3 The result of a the Monobit test and b the Poker test



Page 10 of 13Wu et al. Journal of Cloud Computing           (2023) 12:39 

tion entropy reaches the maximum value. Here, 
the maximum information entropy of the 2048bit 
sequence is log2048 = 11. It can be seen that the 
information entropy of the three algorithms is 
close to 11, approaching the theoretical upper limit. 
The information entropy of the ZPKG algorithm 
is greater than that of the LSFR and LC, indicat-
ing that the ciphertext generated by it has a higher 
degree of disorder and a better scrambling effect.

Sensitivity test

(1) Check whether it conforms to the avalanche princi-
ple and the mutual correlation characteristics. Ran-
domly change the key by 1 bit, and the obtained 
2 KB ciphertext changes by 1.023 KB and the change 
amount is 49 95%, which shows that the encryption 
method has a strong avalanche effect. The cross-
correlation functions of the obtained two sets of 
ciphertexts are shown in Fig. 6. A value close to zero 
indicates that a small change in the key will cause a 
complete change in the ciphertext.

(2) The generalized avalanche effect is not only the 
change of the ciphertext caused by the change of 
the key but also the change of the ciphertext caused 
by the change of the bits of the plaintext. Extend 
the experiment in Fig.  6, flip 1 bit of the plaintext, 
exchange 2 bits of any plaintext, change 3 bits of the 
key, change 10 bits of the key, and see the bit-flipping 
ratio of the ciphertext. All experiments were repeated 
10 times, and the average value of the results was 
taken, as shown in Table  3. It can be seen that the 
ciphertext bit flip ratio is close to 0.5, which meets 
the strict avalanche criterion (Strict Avalanche Crite-
rion, SAC).

Fig. 4 The result of the Run test and Long Run test

Fig. 5 Autocorrelation of ZPKG
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Algorithm performance
The simulation environment of this experiment is: Win-
dows Server 2008 R2 Enterprise operating system, 
the processor is Intel(R) Xeon(R) CPU E7-4860 v4 @ 
2.27GHz, RAM 4.0 GB.

In the experimental simulation process, the simu-
lation generates a key stream from 0 to 1 million bits 
and observes the time consumption of LSFR, LC, and 
this scheme (ZPKG). The results are shown in Fig.  7. 

As the length of the required key stream increases, and 
the execution time of the algorithm also increases. The 
time-consuming increase of the LC algorithm with the 
key stream length is the largest, followed by ZPKG, 
and LFSR is the smallest. In terms of basic time con-
suming, the basic time consuming of the ZPKG algo-
rithm is the most, followed by LC, and LFSR is the 
least. This reflects that the initial preparation time of 
the ZPKG algorithm is the longest, but as the length 
of the keystream increases, the time consumption of 
the ZPKG algorithm increases linearly, and the perfor-
mance is slightly lower than that of LFSR, but slightly 
higher than that of LC.

Conclusion
This paper presents a novel stream ciphering algo-
rithm that is suited for cloud-edge communication 
in IoV. The unpredictability of the keystream is the 
foundation of stream ciphering. The probability of 
digit 1 occurring in the center section of the Zecken-
dorf representation is proven to be constant, which 
may be utilized to construct a pseudo-random key-
stream sequence. The pseudo-random sequence cre-
ated by the linear feedback shift register (LSFR) is 
periodic and always repeated. The starting value of 
the sequence generated by chaotic encryption is too 
sensitive to disturbance, making it easy to be cracked. 
These two issues are addressed by the proposed algo-
rithm: ZPKG. The keystream generated by ZPKG is 
not only very random but also endlessly lengthy, with 
a moderate parameters sensitivity. The experimental 
results support the above advantages.

Table 2 Information entropy between different algorithms

Algorithm Information 
entropy

ZPKG 10.9992

LSFR 10.9378

LC 10.999

Fig. 6 Test results of the avalanche effect

Table 3 Sensitivity analysis of ZPKG

Operation Bit flip 
ratio of 
ciphertext

Any bit of plaintext flip 0.4953

Swap two bits arbitrarily 0.4951

Key change by 3bit 0.4833

Key change by 10bit 0.4815

Fig. 7 Time cost for generating the keystream
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Future research directions include:

(1) The ASIC design of this algorithm. In terms of 
hardware resource utilization and operating speed, 
this technique is nearly identical to the linear feed-
back shift register (LFSR). LFSR has the disadvan-
tage of being periodic, therefore it can only be used 
for the encryption of particular length sequences. 
The sequences created by ZPKG, on the other 
hand, are not only random, but also aperiodic, and 
can yield limitless keystreams. Therefore, ZPKG 
might be investigated as a replacement for LFSR as 
a PRBS (pseudo-random binary sequence) genera-
tor, which is often used in telecommunication to 
produce white noise.

(2) Quickly generate the Fibonacci numbers. Fibonacci 
numbers are required for the Zeckendorf encoding 
process. The computational complexity (o(logn)) of 
generating Fibonacci numbers is still high, resulting 
in slow encoding.
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