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Abstract

Monitoring the agricultural production environment is crucial for optimal crop growth and resource efficiency. Cloud
Computing, Artificial Intelligence (Al), and Big Data have revolutionized traditional agriculture, promising improved
output and product quality. The popularity of these technologies drives their application in safety monitoring. This
system facilitates data collection and transmission among equipment, overcoming challenges of traditional systems
like investment, costs, and maintenance. In this paper, cloud computing-based Al optimization technology and big
data network were proposed to monitor the safety of the agricultural production environment, and the shortcom-
ings of traditional distance vector hop (DV hop) positioning algorithms were analyzed in depth. RSSI (Received Signal
Strength Indication) technology improved the traditional DV Hop location method. The paper analyses direct and
indirect transmission for data transmission between WSN and cloud nodes and favors indirect transmission because
it consumes less invalid energy. Finally, the article compares several evaluations of alternative algorithms for monitor-
ing system performance, including data transmission reliability, data reception rate, and data delay. The experimental
results in this paper showed that in the data reception rate test, the data reception rate of System 2 was 97% at the
lowest and 99% at the highest, both exceeding 95%.

Keywords Agricultural production environment, Cloud computing, Distance vector hop, Big data network, Artificial

intelligence

Introduction

These days, cloud computing has revolutionized vari-
ous industries, and its potential impact on the agricul-
tural sector is significant. The traditional agricultural
production model is facing challenges in meeting the
demands of modern society, especially when it comes
to ensuring the safety of the agricultural production
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environment. To address this critical issue, integrat-
ing cloud computing technology into the environment
safety monitoring system for agricultural produc-
tion has become a priority. With its large population
and limited land resources, China has reached a spe-
cific limit in developing and utilizing its land [1]. As
a result, the excessive use of pesticides and fertilizers
has become a prevalent practice to improve agricul-
tural production. However, the current situation in
agriculture highlights a pressing issue regarding utiliz-
ing fertilizers. The effective utilization rate remains dis-
hearteningly low despite the large amount of fertilizer
used annually. Shockingly, approximately 70% of the
applied fertilizers flow into the soil and rivers, while
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only 30% are effectively absorbed by crops. This imbal-
ance significantly damages the agricultural produc-
tion environment to varying degrees. In this context,
adopting cloud computing technology can be pivotal in
optimizing agricultural practices and reducing environ-
mental impact [2].

Cloud computing provides a scalable and flexible
infrastructure for efficient data storage, processing, and
analysis. By leveraging cloud computing, agricultural
stakeholders gain access to a powerful computational
platform capable of seamlessly integrating various
components and services required for monitoring and
managing the safety of the agricultural production envi-
ronment. This technology offers centralized data storage,
which facilitates the integration of diverse data sources,
such as weather data, soil conditions, and pest monitor-
ing information, enabling real-time decision-making and
optimization. The integration of cloud computing with
artificial intelligence (AI) optimization techniques fur-
ther enhances the capabilities of the environment safety
monitoring system. AI algorithms can analyze large
datasets and identify patterns, correlations, and anom-
alies that may not be immediately apparent to human
observers. By leveraging AI optimization algorithms
within the cloud computing framework, proactive deci-
sion-making and early detection of potential hazards
or deviations from optimal environmental conditions
become possible [3].

By integrating cloud computing, artificial intelligence
optimization, and an extensive data network, stakehold-
ers can overcome the limitations of traditional moni-
toring systems and significantly enhance the efficiency,
accuracy, and timeliness of monitoring the agricultural
production environment. This research paper proposes
an environment safety monitoring system for agricultural
production that addresses the challenges associated with
high costs, maintenance difficulties, and limited scal-
ability of traditional systems. The system utilizes wireless
sensor networks (WSNs) integrated with Al optimization
techniques and big data analytics within a cloud comput-
ing framework [4]. To improve location accuracy, we also
address the shortcomings of the traditional distance vec-
tor hop (DV hop) positioning algorithm by incorporating
Received Signal Strength Indication (RSSI) technology.
The system’s real-time monitoring capabilities are dem-
onstrated through extensive experiments, including eval-
uations of data reception rates and transmission delays.

Other contributions of the paper are listed below:

+ The contribution of this research lies in leverag-
ing cloud computing technology to empower stake-
holders in the Chinese agricultural sector to make
informed decisions, enhance resource efficiency, and
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mitigate the environmental damage caused by the
excessive use of pesticides and fertilizers.

+ Firstly, this paper analyzes direct and indirect data
transmission between WSN and cloud nodes, favor-
ing indirect transmission due to lower energy con-
sumption.

+ Secondly, it compares an upgraded DV Hop method
to the classic technique, showing reduced error as
the number of nodes increases.

+ Finally, it evaluates various alternative algorithms
for monitoring system performance, including data
transmission reliability, reception rate, and delay. The
test results demonstrate that the data access rate of
the system surpasses 95%, indicating that system 2
may significantly enhance data utilization and system
use value.

The remainder of this paper is organized into 5 sec-
tions. “Related work” section emphasizes the con-
tributions of national and international researchers.
“Agricultural production environment safety moni-
toring system based on big data network and cloud
computing” section discusses the agricultural produc-
tion environment safety monitoring system based on
the Big Data network in a cloud environment. “Effect
experiment of agricultural production environment
monitoring system using WSN in cloud environment”
section presents the experimental results of the agri-
cultural production environment monitoring system
using WSN in a cloud environment. The final sec-
tion concludes the paper and suggests future research
directions.

Related work

Monitoring the agricultural production environment
is crucial in achieving optimal agricultural growth and
resource efficiency. With the advent of Cloud Comput-
ing, Artificial Intelligence (AI), and Big Data technolo-
gies, traditional agriculture practices have significantly
transformed, promising improved output and product
quality [5]. As a result, there has been a growing inter-
est in applying these technologies to safety monitoring
in the agricultural sector. Since the reform and open-
ing up, China’s agricultural development has made
remarkable progress, but there are many problems
in the current agricultural production environment.
Finger Robert found that the agricultural production
environment was deteriorating rapidly. He believed
that targeted safety monitoring could reduce environ-
mental costs, and the progress of safety monitoring
technology continued to promote agricultural develop-
ment [6]. The author of [7] hoped to use safety moni-
toring technology to track the agricultural production
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environment to manage environmental problems and
improve production efficiency. Therefore, the work [8]
found that a healthy agricultural production environ-
ment was essential to ensure food production kept pace
with population growth. In recent years, the abnormal-
ity of the agricultural production environment has led
to global environmental degradation. Coordinating and
combining safety monitoring technology with the agri-
cultural production environment is necessary to solve
these difficulties and guide human beings to a safe agri-
cultural production path. The above scholars believe
that with the growth of the population, the food prob-
lem is becoming more and more serious. In order to
maintain the agricultural production environment, it is
necessary to use safety monitoring technology to solve
the agricultural production environment problems on
time.

With the development of Cloud Computing, Al
Big Data network, and other related technologies, the
safety monitoring of the agricultural production envi-
ronment has ushered in a new era. The early work in
[9] found that the modern agricultural production
environment safety monitoring system could realize
the video monitoring function. He established a cor-
responding model to use Al and Big Data networks to
solve the bottleneck problem of the agricultural pro-
duction environment, which solved the problem of
agricultural product quality safety and agricultural
production environmental pollution from the source.
According to [10], establishing a security monitoring
system based on Big Data networks and Al was cru-
cial for the real-time monitoring of the agricultural
production environment. The results showed that the
performance of the safety monitoring system was very
stable, reliable, and reusable, which was a helpful tool
for monitoring the continuous agricultural produc-
tion environment. Therefore, author [11] analyzed the
safety monitoring technologies used in the intelligent
agricultural production environment based on Cloud
Computing, Al and Big Data networks, which were
outstanding in monitoring the environment in the
intelligent agricultural production process. The above
scholars believe that with the development of Big
Data networks, Cloud Computing, and other emerg-
ing technologies, the design of agricultural production
environment safety monitoring systems tends to be
more effective, low-power, and cost-effective.

To effectively improve the agricultural production
environment, the development of safety monitoring
technology must be ensured to ensure the safe and
stable production of agricultural products to funda-
mentally solve the problem of the agricultural produc-
tion environment [12]. The environmental problems of
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agricultural production not only cause significant harm
to the human body but also have a significant impact
on the ecosystem [13]. Therefore, it is necessary to find
out the agricultural production environmental prob-
lems and analyze their causes to formulate effective
prevention and control measures to improve the envi-
ronmental pollution situation of China’s agricultural
production [14].

Agricultural production environment safety
monitoring system based on big data network

and cloud computing

The agricultural production environment safety moni-
toring system based on big data network in a cloud
environment is a cutting-edge technology solution to
improve agricultural production safety and efficiency
[15]. By leveraging big data analytics and cloud com-
puting, this system receives and analyses enormous
amounts of data from multiple sources, such as weather
sensors, soil sensors, and crop monitoring devices [16].
The data is then analyzed in real time to give farmers
useful insights and actionable information. It allows
them to optimize resource allocation, increase crop
yields, and reduce risks. The cloud environment allows
farmers and agricultural specialists to access informa-
tion remotely and make educated decisions by facilitat-
ing seamless data storage, sharing, and collaboration.
This technology allows farmers to monitor environmen-
tal variables, detect possible hazards, and perform timely
adjustments, resulting in a safer and more productive
agricultural production environment. Before to discuss
the general architecture of the suggested agricultural
production environment safety monitoring system, we
first explore the composition of agricultural production
environment challenges.

Composition of agricultural production environment
problems

The deterioration of the agricultural production envi-
ronment has had a particular impact on the survival
and development of crops. The agricultural production
environment includes natural and human factors, and
there are different problems in different periods and
spaces [17]. Currently, the main environmental issues
of agricultural production in China are environmental
pollution and ecological destruction. Therefore, it is
essential to monitor its safety in agricultural produc-
tion [18].

The traditional manual detection method is only suit-
able for small-scale environmental monitoring, not ideal
for agricultural production environments or areas where
dangerous gases exist. If it is still carried out accord-
ing to the traditional method, it results in the cost and
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manpower consumption of the system. Therefore, new
and intelligent monitoring equipment has emerged [19].
Using modern communication technology to combine
Al optimization technology and an extensive data net-
work with the agricultural production environment can
effectively reduce the cost of maintaining the agricultural
production environment and increase land income to
promote ecological development [20]. The main environ-
mental problems of agricultural production are shown in
Fig. 1.

As shown in Fig. 1, the main environmental problems
of agricultural production include pesticide pollution,
fertilizer pollution, soil pollution, air pollution and water
pollution.

Pesticide pollution

Due to improper preparation and use of pesticides,
the drug resistance of crops has increased. The pesti-
cide residues of some agricultural products exceed the
standard, which has a particular impact on the quality
and safety of agricultural products. Crops are vulner-
able to pests and weeds in the growth process, so it is
the most economical and quick method to use pesti-
cides to control pests and diseases. Pesticide floats into
the air or water during spraying. Although most pesti-
cides are slowly decomposed into non-toxic substances,
some are stable and can stay in plants and soil long.
Some pesticides are degraded, residual pesticides and
some toxic metabolites are also produced when crops
are harvested.

Pesticide

Pollution
Chemical
P(t);]l?lieif)n Fertilizer
. Pollution

Major
Environmental
Problems
Air Soil
Pollution Pollution

Fig. 1 Major environmental problems in agricultural production
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Chemical fertilizer pollution

For a long time, most farmers in China have used
chemical fertilizers to increase their grain yield, thus
increasing the concentration of nitrate nitrogen in the
soil, which has a particular impact on the agricultural
production environment. At present, it is recognized
that chemical fertilizers can increase grain produc-
tion. Therefore, the use of chemical fertilizers is rising
every year. The amount of various chemical fertiliz-
ers applied to soil absorbed by crops is minimal. Many
nutrients evaporate from the ground or escape into the
air as a gas. Due to unscientific application, organic
matter content in farmland soil has decreased yearly,
causing severe damage to the soil structure and the
emergence of environmental problems in agricultural
production.

Soil pollution

Because of the long-term fertilizer application, the qual-
ity of the soil has deteriorated, and the fertility of the
soil itself has been continuously reduced. In this case,
many farmers rely on increasing fertilizer to maintain
their farmland, thus forming a vicious circle. In addi-
tion, after heavily using pesticides, some toxic and
harmful substances remain in agricultural products,
causing serious pollution to the agricultural production
environment. In agricultural production, the soil is the
most important material base, and its quality greatly
impacts the agricultural production environment. Cur-
rently, the soil quality of cultivated land in China is not
optimistic, and soil pollution problems caused by vari-
ous factors occur occasionally. Therefore, a good soil
environment must be created to ensure the quality of
agricultural production. The causes of soil pollution are
various. The problem of environmental pollution from
the source should be solved to provide a healthy envi-
ronment guarantee for the safe production of agricul-
tural products.

Air pollution

Excessive harmful gas is also an important reason for the
poor agricultural production environment. In the process
of burning straw, a large amount of smoke is produced,
and the harmful substances in the smoke also pollute the
agricultural production environment. In agricultural pro-
duction, the sedimentation of air also causes particular
pollution to the soil, so the absorption of crops into the
soil also has a certain impact.

Water pollution

Excessive application of nitrogen fertilizer results in
many feces, thus causing water pollution. It causes
eutrophication of ponds, rivers, lakes, and other water
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bodies, resulting in anoxia of water bodies, death of
aquatic organisms, and excessive algae growth. Toxic
substances and heavy metals in fertilizers and pesticides
enter the water through different channels, which sig-
nificantly impacts the agricultural production environ-
ment. China is short of water resources, and irrigation
still dominates agricultural production. Without effec-
tive governance, it is bound to pose a massive threat to
the agricultural production environment. Wastewater is
widely used in early agricultural irrigation in China. In
such an environment, crops cause particular pollution to
the water source, thus causing toxins in the soil to enter
agricultural products.

The safety monitoring system must monitor various
agricultural production settings to solve numerous diffi-
culties in the agricultural production environment [21].
However, the traditional monitoring system is difficult to
widely use in agricultural production environment moni-
toring due to high energy consumption, lengthy duration,
and other factors [22]. Using WSN in agricultural pro-
duction not only overcomes the challenges listed above
but also adds cloud computing and big data networks to
the monitoring process of the agricultural production
environment [23].

Overall design of smart agricultural production
environment safety monitoring system based on WSN

in cloud environment

The design of the smart agricultural production envi-
ronment safety monitoring system based on WSN in a
cloud environment aims to address the specific needs
of monitoring the agricultural production environ-
ment. The WSN scheme proposed in this paper enables
the system to establish a network quickly and provides
a management mechanism that allows devices to oper-
ate autonomously, resulting in a network with a robust
self-healing ability. By utilizing WSN, the system can
effectively meet the real-time monitoring require-
ments of various aspects of the agricultural produc-
tion environment. It enables the system to monitor
real-time parameters such as temperature, humidity,
soil moisture, air quality, and other relevant factors. It
ensures that any potential environmental changes can
be promptly detected and appropriate actions can be
taken to maintain the safety and productivity of agricul-
tural production. One of the significant advantages of
implementing WSN in this system is its ability to reduce
energy consumption and prolong the system’s service
life. The WSN devices are designed to operate effi-
ciently with minimal power consumption, allowing for
prolonged battery life or even energy harvesting tech-
niques. It reduces the need for frequent maintenance

Page 5 of 17

and replacement of batteries, resulting in a cost-effec-
tive and sustainable monitoring system.

Furthermore, by integrating the WSN scheme with a
cloud environment, the system can leverage cloud com-
puting capabilities to enhance its performance and func-
tionality. Cloud computing provides several benefits,
such as real-time data processing, scalability, cost-effec-
tiveness, and security. In terms of real-time data process-
ing, the cloud environment enables the system to analyze
and process the data collected by the WSN devices in real
time. It allows for timely decision-making and immediate
response to detected anomalies or changes in the agricul-
tural production environment.

Scalability is another advantage of the cloud envi-
ronment. The system can quickly scale up or down
its computational resources based on the demands of
the monitoring system [24]. This scalability ensures
that the system can accommodate increasing data
volumes or additional sensors or devices without sig-
nificant infrastructure investments. Cloud computing
also offers cost-effectiveness by eliminating the need
for dedicated hardware resources. Instead of deploy-
ing and maintaining individual servers, the system
can rely on cloud services for data storage, processing,
and analytics. It reduces the upfront costs and ongo-
ing maintenance expenses associated with managing
on-premises infrastructure. Therefore, the cloud envi-
ronment provides robust data security measures to
safeguard the collected data. The system benefits from
the cloud provider’s security protocols, encryption,
access controls, and backup mechanisms by storing
data in the cloud. It ensures that the agricultural pro-
duction data remains confidential, protected against
unauthorized access, and backed up in case of data
loss or system failures.

In order to meet the specific needs of agricultural
production environment safety monitoring, this paper
proposes a WSN scheme in combination with cloud com-
puting technology. The appropriate WSN management
mechanism enables the system to quickly build the net-
work so that the devices in the system can work at will and
the entire network has a strong self-healing ability. It also
reduces energy consumption and prolongs the system’s
service life to realize real-time and accurate monitoring of
the agricultural production environment. The integration
of WSN and cloud computing technology can effectively
meet the real-time monitoring requirements of all aspects
of the agricultural production environment. Therefore, how
to design a safety monitoring system that can both reduce
energy consumption and improve its life cycle is an urgent
problem to be solved. The monitoring function of WSN
based on cloud computing technology is shown in Fig. 2.
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Fig. 2 Cloud computing-based WSN monitoring function

As shown in Fig. 2, the WSN utilizes various sensors to
monitor the environmental conditions of the agricultural
production area, such as temperature, humidity, soil mois-
ture, and other essential parameters. The data collected
from the sensors is transmitted to the cloud through the
receiver, which is connected to the cloud. Once the data
is uploaded to the cloud, it can be stored, processed, and
analyzed using cloud computing technologies. The cloud
can provide vast storage space and computing power, mak-
ing it an ideal solution for processing large volumes of
data. This data can then generate valuable insights into the
agricultural production environment, such as identifying
trends and patterns that can help improve crop yields.

Furthermore, wireless communication between nodes
allows transmitting instructions and data, enabling the
network to adapt to changing conditions in real-time.
Communication is facilitated using various wireless pro-
tocols like Wi-Fi, ZigBee, and Bluetooth [25]. The pri-
mary objective of the security monitoring system based
on wireless sensors is to obtain comprehensive infor-
mation about the agricultural production environment
through the cooperative perception of multiple WSNs.
By utilizing cloud computing, the system can achieve
real-time data analysis and decision-making capabilities,
ensuring that prompt actions can be taken to address
any issues that may arise in the agricultural production
environment. Therefore, the security monitoring system
based on wireless sensors designed in this paper col-
lects real-time environmental information through sen-
sors and then transmits the data to the cloud through
wireless networks. The cloud is the central data storage,
processing, and analysis hub, making it a crucial compo-
nent of the overall agricultural production environment

monitoring system. Algorithm 1 focuses on determining
the service delay of a request that originates from a WSN
node. This algorithm considers the coordinates of both
the WSN node and the cloud node, treating them as ran-
dom numbers. The processing time is also considered a
random number in this algorithm. After considering the
random coordinates and processing time, the algorithm
sends the request from the WSN node to the cloud node
using the "send a request to the cloud node" mechanism.
Each individual cloud node maintains a queue to hold
incoming requests within the cloud network.

The algorithm then evaluates the waiting time of the
cloud node associated with the request. If the waiting
time of the cloud node is less than or equal to a prede-
fined threshold value (THRESHOLD), it signifies that
the cloud node can promptly process the request. The
request is processed at that specific cloud node in such
a case. However, if the waiting time of the cloud node
exceeds the threshold, indicating potential delays, the
algorithm utilizes the "get nearest cloud node" function.
This function helps identify the nearest cloud node
in terms of distance or other relevant factors. Subse-
quently, the request is transferred to the nearest cloud
node to minimize potential delays and ensure efficient
processing. The service delay is then calculated by con-
sidering the summation of the process, propagation,
and waiting times. These factors collectively contribute
to the overall delay experienced by the request within
the cloud-based system. Furthermore, the algorithm
calculates the load in the cloud layer by counting all the
requests in the queue. This load calculation provides
insights into the current workload and helps evaluate
the system’s performance and capacity.
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Input:

Output:
Step 1:
Step 2:
Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Step 9:

Step 10:

Step 11:

Step 12:

Step 13:

Step 14:

Step 15:

{cloud node: A list or collection of cloud nodes, THRESHOLD: A predefined
threshold value for the waiting time, process_time: A random number representing the
processing time Coordinates: The coordinates of the WSN node (generated in the
make coordinates() function) ¢, d: Random numbers used in the algorithm}
{Delay}

Technique COMPUTE DELAY (4)

[Start loop]

for each i in cloud node do

[Assign random number to a]

a=RAND ()

[Assign random number to b]

b=RAND ()

[Coordinates making]

make coordinates () fNode(a, b)

end for

[Assign random number to ¢]

¢=RAND ()

[Assign random number to d]

d=RAND ()

[Calculate processing time with the help of ransom number]

process_time = RAND ()

[Send request to WSN node]

Send “c, d, service_Time, A”

[Check threshold]

if cloud node.est. waiting Time <=THRESHOLD then

[Process A]

Process (A)

else

[Obtain the address of nearest WSN node]

Get Nearst Node ()

[Process A]

Process (A)

end if

[Calculate delay for A]

Delay (A) =process time | comp_distance (Node(x, y), A(c, d))/PS | waiting_ Time
[Calculate load by visiting WSN node queue]

Load= visitedWSNqueue. LENGTH ()

end technique

Page 7 of 17

Algorithm 1 Compute the request delay in cloud computing environmentThe comprehensive smart agricultural



Wei et al. Journal of Cloud Computing (2023) 12:83

production environment monitoring system based on
WSN in the cloud environment is shown in Fig. 3.

As shown in Fig. 3, the overall agricultural production
environment safety monitoring system includes appli-
cation layer, sensing layer and cloud-based monitoring
points of agricultural production environment safety
monitoring system. The cloud-based monitoring of the
suggested system is the basic layer of agricultural pro-
duction environment monitoring, which includes multi-
ple agricultural monitoring points, namely sensor nodes.
The sensing layer uses various sensors to collect the main
environmental information of crop growth in real time,
mainly to achieve real-time monitoring of multiple data.
While the application layer acts as a bridge between the
user and sensing layer.

The agricultural production environment monitoring
system is based on Wireless Sensor Networks (WSN),
networks of sensors deliberately dispersed across differ-
ent monitoring regions and coupled via wireless com-
munication. On the other hand, the energy consumption
of these sensors during the gathering, transmission, and
processing of agricultural production environment data
provides a substantial obstacle to the system’s viability.
To overcome this issue, incorporating WSN with a cloud

Application layer

Sensing layer

Cloud-based
monitoring points
of APESMS

B
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environment has various advantages. First, the cloud envi-
ronment reduces energy needs for sensors and increases
their operational lives by enabling them to transfer com-
putationally demanding activities to the cloud. This oft-
loading technique uses the cloud’s massive computer
capacity and resources to tackle complex data processing
tasks, reducing sensor energy usage. Second, the cloud
environment allows for efficient data collection, storage,
and processing. Rather than processing data on the sen-
sors themselves, the cloud may aggregate data from sev-
eral sensors, apply powerful algorithms and analytics, and
provide valuable insights. This centralized data processing
method decreases the sensors’ energy strain while ena-
bling more efficient and scalable data analysis. Third, the
cloud infrastructure provides the monitoring system with
scalability and flexibility. The system’s flexibility to incor-
porate more sensors allows it to adjust to the changing
demands of agricultural production situations swiftly. The
cloud also offers on-demand computing resources, assur-
ing enough processing capacity to meet shifting work-
loads while preserving system efficiency and speed.
Furthermore, the cloud environment improves data
accessibility and stakeholder cooperation. The acquired
agricultural production environment data may be
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Fig. 3 Overall monitoring system of agricultural production in cloud environment
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securely saved in the cloud and made available to author-
ized users such as farmers, researchers, and agronomists.
These users may access real-time or historical data from
anywhere and anytime, allowing for more informed deci-
sions and faster actions. Cloud-based solutions promote
cooperation by enabling stakeholders to exchange data,
insights, and best practices. This collaborative method
encourages information sharing and collaboration,
resulting in better agriculture management practices and
outcomes. As a result, introducing a cloud environment
into the agricultural monitoring system saves costs. The
cloud provides a centralized and cost-effective alterna-
tive by removing the need for individual management
and maintenance of on-site servers or data centers. It
eliminates upfront hardware and software expendi-
tures, decreases maintenance efforts, and provides a
pay-as-you-go approach in which users only pay for the
resources and services they use, assuring cost-effective-
ness for agricultural stakeholders.

Low power design of software

From the perspective of the use environment and
requirements of the agricultural production environ-
mental safety monitoring system, energy consumption
has always been a big problem. To minimize the power
consumption of the system, it is necessary to design the
hardware reasonably and reduce the system’s operating
cost. As the sensor equipment has been in the field for
a long time, its main task is to collect information about
the agricultural production environment, dramatically
impacting the performance of the entire monitoring sys-
tem. As shown in Fig. 4, direct and indirect transmis-
sion can generally be used for data transmission between
WSN node and cloud node [26]. In contrast, the informa-
tion and communication of radio waves consume a lot of
energy. Therefore, this system uses indirect transmission
between nodes to reduce invalid energy consumption.

Data can be transferred directly between the WSN and
cloud nodes in direct transmission mode. After receiv-
ing the data, the WSN node might send a confirmation
message to the routing node. Such a data transmission
method must accept data at all times, which means it
must be awake at all times.

In the indirect transmission mode, the cloud node
stores data and waits for the WSN node to read. Before
receiving data, the WSN node must first send a data
request to it, and then query according to the informa-
tion in the routing table. By this method, the node can
be put into sleep without data acquisition, thus greatly
reducing the energy loss.
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WSN based DV hop location algorithm in cloud
environment

In the agricultural production environment monitoring
system, the sensor monitoring nodes are typically scat-
tered randomly, making it challenging to determine data
direction and affecting agricultural production decisions.
While Global Positioning System (GPS) is widely used for
positioning, its large size and cost make it unsuitable for
low-cost, self-organized agricultural monitoring systems.
To address this, cloud computing can be incorporated
to enhance the monitoring system’s efficiency and accu-
racy. This paper selects the DV Hop location algorithm
as an alternative to GPS. The DV Hop algorithm offers
advantages such as minimal hardware requirements and
straightforward calculations. By leveraging the power of
cloud computing, the DV Hop algorithm can be further
optimized and applied to the agricultural monitoring sys-
tem. Figure 5 depicts a schematic diagram of the DV Hop
location algorithm. Cloud computing enables the sys-
tem to process and analyze data from the sensor nodes,
improving the accuracy of data direction and aiding in
informed decision-making for agricultural production.
With the cloud’s computational capabilities, the DV Hop
algorithm can be efficiently executed, ensuring precise
positioning and enabling a cost-effective, self-organized
monitoring system for agricultural environments.

As shown in the above Figure, DV Hop location algo-
rithm is used to locate nodes, mainly to track and locate
nodes A, B, C and target nodes. Target positioning tracks
target objects and events, and classifies them according
to the information acquisition method monitored.

DV Hop location algorithm

This paper adopts a DV Hop location algorithm, which
has strong scalability and practicality, and can be applied
to location independent of nodes. In practical applica-
tions, the DV Hop positioning algorithm can improve the
positioning accuracy through software settings without
affecting the overall positioning effect.

The basic idea of DV Hop algorithm is to achieve node
location through routing vector exchange protocol. The
implementation of this algorithm is based on a network
system with at least three anchors. Each anchor point in
the system is combined with the position and hops of the
remaining anchor points in the network. The average dis-
tance of this anchor point per hop in the network is esti-
mated as HopSize;:

2 2
>\ (a =)+ (0 )
HopSize; = -2 1)
> hi
i#] !
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The minimum distance between two anchor nodes is
hjj. To ensure that the correction value always originates
from the nearest anchor node, each node only receives
the correction value once, and ignores the jump informa-
tion that is greater than or equal to the current correc-
tion value.

The distance estimate d; of the node can be determined
using the lowest hop value and average correction value
of the first two levels:

d; = k; * HopSize (2)

Trilateral measurement method is a measurement
method that selects a series of control points on the
ground to connect them into several triangles and form

Fig. 5 Schematic diagram of DV Hop location algorithm

Data Request
-
Confirm
¢
Data
P
Confirm
<

Indirect data transmission

a variety of mesh graphics. The trilateral measurement
method is used to complete the coordinate estimation
of the actual position of blind nodes. If the three anchor
nodes in the node network are a, b, and ¢ respectively,
and their distances from the blind node are d;, dp, and d,
respectively, then the following situations exist:

do=\/(a—a?+ (b — b (3)
dy = \/(a — ab)2 + (b — bb)2 (4)
de = \/ (a—ac)®+ (b—be)* (5)

From the above analysis, it can be seen that DV Hop
location algorithm can achieve the location of nodes.
The algorithm is simple to implement, with less system
deployment cost and node energy consumption, and is
easy to implement for large monitoring systems.

The DV Hop location algorithm determines the average
jump distance of each anchor point through the mini-
mum jump value obtained. On this basis, the method
is used to calculate each node. According to the actual
situation, the jump value can be long or short, but it has
the disadvantage of low positioning accuracy. Therefore,
when implemented in an agricultural production envi-
ronment safety monitoring system, the classic DV Hop
locating method may have significant drawbacks. It may
need more scalability in large-scale agricultural applica-
tions, decreasing accuracy and efficiency as sensor nodes
increase [27]. Furthermore, the algorithm’s dependence
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on hop counts for distance estimates may result in errors,
limiting the system’s capacity to monitor and track
parameters across broad agricultural areas. Additionally,
the system may need to better manage impediments or
environmental variables, decreasing accuracy.

Improved DV Hop algorithm

In the DV Hop location algorithm, the hop between
nodes and the average Hop distance lead to significant
errors in the location process. RSSI has a signal strength
indicator, which can distinguish the one-hop distance in
the DV Hop location algorithm and determine the posi-
tion relationship between blind spots according to the
signal strength. Combined with the implementation prin-
ciple of the traditional DV Hop algorithm and the causes
of low positioning accuracy, RSSI is introduced into the
DV Hop positioning algorithm to improve the DV Hop
algorithm.

When combined with cloud computing and WSNs, the
classic DV Hop algorithm and its relevance in agricultural
production environment safety monitoring systems may
be further strengthened. Data acquired from WSNs may
be readily handled and analyzed utilizing cloud computing,
enabling more efficient and effective monitoring of envi-
ronmental factors. Furthermore, cloud computing enables
better storage capacity, processing power, and scalability
for large-scale agricultural production situations, which
traditional WSNs may need help managing independently.
WSNs can also benefit from the combination of DV Hop
and RSSI approaches. WSNs can collect data from multiple
sensors scattered throughout agricultural areas, enabling
complete and accurate monitoring of environmental con-
ditions. Incorporating RSSI in DV Hop improves location
estimate accuracy in WSNs by giving exact information
about the position of each sensor node. This data may be
used to select the best location for sensors to obtain opti-
mum coverage and guarantee that the system can monitor
all essential metrics.

The working principle of RSSI is to determine the posi-
tion of RSSI by the size of the transmitted signal, and the
position of RSSI is to estimate the distance based on the
attenuation characteristics of the signal. RSSI localization
algorithm has small computation and simple hardware
design. Its main implementation is to use the transmis-
sion strength of anchor signal and the strength that can
be accepted by blind node signal to calculate the energy
loss of signal. Then, through the correlation model, the
loss is converted into distance.

There are many models of RSSI in WSN. Due to the
influence of multipath effect and surrounding obstacles,
the energy loss in the same distance is different. The
power relationship between the signal transmission node
and its receiving node is:
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Py

Pr = o

(6)
Among them, r is the distance between nodes. Pr
represents the radio signal power transmitted by the
transmitting anchor node. Pg represents the wireless
signal energy received by the receiving blind node.
The RSSI path propagation loss model is:

P n
1(do) _ ( dr ) @)
py (dr) dO
In the above equation, Pr(dp) is the reference signal
power received when the reference distance is set to dp.
Py (d,) is the signal power received when the blind node
is away from the transmitter d,.
It is assumed that the RSSI value related to node com-
munication is RSSI;. When the blind node in the network
obtains the broadcast packet and the received signal

strength is RSSI;, the hop correction value of the node
can be written as:

_RSSI,
= RSSI; ®)

hop;

Therefore, RSSI improves the accuracy of calculating
the minimum hops, and overcomes the error problem
caused by the difference of hops in time, so as to reduce
the average hop distance of DV Hop location algorithm
and the distance error between nodes. Therefore, com-
bining the DV Hop algorithm with RSSI and integrating
it with cloud computing and WSNs provide a powerful
solution for monitoring agricultural production envi-
ronment safety. Integrating these techniques enables
accurate, reliable, and cost-effective monitoring of envi-
ronmental parameters in large-scale agricultural pro-
duction environments, ensuring the safety and quality of
agricultural products while minimizing the environmen-
tal impact.

Effect experiment of agricultural production
environment monitoring system using WSN

in cloud environment

This section evaluates the impact and effectiveness of
integrating WSN technology with cloud computing in
monitoring agricultural production environments. This
experiment involves the deployment of a WSN consist-
ing of sensor nodes in the agricultural field, which collect
data on various parameters such as temperature, humid-
ity, soil moisture, and crop health. The collected data is
then transmitted to the cloud infrastructure for storage,
processing, and analysis. The experiment assesses the
system’s data accuracy, real-time monitoring capabil-
ity, scalability, and cost-effectiveness. By conducting this
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experiment, we aim to demonstrate the advantages of
combining WSN and cloud computing, highlighting their
potential for improving agricultural production manage-
ment, optimizing resource allocation, and enhancing
decision-making processes.

Test results of different positioning algorithms

This study uses MATLAB simulation software to com-
pare the standard DV Hop method with an upgraded
variant. The simulation has 120 nodes, allowing for a
thorough examination of the algorithms’ placement accu-
racy and inaccuracy. This comparison aims to validate
the efficacy of the improved DV Hop algorithm, which
integrates RSSI. The MATLAB simulation creates a con-
trolled environment for testing algorithm performance
and generates quantifiable measures for measuring the
algorithms’ ability to estimate node positions reliably.
The outcomes of this study provide valuable insights into
selecting the best algorithm for agricultural production
environment monitoring systems in a cloud environ-
ment, thereby boosting agricultural production safety
and efficiency. The positioning errors of the two algo-
rithms are shown in Table 1.

As shown in Table 1, the errors of the DV Hop algo-
rithm and the improved DV Hop algorithm are 21.5 m
and 5.7 m respectively when the number of nodes is 20.
The errors of the two algorithms are 22.3 m and 5.2 m
respectively when the number of nodes is 40. The errors
of the two algorithms are 22.9 m and 4.8 m respectively
when the number of nodes is 60. The errors of the two
algorithms are 24.1 m and 3.3 m respectively when
the number of nodes is 120. It can be seen that with
the increase of the number of nodes, the error of the
improved DV Hop algorithm is much smaller than that of
the DV Hop algorithm. The positioning accuracy of the
two algorithms is shown in Fig. 8.

When the number of nodes is 20, the placement accu-
racy of the DV Hop algorithm and the modified DV Hop
method is 66.8% and 85.4%, respectively, as shown in the
above Figure. When the number of nodes is 40, the accu-
racy of the two methods is 64.5% and 86.7%, respectively.

Table 1 Positioning error of two algorithms (m)

Number of nodes DV-Hop Improved
DV hop
20 21.5 57
40 223 52
60 229 48
80 232 4.1
100 238 3.6
120 24.1 33
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When the number of nodes is 60, the accuracy of the
two methods is 63.2% and 86.9%, respectively. When the
number of nodes is 120, the accuracy of the two methods
is 57.3% and 90.5%, respectively. The upgraded DV Hop
algorithm has greater accuracy than the DV Hop method
Fig. 6.

Due to the random distribution of nodes in the simula-
tion run of MATLAB, some nodes have significant devia-
tions. Therefore, in actual use, special attention should
be paid to the location of nodes to improve the system’s
positioning accuracy. There may be some problems in the
simulation implementation, such as node loss and sig-
nificant positioning errors. It is mainly because the nodes
are randomly distributed using MATLAB for simulation
verification. To prevent losses, they should be distributed
appropriately in practical applications.

Monitoring system performance test

The effect experiment of an agricultural production
environment monitoring system using WSN in a Cloud
Environment focuses on evaluating the reliability and
performance of a WSN-based agricultural monitoring
system in a cloud environment. This experiment com-
pares two systems: System 1 represents the traditional
agricultural production environment safety monitor-
ing system, while System 2 is the proposed WSN system
integrated with cloud computing. The experiments are
conducted under LAN and cloud network conditions
to ensure accurate results. The reliability, data receiving
rate, delay, and other transmission indicators are thor-
oughly tested and compared between the two systems
through simulations. By conducting these experiments,
the study aims to demonstrate the enhanced perfor-
mance and benefits of the WSN-based system deployed
in a cloud environment, showcasing its potential for
improving data accuracy, real-time monitoring capabili-
ties, scalability, and cost-effectiveness in agricultural pro-
duction environments.

Test of data transmission reliability

System 2 and System 1 have been tested for 60 times
under local area network and cloud network. The data
transmission reliability test results of the two systems
under different conditions are shown in Fig. 7.

Figure 7(a) shows that the data transmission reliability
of System 1 under the LAN is 76.8%, 76.9%, 75.3%, 77.7%,
75.9%, and 75.5%, respectively, when the number of tests
is 10, 20, 30, 40, 50, and 60. When the test times are 10,
20, 30, 40, 50, and 60, the data transmission reliability of
System 2 is 91.3%, 92.4%, 91.7%, 93.2%, 92.9%, and 93.5%,
respectively. The data transfer rate of the two systems over
LAN is greater than 75%. However, System 2 consistently
outperforms System 1 regarding the dependability of data



Wei et al. Journal of Cloud Computing (2023) 12:83

100
90

(o5}
(=]

7
6

[ )

4

W
[= -]

2

Positioning accuracy (%)
W
(=] S

—_
(=]

20 40 60 80 100 120

Page 13 of 17

= DV-Hop
B Improved DV hop

Number of nodes

Fig. 6 Positioning accuracy of the two algorithms

transfer. Figure 7(b) shows that the data transmission reli-
ability of System 1 in the cloud network is 75.1%, 74.3%,
74.5%, 75.2%, 72.6%, and 73.8% for test durations of 10,
20, 30, 40, 50, and 60. When the test durations are 10,
20, 30, 40, 50, and 60, the data transmission reliability of
system 2 is 90%, 91.2%, 90.8%, 92.5%, 92.1%, and 91.9%,
respectively. System 2 consistently outperforms System
1 regarding data transmission reliability via an external
network. The research results reveal that the data trans-
mission reliability of System 2 is always more excellent,
independent of the LAN or the external network, indicat-
ing that System 2’s data transmission is reasonably steady.

Data reception rate test

In order to verify the availability of System 2, this paper
tests the data reception rate of the system. 200 experi-
ments are conducted for each control command. The
data reception rate of System 2 is shown in Fig. 8.

As indicated in the above figure, the device receives
data 194 times when turned on, and the data reception
rate is 97%. When the equipment is turned off, there are
196 data-receiving times, and the data-receiving rate is
98%. There have been 195 data-receiving requests for
equipment status information, with a data-receiving rate
of 97.5%. There have been 198 data-receiving requests for
data information, with a data-receiving rate of 99%. The
test results demonstrate that the data access rate of the
system surpasses 95%, indicating that system 2 may sig-
nificantly enhance data utilization and system use value.

Data delay test

When testing the data delay, 60 experiments are con-
ducted under the LAN and the cloud network, and the
data delay of the two systems under the LAN and the
external network is obtained as shown in Fig 9.

It can be concluded from Fig.9 (a) that the time delay of
System 1 under LAN is 2.1s,2.4s,2.25s,2.5s, 2.7 s and
2.6 s when the number of tests is 10, 20, 30, 40, 50 and
60, respectively. The time delay of system 2 is 1.3 s, 1.1 s,
1.55,1.2's,0.8 s and 0.5 s, respectively, when the number
of tests is 10, 20, 30, 40, 50 and 60. It can be concluded
that the delay of System 2 is lower than that of System 1.
From Fig.9 (b), it can be supposed that the delay of Sys-
tem 1 in the cloud network is 3.3 s and 3.5 s, respectively,
when the number of tests is 10 and 60. The delay of sys-
tem 2 is 1.4 s and 1.1 s when the number of tests is 10
and 60, respectively. It can be concluded that the delay of
System 2 is lower than that of System 1.

Measures to promote the healthy development

of agricultural production environment

Controlling the use of chemical fertilizer to improve

the utilization rate of chemical fertilizer

Through the scientific and rational use of chemical pes-
ticides, the application of agricultural chemicals in the
agricultural production environment has played a signifi-
cant role in ensuring agricultural production. However,
excessive or unreasonable application also causes par-
ticular pollution to the agricultural production environ-
ment, thus affecting the output and quality of agricultural
products. The following methods are mainly adopted.
The monitoring of pests is strengthened, and timely
information is released. Chemical fertilizers are scientifi-
cally controlled and rationally used.

The safe use specifications of pesticides are strictly
implemented, and pesticides are used in strict accord-
ance with regulations to reduce the use of highly toxic
and residual pesticides. The new application machinery
has been vigorously promoted to improve the applica-
tion method to increase fertilizer use efficiency. The use
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of pollution-free pesticides has been actively promoted.
Relevant departments should timely release pesticide
varieties with reasonable safety, strong prevention effect,
strong selectivity and low dosage, recommend biologi-
cal pesticides and their preparations, and increase the
promotion and application of efficient, economical and
green pesticides.

Establishment of a sound and effective mandatory
management and supervision system

To ensure the health of the agricultural production
environment, it is necessary to strictly monitor agricul-
tural inputs such as fertilizers of agricultural products
through effective environmental protection measures

and inspection measures. Production operations shall be
carried out in the safety management system according
to the production and operation methods. A significant
investment in agricultural products, such as chemical
fertilizers and pesticides, greatly impacts agricultural
production and management. Therefore, agricultural
production should be combined with effective produc-
tion management methods to minimize the adverse effect
of pollution on the agricultural production environment.

Since pesticides use methods, dosage, and time are not
necessarily reasonable and safe, strict control and man-
agement should be carried out on agricultural inputs
and production methods, and appropriate and efficient
supervision should be carried out on them. In addition,
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problems should be found in time during the monitoring
process, and the existing potential safety hazards should
be handled on time.

Conclusions and future research directions
Environmental safety monitoring of agricultural pro-
duction has always been the focus of China’s agricul-
tural work. Significantly, China’s agricultural production
system has entered a new stage of development. With
the development of Cloud Computing, Al optimization
technology, and Big Data network, people have higher
requirements for intelligent safety monitoring of agri-
cultural production environment. Therefore, this paper
has successfully presented a novel Agricultural Produc-
tion Environment Safety Monitoring System based on
Cloud Computing, Al Optimization, and WSN in Big
Data Networks. The proposed system surpasses tradi-
tional monitoring methods in terms of efficiency, accu-
racy, and low delay, aligning with the ongoing trend of
agricultural development. The research also highlights
the improved performance of the DV-Hop algorithm
compared to its traditional counterpart, exhibiting
reduced errors with an increasing number of nodes.
Furthermore, comprehensive tests have demonstrated
the system’s data transmission, reception rate, and
delay reliability. This research conducted a compara-
tive analysis between two systems, namely system 1 and
system 2, to assess their performance. The experimen-
tal results revealed that system 2 exhibited a remarkable
data reception rate, ranging from a minimum of 97%
to a maximum of 99%. Notably, these values surpassed
the 95% threshold set for data reception rate, indicating
the high reliability and effectiveness of system 2. These
findings underscore the successful implementation and
performance of system 2 in the data reception rate test,
as demonstrated in this study. In the future, we plan to
explore the integration of edge computing to enhance
real-time monitoring capabilities and reduce reliance on
cloud infrastructure in the agricultural production envi-
ronment safety monitoring system.
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