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Abstract 

With the increasingly wide spread of COVID-19 pandemic, people’s various behavior activities are influenced more 
or less all over the world. For example, students in campus have to learn at home or in dormitory so as to avoid 
the attacks of the virus as much as possible. However, such a location distribution structure of student places 
a heavy burden on the monitoring and evaluating the sport physique of students in an effective and efficient way. 
Fortunately, the wide adoption of various mobile computing terminals (e.g., smart watches, mobile phones, etc.) 
and wireless communication technology makes it possible to know about the daily physique of students in a remote 
way. However, students’ health physique data are accumulated with time, which raises a challenge of quick data 
processing and cost-effective data scalability. Moreover, since the students are geographically distributed, we need 
to integrate their respective health physique data into a central cloud platform for more comprehensive data analysis 
and mining. However, the above data integration operations often involve student privacy. Motivated by the above 
two challenges, a mobile computing-aided health physique evaluation solution is brought forth in this paper, which 
is mainly based on a kind of amplified hashing technique. To prove the evaluation performances of the proposal, 
extensive experiments are designed to test the algorithm performances in terms of various evaluation metrics.
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Introduction
Nowadays, COVID-19 virus is spreading worldwide and 
the people from many countries are undergoing such a 
big human disaster [1–3]. The huge damage of COVID-
10 virus towards human health change the way we live 
significantly. Consequently, the behavior or activities of 
people are also influenced deeply by the infectivity of 
the virus [4]. For example, people are apt to wear masks 

when they go outside for job or shopping or entertain-
ments so as to minimize the probability of inflection. Dif-
ferent from past decades without COVID-19 virus when 
people are eager to group together for more sharing 
activities with each other, people nowadays are afraid of 
going to the places with many population and dense traf-
fic. In one word, COVID-19 significantly shifts the way of 
our life and will continue to affect the human society in a 
long term [5–7].

As a direct influence brought by COVID-19, students 
in campus have gradually adopted the studying pattern at 
home or in dormitory especially in China [8, 9]. Such a 
location distribution structure of student places a heavy 
burden on the monitoring and managing the sport phy-
sique of students in an effective and efficient way, because 
education managers or officers cannot ask students at 
home or in dormitory to take uniform sport physique test 
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[10]. Fortunately, the wide maturity of mobile computing 
technology and the wide adoption of various mobile ter-
minals (e.g., smart watches, mobile phones, PAD, laptop, 
etc. [11–13]) make it possible to know about the daily 
physique conditions of students in a remote way. Thus, 
through collecting and observing the health physique 
data of students via various mobile terminals, education 
officers or managers can accurately know the concrete 
health conditions of students, even the students are not 
at school.

However, students’ health physique data are often 
not static, but accumulated with time, which raises a 
challenge of quick data processing and cost-effective 
data scalability for health physique analysis tools 
[14–16]. Moreover, since the students are geographi-
cally distributed, we need to integrate their respec-
tive health physique data into a central cloud platform 
for more comprehensive data analysis and mining. 
However, the above data integration operations often 
involve student privacy [17–20]; as a result, the pri-
vacy leakage risks block the health physique data 
integration and analysis considerably. Motivated 
by the above two challenges, a mobile computing-
aided health physique evaluation solution is brought 
forth in this paper, which is mainly based on a kind 
of amplified hashing technique. At last, to prove the 
evaluation performances of our proposal, extensive 
experiments are designed to test the performances of 
our proposal from multiple evaluation metrics. Sum-
marily, the novelty of the proposal in this research 
work is three-fold. 

(1) The complex problem of amalgamating health phy-
sique data from students dispersed across various 
geographic regions, while also ensuring the protec-
tion of their confidential information, is the focus of 
this study.

(2) Our solution leverages mobile computing to offer 
a privacy-conscious health physique assessment 
approach, making use of an amplified hashing tech-
nique.

(3) To illustrate the uniqueness and benefits of our 
approach, we have carried out a series of experi-
ments using a popular dataset. The obtained results 
indicate that our method surpasses other existing 
algorithms on several measurement scales.

We summarize the rest of this paper as follows. Current 
research outcomes in the field of health evaluation in 
mobile environment are investigated in Related work sec-
tion. A concrete example is shown in Motivation section 

to emphasize the research significance in this paper. Con-
crete steps of our proposal in introduced in Our solution: 
HPEAH section. Extensive simulated experiments are 
designed in Evaluation section to prove the advantages 
of our proposal compared with other existing literatures. 
Conclusions are drawn in Conclusions section where we 
also discuss the possible research directions in future 
work.

Related work
Nowadays, people pay more and more attention to the 
research of some diseases. In this section, we summarize 
the related literatures in the same field as follows.

In [21, 22], mobile devices are used to collect medi-
cal data from patients through various sensors. The 
main work of this paper is to analyze the medical data 
collected from sensors on mobile devices and pres-
sure sensors connected to Bitalino devices, so as to 
complete the test process of Time-Up and Go. In the 
above process, data are collected from multiple indi-
viduals with various diseases in different environ-
ments, and then analyzed to estimate the parameters 
of the Time-Up and Go experiments. In [23], the 
authors present a system for monitoring and tracking 
household behavior and health-related data, which 
includes a system for capturing and accessing the 
health data of people by a mobile phone-based car-
egiver, a sensing platform. Furthermore, an activity 
recognition algorithm is also presented for recording 
movement of people.

In [24], the application of mobile cloud and health-
care Internet (i.e., IoMT) is being studied intensively, 
especially in automated diagnosis and health monitor-
ing, because these applications play an important role 
in modern healthcare systems. In this paper, the authors 
propose a mobile cloud-based IoMT framework that 
monitors the progression of neurological disorders 
through motor coordination tests, while leveraging 
the computing and storage capabilities of cloud serv-
ers to assess severity levels given by established quan-
titative assessments. In addition, the authors suggest 
to integrate the proposed system with the data sharing 
framework in the blockchain network to achieve reli-
able data exchange between healthcare users. Obesity as 
a serious public health problem has attracted more and 
more attention [25]. According to [25], the treatments 
for obesity include diet and exercise, but more impor-
tantly, effective and continuous monitoring of food 
intake. The authors introduce SapoFitness, a mobile 
health application for diet detection and assessment. 
The application allows constant monitoring of the user 
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and can send alerts or messages to monitor the user’s 
eating plans and physical activity. In [26], the authors 
present an automated diagnosis solution of soft tissues 
tumors with the supports of advanced machine learn-
ing technology. Through learning the observed medical 
diagnosis data of patients, the authors can eliminate the 
negative influence of noisy data and further accurately 
recognize the possible soft tissues tumors of patients. 
This way, the diagnosis and recognition speed and accu-
racy can be improved significantly.

In [27], the authors assert that mobile computing and 
communication technology is increasingly permeating 
the domains of health care and public health due to its 
swift evolution. The core purpose of this paper is to con-
solidate the advancements that mobile technology has 
brought to health services. This comprehensive review 
serves as an invaluable resource for successful implemen-
tation of mobile computing technologies in health care 
and public health, as well as a roadmap for future pro-
gress and research in this area. With the quick develop-
ment of artificial intelligence (AI) technologies in smart 
world, various AI-based healthcare resolutions are grad-
ually put forward. In [28], the authors propose an online 
data exception diagnosis solution based on deep learning 
techniques, so as to provision people better medical ser-
vices. With the rapid growth of mobile applications in the 
health sector, there are significant challenges in standards 
development, adoption, and patient security and privacy 
[29]. The authors insist that from the development of 
standards to their use by physicians and patients, there 
are many competing demands and some effective meas-
ures should be taken to ensure the safety of patients. 
However, this paper also admits that the development of 
standards presents many challenges, such as the intersec-
tion of traditional medical devices and mobile devices, as 
well as the various standards required in mobile health 
solutions. In addition, interoperability is also required 
when developing secure healthcare services besides 
important patient safety.

As healthcare technology improves, there are more and 
more medical data to process. The authors in [30] dis-
cuss how to develop patient-centered intelligent health-
care application services from the perspective of mobile 
computing and big data analysis technology. At the same 
time, it also discusses various healthcare applications, 
showing the efficient application of mobile computing  
and big data technology in healthcare. In [31], the authors 
recognize the importance of privacy protection in health 
data mining and propose a privacy-aware factorization-
based hybrid recommendation method for healthcare 

services. In concrete, differential privacy technique is 
recruited in this work to achieve the above goal. In [32, 
33], the authors propose a computer-aided medical diag-
nosis system for the patients healthcare to speed up the 
disaster diagnosis process.

With the above summarization of existing literatures, 
we can conclude that existing approaches often fall short 
in the health physique evaluation issue in campus in a 
time-efficient and privacy-free way. Inspired by the above 
observation, we propose a mobile computing-aided health 
physique evaluation solution based on amplified hashing.

Motivation
To better describe the research significance and value 
of this paper, we present a real-world example in Fig.  1 
to show the challenges of existing research work. In the 
exampled scenario, mobile computing is used to moni-
tor the health conditions of students in campus. In con-
crete, various mobile terminals (e.g., phone, laptop, smart 
watch and PAD) are responsible for collecting the sport 
physique signals or data of students and transmitting 
them to nearby edge servers for pre-processing. After-
wards, the health data are sent to a central cloud plat-
form for uniform integration, processing and mining. 
This edge-cloud collaboration structure not only lessens 
the massive load on the cloud platform - as there is no 
need to transfer all health data to it - but also introduces 
two additional challenges. Firstly, the health data of vari-
ous students are sent to and processed by distinct edge 
services, necessitating rapid consolidation of scattered 
health data. Secondly, in this integration process between 
the edge and the cloud, there’s a potential risk of stu-
dents’ privacy being exposed to malevolent individuals. 
The above two challenges significantly interfere with the 
normal health data integration and evaluation. To tackle 
this issue, a mobile computing-aided health physique 
evaluation solution based on amplified hashing is put 
forward in this paper. We will elaborate the details of our 
proposal in the next section.

Our solution: HPEAH
Next, we introduce a new health physique evaluation 
solution based on amplified hashing, named HPEAH . In 
summary, HPEAH can be divided into the following three 
steps: (1) according to the distributed health data of stu-
dents collected by mobile terminals, student indexes 
are created based on amplified hashing; (2) students are 
clustered based on their respective indexes; (3) students’ 
health physique conditions are predicted and evaluated 
according to the students in the same clusters.
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Step 1: Calculate student indexes.
We can track and gather health physique signals of stu-

dents (such as blood pressure, heart rate, sleep duration, 
breathing rate, etc.) via various mobile devices. Conse-
quently, each student’s health signals can be embodied by 
a multi-dimensional vector. As a result, all students along 
with their corresponding health signals can be portrayed 
in the form of a matrix. Concretely, we use the matrix Q 
in (1) to model the health signals of students. In (1), stu1
,...,stum represent a set of students in campus; ph1,...,phn 
denote the physique dimensions such as sleeping hours 
and breathing frequency. In matrix Q, each row delegates 
the physique conditions of a student, eg., stui(si,1,...,si,n ), 
and each column delegates all students health condi-
tion on a certain physique dimension; eg., phj(s1,j,...,sn,j ).  
More intuitively, each student stui is corresponding to an 
n-dimensional vector ( si,1,...,si,n ). Since vector(si,1,...,si,n ) 
often contains private information of student stui , we can-
not use it directly in the following health physique evalua-
tion process of students due to privacy disclosure concern.

Therefore, we need to transform the sensitive vec-
tor stui(si,1,...,si,n ) into a less-sensitive expression. Con-
cretely, amplified hashing is adopted here to achieve 

(1)Q =

s1,1 ... s1,n
... ... ...
sm,1 ... sm,n

the above goal. More formally, we first produce an 
n-dimensional vector T(t1,...,tn ) as presented in (2). 
Here, each dimension in vector T is assigned a random 
value belonging to [-1, 1] as formalized in (2). The pur-
pose of vector T is to provide a mapping function for 
transforming the sensitive vector stui(si,1,...,si,n ) into a 
less-sensitive vector STUi(S1,...,Sk)(k ≤ n ). The concrete 
mapping process is formalized in (3)-(5). Here, the mul-
tiplication operation in Eq.  (3) is used to convert an 
n-dimensional vector STUi into a concrete value ∧stui . 
Furthermore, we use Eq.  (4) to convert the concrete 
value ∧stui into a Boolean value S. The above conver-
sion is intended to reduce the time complexity of the 
subsequent clustering in step 2, as the complexity of 
the Boolean operations is relatively low. As can be seen 
from Eqs. (3)-(4), the conversion from stui to ∧stui and 
the conversion from ∧stui to S both drop some valuable 
information.

(2)T = (t1, ...tn),where tj ∈ [−1, 1]

(3)∧stui = stui ∗ T =

n
∑

j=1

si,j ∗ tj

(4)S =

{

1 if ∧ stui > 0
0 if ∧ stui ≤ 0

Fig. 1 Mobile computing-aided health physique analysis in Edge-Cloud collaboration
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To minimize the negative influence brought by the 
information loss, we repeat the conversions in Eqs. (2)-
(4) multiple times and obtain S1, ..., Sk . Thus, we get a 
new vector STUi(S1, ..., Sk)(k < n ) in (5). Here, the con-
straint condition ( k < n ) means that we successfully 
decrease the n dimensions of stui(si,1,...,si,n ) to the k new 
dimensions of STUi(S1, ..., Sk ). Moreover, vector STUi

(S1, ..., Sk ) is a Boolean vector that contains less privacy; 
therefore, the conversion from stui(si,1,...,si,n ) to STUi

(S1, ..., Sk ) can also secure the sensitive information of 
students. From a certain point of view, STUi(S1, ..., Sk ) 
can be taken as the index for stui(si,1,...,si,n ). Therefore, 
we will use STUi(S1, ..., Sk ), instead of stui(si,1,...,si,n ), to 
take part in the subsequent calculations in Step 2 and 
Step 3.

Concrete details of Step 1 are clarified in Algorithm 1.

Algorithm 1 

Step 2: Index-based student clustering.
In Step 1, we assign an index STUi(S1, ..., Sk ) to each 

student stui(1 ≤ i ≤ m ). Then all students as well as their 
respective indexes form a table IT as presented in Table 1. 
Next, we use the student index table to achieve the clus-
tering purpose. However, Table 1 only provides an index 
value for each student, which is often not enough. There-
fore, we construct K index tables ITi,...,ITK  as presented 
in Table 2.

(5)STUi = (S1, ..., Sk)

Next, we use the K student index tables in Table 2 to 
cluster the m students stu1,..., stum into different groups. 
The clustering process is based on amplified hashing. 
In concrete, let us consider two students for illustra-
tion of clustering, ie., stu1 and stu2 . According to (5), 
the indexes for stu1 and stu2 are represented by STU1 = 
( S1,1,..., S1,k ) and STU2 =(S2,1,..., S2,k ), respectively. Thus, 
we initially evaluate the similarity between stu1 and stu2 
based on the judgment condition in (6). More intui-
tively, for stu1 and stu2 they will be similar, ie., s(stu1
,stu2 ) = 1 if their mapping values over any dimension of 
( S1,...,Sk ) are equal.

Nonetheless, the similarity assessment condition 
expressed in Eq. (6) is somewhat lax. This may result in 
identifying students as similar who are, in reality, not 
closely alike. To address this concern, we utilize the 
K index tables listed in Table  2 to tighten the similar-
ity evaluation criteria. Consequently, we arrive at an 
updated similarity evaluation condition, formalized in 
Eq.  (7). More intuitively, if there exists an x(1 ≤ x ≤ k) 
satisfying s1,x = s2,x in all index tables IT1,...,ITK  , then 
we can conclude that the two students stu1 and stu2 are 
similar. This way, we can cluster the m students stu1,..., 
stum into different groups based on the student simi-
larity, i.e., the students whose similarity is equal to 1 
belonging to an identical cluster.

Concrete details of Step 2 are clarified in Algorithm 2.

(6)
{

s(stu1, stu2) = 1iff there exists x(1 ≤ x ≤ k)
satisfying s1,x = s2,x in IT

(7)







s(stu1, stu2) = 1
iff there exists x(1 ≤ x ≤ k)
satisfying s1,x = s2,x in all IT1, ..., ITK

Table 1 Students → Index mapping able

Student Index

stu1 STU2

stu2 STU2

... ...

stui STUi

Table 2 K student index tables

Student Index1 ... IndexK

stu1 STU1,1 ... STUK ,1

stu2 STU1,2 ... STUK ,2

... ... ... ...

stui STU1,i ... STUK ,i
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Algorithm 2  

Step 3: Student health physique prediction and eval-
uation based on clusters.

In Step 2, all the similar students have been grouped into 
multiple clusters. Here, we assume that there are Y clusters: 
C1,..,CY  . Next, we introduce how to evaluate or predict the 
health physique of a certain student stui(1≤ i ≤ m ) based on 
the derived Y clusters. More formally, we can predict the 
health condition of student stui in terms of physique dimen-
sion phi(1≤ j ≤ n ). ie., si,j according to (8). Here, we assume 
that student stui belongs to cluster Cy(1≤ y ≤ Y) and |Cy| . 
This way, we can predict the health physique of student stui 
based on their friends’ health physique conditions. Since 
the above prediction process do not involve the original 
student health physique data that are sensitive, the predic-
tion approach HPEAH proposed in this paper can protect 
user privacy well. Moreover, as Eqs. (2)-(8) shows, the time 
complexity of HPEAH is rather small. Therefore, HPEAH can 
achieve the prediction goal in a time-efficient way.

Concrete details of Step 3 are clarified in Algorithm 3.

Algorithm 3 

(8)Si,j =
1

|Cy|
∗

|Cy|
∑

d=1

Sd,j

Here, we would like to highlight the fact that the 
HPEAH method differs from the normal hash in two main 
ways. (a) The hash function is defined as shown in Eq. (2). 
(b) Multiple index tables are defined to improve the con-
ditions for similarity evaluation as shown in Table 2. The 
above two aspects are not present in the normal hash.

Evaluation
The evaluation in this research work is made through 
simulation based on WS-DREAM dataset which records 
a total of 339*5825 entries regarding the monitored 
performance data of 339 users over 5825 items. In this 
section, for simulation purpose, we use this dataset to 
represent the sport physique data of 339 students over 
5825 health physique metrics. For comparative purposes, 
we juxtapose our HPEAH method with two pre-existing 
ones: P-UIPCC [34] (an approach where a random value 
is added to the original data to obscure the true data in 
the original space, thereby safeguarding user privacy), 
and PPICF [35] (a technique where original data are par-
titioned into several fragments and stored by different 
stakeholders. This strategy ensures that even if a portion 
of the data is unfortunately disclosed, malicious users 
can’t accurately capture the entirety of the real data). The 
comparison metrics include MAE and time cost. Each set 
of experiments are run 100 times to overcome the nega-
tive influence incurred by data randomness and network 
running environment. In each experiment, following 
parameters are involved: m (size of student set), n (num-
ber of physique dimensions), k (dimension volume of 
vector STUi in (5)) and K (number of index tables shown 
in Table 2). Concrete experiment results are presented as 
follows.

Time cost comparison
The physique evaluation accuracy of the proposed 
HPEAH approach is measured and compared with other 
ones. Here, the related parameters are briefly introduced 
as follows: m = {100, 150, 200, 250, 30}, n = {1000, 2000, 
3000, 4000, 5000}, k = 10, K = 10. Experimental results 
are shown in Fig.  2. We explain the concrete perfor-
mances of different approaches in terms of MAE. As the 
experiment results in Fig.  2(a) indicate, the consumed 
time of both P-UIPCC and PPICF approaches is both 
relatively high since additional calculation operations 
are necessary in these two approaches: random confu-
sion operations in P-UIPCC and division operations in 
PPICF. These additional operations bring more com-
putational cost. On the contrary, the consumed time of 
HPEAH is relatively low because the index table creation 
phase in Step 1 is often available in an offline way and the 
rest operations in Step 2 and Step 3 can be executed in 
an online way whose time complexity is O(1). Another 
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observation from Fig. 2(a) is that the consumed time of 
P-UIPCC and PPICF approaches both increases with the 
rising of parameter m; this is because all m students are 
necessary to take part in the computation task. Similar 
results could be observed from Fig. 2(b) where the hori-
zontal axis denotes the number of physique dimensions. 
The low time complexity in the figure also shows the 
advantages of our proposal in outputting a quick health 
physique evaluation result.

MAE comparison
Next, we compare the evaluation accuracy between dif-
ferent approaches. Here, we adopt the same parameters 
as those in Fig. 2, i.e., m = {100, 150, 200, 250, 300}, n = 

{1000, 2000, 3000, 4000, 5000}, k = 10, K = 10. Concrete 
execution results are presented in Fig. 3. From Fig. 3(a), 
we can observe that MAE of HPEAH is the smallest 
among all the three approaches. Here, we analyse the 
reasons for this as follows. Although the two compared 
approaches can secure user privacy, different data confu-
sion strategies are adopted to achieve the goal of privacy 
protection, which reduces the availability of data to a cer-
tain extent; therefore, the MAE of these two approaches 
is relatively high. On the contrary, HPEAH utilizes hash 
technique to protect user privacy without confusing the 
original data for evaluation decision; as a result, the data 
availability is relatively high and the MAE is relatively 
low. In one word, the evaluation accuracy of HPEAH is 

Fig. 2 Consumed time comparison

Fig. 3 Evaluation accuracy comparison
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higher than the other two competitive approaches. Sim-
ilar results could be observed from Fig.  3(b), where the 
horizontal axis denotes the number of physique dimen-
sions. In Fig.  3(b), the accuracy of HPEAH still outper-
forms the other competitive approaches.

MAE of HPEAH
Next, we observe the evaluation accuracy of our HPEAH 
with respect to different parameters. Here, the param-
eters are set as follows: m = 300, n = 5000. Concrete 
results are presented in Figs. 4 and 5. Concretely, in Fig. 4 
(k = 10, K is varied from 1 to 5), the MAE of HPEAH gen-
erally declines with the growth of parameter K. We ana-
lyze the reason as follows. As K increases from 1 to 5, 
more hash tables are used in Eq. (7), which indicates that 

the condition for assessing whether two students belong 
to an identical cluster is relatively high. Thus, all students 
belonging to the same cluster are indeed close to each 
other. In this situation, the evaluation accuracy is guaran-
tee and the MAE drops accordingly.

On the contrary, different variation tendency of MAE 
ofHPEAH is presented in Fig. 5 where K = 5 and k is var-
ied from 4 to 12. We can see from Fig. 5 that the MAE 
of HPEAH generally increases with the growth of param-
eter k. We analyze the reason as follows: when k increases 
from 4 to 12, more hash functions are used in Eqs.  (6), 
which indicate a relatively lower condition to evaluate 
whether two students are belonging to an identical clus-
ter; as a result, all the students belonging to the same 
cluster are not very close to each other. In this situation, 

Fig. 4 Evaluation accuracy of our solution w.r.t. K 

Fig. 5 Evaluation accuracy of our solution w.r.t. k 
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the evaluation accuracy is decreased and the MAE rises 
accordingly.

Conclusions
The widespread impact of the COVID-19 pandemic 
has limited people’s range of activities. Consequently, 
students on campuses are required to pursue their 
studies at home or in dormitories to minimize the risk 
of virus exposure. This dispersed learning environ-
ment places a significant strain on the effective and 
efficient monitoring and management of students’ 
physical health. However, the broad utilization of vari-
ous mobile computing devices and wireless commu-
nication technologies has made remote monitoring 
of students’ daily health possible. However, students’ 
health physique data are often big enough and sensi-
tive, which makes the integration of distributed stu-
dent health data challenging. Motivated by the above 
two challenges, a mobile computing-aided health phy-
sique evaluation solution is brought forth in this paper, 
which is mainly based on a kind of amplified hash-
ing technique. Extensive experiments are designed to 
prove the performances of our proposal compared to 
other competitive approaches.

Abbreviation
HPEAH   Health Physique Evaluation based on Amplified Hashing
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