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Abstract

Achieving efficient and secure sharing of data in the Internet of Vehicles (loV) is of great significance for the devel-
opment of smart transportation. Although blockchain technology has great potential to promote data sharing and
privacy protection in the context of loV, the problem of securing data sharing should be payed more attentions. This
paper proposes an loV data sharing scheme based on the hybrid architecture of blockchain and cloud-edge comput-
ing. Firstly, to improve protocol’s efficiency, a dual-chain structure empowered by alliance chain is introduced as the
model architecture. Secondly, for the space problem characterized by data storage and security, we adopt distributed
storage with the help of edge devices. Finally, to both ensure the efficiency of consensus protocol and protect the
privacy of vehicles and owners simultaneously, we improve DPoS consensus algorithm to realize the efficient opera-
tion of the loV data sharing model, which is closer to the actual needs of loV. The comparison with other data sharing
models highlights the advantages of this model, in terms of data storage and sharing security. It can be seen that the
improved DPoS has high consensus efficiency and security in loV.
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Introduction

With the continuous innovation of intelligent transporta-
tion technology, basic safety information and application
data can be transmitted between vehicles. The Internet
of Vehicles can collect, store and send all working con-
ditions, static and dynamic information of vehicles. The
Internet of Vehicles generally has the real-time live view
function, and the mobile network is used to realize the
interaction between people and vehicles. Data sharing
has become an important technical means to improve
vehicle driving safety and travel efficiency. Data sharing
technology can enhance the vehicle’s ability to under-
stand the current traffic environment and network state,
and improve the vehicle’s response speed to unknown
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scenes. The Internet of Vehicles technology will conduct
real-time diagnosis on the vehicle, diagnose the fault
problems existing in the vehicle, and inform the owner,
greatly reducing the potential safety hazards. Although
traditional mobile cloud computing (MCC) has more
resources and larger storage space, and can migrate tasks
to a remote cloud with strong computing power, vehicle
transmission of large amounts of data to MCC will lead
to huge energy costs and transmission delays [1]. It is
unable to meet the local processing requirements of low
latency, high bandwidth and large-scale mobile terminals
and its emerging applications.

At the same time, the tension between resource con-
strained devices and computing intensive applications is
difficult to provide satisfactory quality of service [2]. In
addition, the security threat is an important problem in
the cloud computing environment, and the resulting data
security problem is becoming more and more serious [3].
Malicious vehicles often publish incorrect data or tamper
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with others’shared data in the network, thus misleading
vehicle driving judgment and even causing traffic acci-
dents. Therefore, ensure the security in the process of
data sharing, efficiently deploy edge nodes and schedule
edge resources to meet application needs and improve
service quality. It is very important to realize efficient
data sharing between vehicles and improve the efficiency
of transportation.

With the rapid development of mobile computing and
mobile communication technology [4], Mobile Edge
Computing (MEC) proposes to sink computing, storage,
processing and other functions from cloud servers to the
edge of wireless networks, providing mobile users with
adjacent real-time computing and localized processing
capabilities, so as to reduce network delay and improve
user experience. In mobile edge computing, users can
migrate computing intensive and delay sensitive applica-
tions from local to edge servers to solve problems such as
limited computing resources and battery capacity [5].

The Internet of Vehicles (IoV) is one of the main
application scenarios of MEC, which is computation-
ally intensive, time-delay sensitive, real-time and large
data volume. At the same time, the IoV is an important
sub-class of the IoT, which is used to connect vehicles
intelligently. Its essence is an interactive network com-
posed of information such as vehicle location, speed,
route and surrounding traffic conditions. Vehicles in the
IoV environment are equipped with advanced onboard
sensors and intelligent electronic devices and are fur-
ther equipped with wireless communication On Board
Unit(OBU) [6], which can effectively complete the inter-
active communication between the internal members of
the IoV [7]. Data information is transmitted and shared
mainly through Vehicle to Vehicle (V2V), Vehicle to Road
(V2R) and Road to Road (R2R) as show in Fig. 1. Encryp-
tion technology is used to process the sensitive data in
the vehicle node locally. At the same time, the non-sen-
sitive information is transmitted through the Internet to
realize the information interaction based on the Vehicle
and the Road Side Unit (RSU).

In the IoV, mobile vehicles will constantly gener-
ate many different data types, including additional data
such as mobile tracks, traffic information and multime-
dia data. Vehicles communicate, interact with informa-
tion, and jointly collect and share data [8]. Data sharing
between vehicles play a crucial role in improving driv-
ing safety and enhancing onboard services. IoV uses
different communication types to conduct information
interaction, provide safe and effective traffic informa-
tion for traffic participants, and create a comfortable
and safe driving environment. If some criminals release
false information or communication information, and let
other participants make the wrong driving decisions, it is
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Fig. 1 Application scenario

easy to cause traffic congestion or even traffic accidents,
resulting in serious consequences [9]. Therefore, how to
efficiently and safely use large amounts of available data
to improve the driving experience, and provide a wide
range of high-quality services in the IoV, has become an
urgent problem.

Data sharing in the IoV is facing three key challenges.
Firstly, there are centralized server single-point faults.
Secondly, privacy protection is a practical and critical
issue [10]. Data providers pay more and more attention
to data security and privacy issues, and do not take any
effective measures for data upload and storage, which is
easy to cause privacy information disclosure. In addition,
there is no effective incentive mechanism for data shar-
ing [11] which aims to encourage participants to collect
and share data and ensure the quality of data; These chal-
lenges hinder data sharing between vehicles and hinder
the development of IoV.

Rehman et al. [12] combined cloud computing with
blockchain technology to provide security services for
cloud based Internet of Things applications. At the
same time, it effectively prevents the attack of the mali-
cious edge server, making the data sharing in the system
more secure. However, the system is not well adapted for
large-scale data sharing. Xu et al. [13] proposed an online
electric vehicle charging system based on anonymous
blockchain, which eliminates the third-party platform
through blockchain technology and meets the require-
ments for user anonymity, information authenticity and
system security. Kang et al. [14] proposed to use alliance
chain and smart contract technology to realize the safe
storage and sharing of data and calculate the credibility
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of vehicles based on the weight subjective logic model,
effectively preventing unauthorized data sources from
ensuring high-quality data sharing between vehicles.
However, the privacy protection of data is difficult to
achieve. Ma et al. [15] proposed a blockchain-based data
security sharing scheme for IoV, which realizes efficient
and secure data sharing of IoV through smart contracts.
The PBFT consensus mechanism is adopted to ensure
that the network nodes quickly reach the consensus and
maintain the ledger’s consistency, but the resource con-
sumption is relatively large. Wang et al. [16] proposed a
safe and effective encrypted data retrieval and sharing
scheme to ensure the security of data sharing while the
keywords are retrieved and sorted to achieve accurate
retrieval. Sharma et al. [17] proposed a blockchain-based
data sharing scheme that relies heavily on third-party
centralized institutions for traditional data sharing,
which improves trust, but lacks fine-grained data access
control and data privacy protection mechanism.

Currently, many scholars in the IoV field are trying to
combine blockchain technology with the MEC. First, uti-
lizing the characteristics of blockchain decentralization
and each node backing up complete data information can
make up for a single point of fault defects in centralized
servers [18]. Second, using blockchain privacy, immu-
tability and traceability ensures privacy, security, and
integrity of data sharing. Moreover, using the consensus
mechanism in blockchain and smart contracts is impor-
tant to promote data sharing and ensure data quality
between vehicles. To this end, this paper proposes an IoV
data sharing scheme based on the hybrid architecture of
blockchain and cloud-edge computing, with the follow-
ing two aspects:

1. This paper gives full play to the advantages of block-
chain and edge computing, embeds edge computing
devices in roadside units and vehicles, which can
transform the traditional cloud data interaction form
into cloud-edge, and uses the dual chain mode based
on the alliance chain to isolate the vehicle condition
analysis results from the private data. At the same
time, it encrypts the data before the chain, stores the
real ciphertext in the edge device, and places the data
summary and storage location on the blockchain. It
enhances the protection of vehicle data security and
privacy, and solves the problem of safe storage and
sharing of system data.

2. In view of the problems of malicious nodes and vot-
ing enthusiasm in the consensus process, this paper
improves the voting model and optimizes the reward
and punishment mechanism on the basis of the dpos
consensus mechanism, and solves the problems in
the dpos algorithm, such as the untimely handling
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of malicious nodes and the low voting enthusiasm
of nodes. The participants in the Internet of vehi-
cles can reach consensus efficiently and reduce the
impact of malicious nodes on the consensus process.

Related work

Blockchain

Blockchain is a distributed ledger system with a specific
data structure that combines data blocks in a chain man-
ner and ensures that it cannot be tampered with and
forged. The blockchain, with its essential characteristics
of decentralization, persistence, anonymity, and audita-
bility [19]. As a peer-to-peer distributed ledger, each node
stores complete ledger information, effectively avoiding
data loss caused by single-node failure [20]. Blockchain
mainly has three application types: Public Block Chains,
Consortium Block Chains, and Private Block Chains.
Blockchain uses encryption [21] chain block structure to
verify and store data, using P2P, consensus mechanism
[22, 23] implement distributed node verification, com-
munication, and trust relationship. Using intelligent con-
tract [24] automated execution of some pre-defined rules
and terms, realize data automation to form a new data
recording, storage, and sharing method [25].

Centralized servers mainly handle traditional data shar-
ing, but enormous challenges. First, if the central server
fails, the entire network server is at risk of paralysis, such
as a denial of service attack on a centralized server that
causes a single point of failure. Second, users have limited
control over how and who personal data is used, and data
stored in a centralized server may leak personal privacy.
Finally, data stored in centralized servers lack reliability
and traceability. Centralized IoT infrastructure requires
third parties to trust for data processing, while data
stored on centralized servers risk tampering with [26].
Blockchain technology has been widely concerned due to
its decentralized autonomy, tamper-proof, and traceabil-
ity. Blockchain technology is considered a critical decen-
tralized technology to streamline and simplify network
management and improve 6G network performance. The
data stored on the blockchain needs to be jointly main-
tained by the whole network, effectively transferring
value [27] between nodes that lack trust. In the past, the
data sharing of the Internet of things could only be car-
ried out through a trusted third-party platform. Now,
using blockchain technology can run decentralized [28].
However, [oT data sharing research based on blockchain
technology still faces many challenges.

The primary application types of blockchain are divided
into Public Block Chains, Consortium BlockChain, and
Private Block Chains. The comparative analysis of the
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three basic blockchain application types is shown in
Table 1.

Because the Public Blockchains and the Private Block-
chains face different objects, their structure and charac-
teristics differ. All the members of the public blockchain
have the same permissions, and all the transaction
records are open and transparent, which determines the
credibility of the public blockchain, which is extremely
difficult and difficult to achieve. However, the public
blockchain transaction process requires all member cer-
tification, so the transaction speed is prolonged, and the
transaction cost is high, so it does not apply to IoV.

The private chains are just the opposite. The private
blockchain has a back-stage for managers. Some essen-
tial managers can modify and restore transactions appro-
priately and restrict access to users, and only authorized
users can join. Although the transaction speed of the pri-
vate blockchain is fast, the number of nodes in the pri-
vate blockchain is limited. Also, because its transaction
authentication has no lower limit requirements for the
number of users, and its credibility is not high, there are
significant problems for IoV.

The consortium blockchain combines the two advan-
tages. It not only has the private blockchain fast pro-
cessing speed and access control mechanism but also
maintains a specific decentralized nature, making the
transaction certification highly credible. Therefore, the
consortium blockchain can adapt to the extremely high
safety and fast speed response requirements of the data
management of the IoV. The consortium blockchain can
also realize cross-department sharing within the com-
pany and external data sharing through data desensitiza-
tion processing.

Edge computing

Cloud computing is a kind of distributed computing tech-
nology. Its system structure includes organization, uni-
fied resources, platform, and application layer [29]. As an
extension of cloud computing, edge computing is a highly
virtualized platform that provides network services such
as computing and storage between terminal devices and
the cloud. The objects of edge computing operations are
to downlink data from the cloud and uplink data from

Table 1 Differences of three types of blockchains
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intelligent machines. Various devices are around, with
considerable computing capacity and idle resources [30].
If the system can handle some simple edge devices in a
low latency way, it can have low latency as it takes real-
time tasks. Due to the limitation of computing, storage
resources, and battery capacity of IoT devices, some tasks
need to be unloaded to the edge server for processing
[31, 32]. On the IoV, the vehicle’s interior space has been
dramatically improved, and more and more electronic
devices with high processing, storage, and computing
capabilities are equipped on the vehicle [33]. At the same
time, to better serve vehicles, a large number of high-per-
formance roadside equipment are deployed on both sides
of the road. The above results show that the performance
of IoV system will be improved if such on-board equip-
ment and roadside equipment can be used reasonably.

The edge computing model can process massive tem-
porary data at the network’s edge. Only data with high
computational complexity can be uploaded to the cloud,
significantly reducing the pressure on network band-
width and data center [34]. At the same time, it can pro-
vide data processing services near the data production
terminal, eliminating the step of requesting a response
from the cloud computing center and achieving the goal
of reducing system delay and enhancing service response.
Edge computing can prevent users from uploading pri-
vate data, mainly by storing private data in network edge
devices to mitigate the risk of data leakage [35]. In addi-
tion, edge computing can provide more personalized
services based on user privacy data and improve user
experience.

In the edge computing system, vehicle data needs fre-
quent interaction, which leads to end-to-end data trans-
mission. Big data can play a key role and quickly provide
basis for decision-making [36]. In the wireless commu-
nication process of computing nodes, data is vulnerable
to various malicious attacks such as man in the mid-
dle attack, eavesdropping attack, etc. The central con-
trol node may also suffer from a single point of failure,
which may cause data leakage [37] or malicious tamper-
ing, leading to task execution failure or economic losses.
Therefore, it is very important to ensure the privacy, cor-
rectness and integrity of data during task execution. To

Blockchain type user Bookkeeper Degree of centralization propagation visibility Consensus
velocity mechanism
Public Chain Anybody All Members Decentralization slower all Pow,Pos
Federation Chain Federation Members Federation Incomplete Decentralization Quick Partially visible DPos, PBFT
Selected Mem-
bers
Private Chain Internal Company Administrators Weak Centralization Fastest Internal visibility PAXOS
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achieve this goal, edge computing oriented data security
sharing and storage, access control and other schemes
are feasible technical routes.

Consensus mechanism

In recent years, blockchain application has been involved
in many fields such as medical care, finance and transpor-
tation. In a decentralized system with highly decentral-
ized decision-making power, realizing the effectiveness
and consistency of block data is key to blockchain tech-
nology research. Different consensus mechanisms such
as Proof of Work (PoW), Proof of Stake (PoS) [38], and
Delegated Proof of Stake (DPoS) have been proposed
successively. It solves the problems of who accounts, the
long-standing Byzantium, and how to reach consensus
in a completely free and open blockchain and ensure the
system’s consistency.

The core idea of the PoW consensus mechanism is
that each node performs the hash operation of the node
through computing power competition to obtain the
generation permission of blocks and ensure the con-
sistency of network distributed accounting. But it also
exposes the disadvantage that the PoW consensus mech-
anism requires computers to have powerful computing
power. For example risk and revenue game will inevita-
bly lead to joint mining problems [39, 40], so under the
PoW consensus mechanism, although can guarantee
the reliability of the consensus process, a block takes
too long, too much computing and power resources
are wasted in competition, and over-concentrated com-
puting power also makes the blockchain network more
concentrated, so more vulnerable to attack. Therefore, it
does not adapt to the high-speed changing application
scenarios of the IoV.

For the problems of PoW, the PoS consensus mecha-
nism was born, which proved to be very feasible and scal-
able. The essence of PoS is to use the certificate of rights
and interests instead of the computing power-based
workload proof in PoW, and the node in the system with
the highest equity rather than the highest computing
power obtains the block accounting right [41]. PoS some-
what reduces the time to reach a consensus and reduces
the waste of resources in the PoW mechanism. However,
the PoS consensus mechanism also has some disadvan-
tages: the higher the rights and interests of the nodes can
occupy more accounting rights in the subsequent con-
sensus process. So that the accounting rights are more
and more concentrated in the nodes with higher rights
and interests, thus destroying the fairness of the network
consensus. At the same time, it is more likely to cause
the blockchain fork [42] than the PoW algorithm, so
many nodes need to be run to ensure a normal consensus
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network. So the PoW cannot support large-scale data
sharing in the IoV.

DPoS is an evolutionary version of POS. Its accounting
rights are generated by node voting. Ordinary nodes can
vote for the relatively credible representative as the block
producer, and the partial nodes with the most votes will
get the right to generate the block [43]. In the DPoS con-
sensus mechanism, each node can decide the authoriza-
tion nodes it trusts, and these authorization nodes take
accounts to generate new blocks. Therefore, the number
of nodes involved in validation and bookkeeping is sig-
nificantly reduced, resulting in fast consensus validation.
However, DPoS also has the following risks: ordinary
nodes do not actively participate in voting because the
election of representatives consumes a lot of time and
computing power. The weight of each node is propor-
tional to the amount of money, so there is a potential risk
of malicious nodes and bribery nodes with a significant
weight voting for themselves, resulting in corruption. If
malicious nodes fail to generate blocks, the whole block-
chain’s production capacity will decline, damaging all
nodes’ interests.

Zhang et al. [44] proposed a blockchain-based trust
management system of IoV that combines the consen-
sus mechanism of PoW and PoS. Larger vehicles that can
change their reputation can be updated to the blockchain
first. The scheme has obvious limitations for malicious
vehicles. However, the enthusiasm for node voting is not
high, and the delay of the IoV trust management system
still needs to be reduced. Tan et al. [45] designed an alli-
ance blockchain based on the digital twin, proposing that
the BFT-POS consensus algorithm achieves an effective
consensus on transaction recording. At the same time,
a contract-based incentive mechanism is developed to
ensure the enthusiasm of data owners to share data. But
the privacy protection of data is not perfect. Chai et al.
[46] proposed a diffusion and practical Diffusion and
practical Byzantine fault-tolerant mechanism which
reduces the consensus latency, improves the operational
efficiency of the blockchain and can reach consensus
efficiently and safely in the blockchain network. Still, it
does not consider the data-sharing incentive mechanism
between vehicles. A consensus protocol based on a vot-
ing mechanism and alliance blockchain was proposed by
Li et al. [47]. However, the protocol does not match the
participants of the Internet of Vehicles in terms of roles.
And it lacks a sound reward and punishment mecha-
nism to deal with possible malicious attackers. Zhang
et al. [48] proposed a blockchain-based IoV system, but
the consensus protocol used is the original PoW proto-
col. The protocol consumes a lot of time and resources to
generate blocks, thus burdening the IoV.
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Although experts have done a lot of research on con-
sensus mechanisms, and the innovations have their
advantages and disadvantages, the efficiency of data shar-
ing in the consensus mechanism is not well solved. So
further research on the consensus mechanism applicable
to IoV systems is still needed.

loV data sharing scheme based on the hybrid
architecture of blockchain and cloud-edge
computing

Hybrid architecture loV data sharing scheme

Vehicle data assets are non-physical assets and play a vital
role in providing high quality services for IoV. Blockchain
can well solve the security problem of the network layer
of vehicle data asset transaction. However, the IoV’s origi-
nal data volume is huge, the system complexity is high,
the number of users is large, the data is relatively scat-
tered, and if all the data is notified to the whole network,
it will make the cost huge. Therefore, the distributed
storage achieved by simply using blockchain technology
does not meet the needs of IoV data sharing platform. If
the blockchain is separated from the database and only
the blockchain is used for transactions, this architecture
deviates from the original intention of the blockchain and
cannot guarantee the security of data storage. Due to the
complexity of the Internet of vehicles terminal equip-
ment, the system can process a large amount of data in
a short time. Under the traditional blockchain architec-
ture, the huge data set in edge computing is difficult to
be quickly confirmed by the whole network, resulting in
the edge network system cannot process a large amount
of data in a short time.

In order to solve the above problems, data blocks and
transaction blocks can be separated to construct a dual
chain blockchain. The vehicle condition analysis result
can be isolated from the vehicle privacy data, and the
data can be double encrypted to enhance the protection
of vehicle data security and privacy. The combination
of edge computing and blockchain, the deployment of
blockchain nodes in the Internet of Things devices with
edge computing capabilities, to achieve the safe storage
of edge data. As the “local brain” of Internet of Vehicles
devices, edge computing can store and process data of
different devices, optimize and modify the working state
and path of various devices, so as to achieve the overall
application efficiency of real-time scenes.

As shown in Fig. 2. The platform is top-down into three
levels: user layer, operation layer, and data layer: (1) The
data layer is composed of vehicle information collection
chain VC (vehicle chain) and real-time vehicle condi-
tion analysis chain AC (analysis chain). A summary of
vehicle information data stored by VC is actively gen-
erated and uploaded by vehicle sensors and intelligent
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electronic devices; a data report is generated after ana-
lyzing vehicle information data stored in AC. (2) The
operation layer consists of permission management, data
transmission, and intelligent contract. Account author-
ity can manage the rights of account and data, only for
the user level; The data upload interacts with the VC of
the data layer; the smart contract is divided into inter-
nal access contract and external access contract, where
users access the analysis report in the AC. (3) The user
layer includes administrators, internal users, and external
users. Administrators have access to internal and exter-
nal users’ data and administrative access to data upload.
Internal and external users further analyze and apply the
obtained data to various scenarios.

In the double-chain structure, VC chain and AC chain
are connected in a hash-based manner. In order to save
system resources and improve storage efficiency, user U;
generates a key through the Elliptic Curve Cryptography
(ECC), selects random number k as the user’s private key,
calculates elliptic curve point KG as the public key, and
obtains a public-private key pair (pk;sk;) for requesting
and decrypting the data. The data owner UN; uploads the
hash value and data digest stored in the edge device to
the VC chain, and at the same time generates a symmet-
ric key SyKey; in addition to the public-private key pair
(pkj,skj) to encrypt the original data and store it in the
idle in edge devices.

In addition, the data owner designates a set of users
who have access to all of its files, and generates and main-
tains an access control matrix M; to record user access
rights. The file data is uploaded to the cloud after being
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divided into blocks and symmetrically encrypted. The
user’s public key and the data owner’s access control
matrix are stored in the blockchain for sharing. The data
owner can obtain the authorized user’s public key from
the blockchain. Users can also obtain the access control
matrix of multiple data owners through the blockchain to
check their own access rights to different data.

After receiving the data request sent by the user U,
the data owner U;, the data owner LIN; verifies the access
authority of the user in the access control matrix M;. If
the corresponding position of the matrix is 1, the pub-
lic key pk; of U; is used to encrypt the symmetric key
SyKeyj, and is used as the elliptic curve. on a specific
point, and encode the data to the corresponding posi-
tion of the curve, generate a random number r, calcu-
late C; = M + rKG, C, = rG, and obtain the encrypted
symmetric key CSKey;. The signed data package is stored
in the cloud platform, which includes encrypted data,
encrypted symmetric key and access control matrix.
The authorized user downloads the data package in the
cloud, obtains the relevant ciphertext, then uses his own
private key sk; to decrypt CSKey;, calculates C; — kC; to
obtain the symmetric key SyKey;, and finally uses SyKey;
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to decrypt to obtain the requested data. Data demanders
with internal authority upload the report generated after
analyzing the vehicle information data in edge devices to
the AC chain, and provide the results to external users
through smart contracts, so that the results of vehicle
condition analysis are isolated from private data and
enhance the understanding of vehicle data. The protec-
tion of security and privacy, to solve the security problem
of system data sharing.

According to the computing power and storage capac-
ity of Internet of things devices, the devices are divided
into ordinary nodes and butler nodes. Ordinary nodes
only participate in the broadcast of transactions. The
butler node packages the blocks and is responsible for
broadcasting and verifying transactions. A complete dis-
tributed ledger is saved on both the common node and
the butler node. The system framework mainly includes
smart contracts, blockchain networks, distributed ledger,
and Internet of things equipment.

As shown in Fig. 3, When the data demand issues the
data request transaction on the blockchain through the
smart contract, the data owner listens to the transac-
tion of the data demand on the blockchain network. If
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there is the required data, the following operation: send
the storage request to the consensus node through the
smart contract. After obtaining the response of the con-
sensus node, the raw data is sent to the consensus node,
and the consensus node encrypts the data. The encrypted
data, data description and storage time are uploaded to
the edge devices for storage, and then the hash value
and data summary of the shared data in the edge devices
are sent to the blockchain. Realize shared data storage,
address chain storage and data chain storage. After the
data demand person obtains the data key from the data
owner, he can obtain the required data from the corre-
sponding data address. After the data demanders obtain
the data, they use the data to better tap the potential
value of the data.

Consensus mechanism for edge resource allocation
There is no same central database in the blockchain
network as in traditional database systems. Each node
is peer to peer, so a consensus mechanism must ensure
that all peers can cooperate effectively. However, con-
sensus mechanism and block publishing require multi-
ple rounds of broadcasting throughout the network. In
a dynamic environment, intermittent communication
links of vehicles will increase the block chain operation
delay. In addition, the traditional consensus mechanism
relies on mining algorithms to ensure the fairness of
blocks, which will lead to excessive computational over-
head of the system as a whole. At the same time, due to
the strong mobility of the vehicle itself, there is often a
problem of data migration and synchronization across
regions. If the traditional blockchain ledger transmission
method is used, the operation efficiency will be signifi-
cantly reduced. Therefore, we need to improve the tradi-
tional consensus mechanism for the above issues.

In the data sharing scenario of the IoV, there are a
large number of decentralized and heterogeneous edge
devices, which usually have considerable comput-
ing resources and are often idle. Therefore, each edge
node can participate in the running process of the com-
mon knowledge mechanism by delegating its own idle
resources to other nodes, while the elected nodes will
actually participate in the block generation and block-
chain maintenance process, To complete resource alloca-
tion and data sharing.

Therefore, in the design of this scheme, consensus
mechanism based on virtual resource voting type is more
appropriate, such as PoS and DPoS. Comparing the two
consensus mechanisms represented by PoS and DPoS,
we can find the direct voting method employed by PoS.
In principle, PoS allows all nodes to compete. This pro-
cess usually involves many nodes voting simultaneously.
And the more nodes are participating, the less efficiently
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the consensus mechanism runs and the greater the net-
work traffic pressure, which cannot meet the low latency
requirements for real-time data processing.

The DPoS, based on inheriting that POS does not need
to consume computing resources, greatly improves the
operation efficiency. The voting method of its commis-
sion system is similar to the operation mode of the board
of directors. Ordinary nodes are only responsible for
electing “witness nodes’, while the immediate consensus
process is only carried out among the selected “witness
nodes” Therefore, the block output speed is very fast. In
this way, we can combine DPoS technology to solve the
problem of nodes consuming a lot of arithmetic power
to reach consensus and improve the efficiency of the
consensus mechanism. However, due to the application
characteristics of this scheme, we still need to make some
adjustments to the existing DPoS, which is adapted to the
use of this scheme. Aiming at the problems of malicious
nodes and voting enthusiasm in the consensus process,
this paper proposes an edge resource oriented DPoS
mechanism (ERDPoS) based on the DPoS consensus
mechanism. It improves the voting model, optimizes the
reward and punishment mechanism, and solves the prob-
lems of untimely processing of malicious nodes and low
voting enthusiasm of nodes in the DPoS algorithm. The
participants in the Internet of vehicles can reach consen-
sus efficiently and reduce the impact of malicious nodes
on the consensus process.

Voting model calculation scheme

The generation of blocks is used to record specific trans-
action information and store it in the blockchain. The
nodes in the system need to select qualified nodes to gen-
erate the blocks. Therefore, in order to ensure the secu-
rity of the information, the node hopes to give the power
to generate the blocks to those reliable and trusted nodes.
Nodes are divided into normal nodes and butler nodes.

A) Ordinary nodes are composed of vehicles connected
to the IoV and basic equipment on the side of the
road, which is responsible for block distribution and
transaction transmission and reception. They collect
data on the surrounding vehicles and environment in
real-time and send the messages after being signed.
Normal nodes can see the entire consensus process
and use the system’s services. At the same time, ordi-
nary nodes have voting rights, and they elect the
butler node according to the success rate of the task
within the specified time and refer to the integral of
the node.

B) The butler node is responsible for generating and
packaging the blocks while reviewing the content
of the blocks. The butler node collects all kinds of
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information sent by ordinary nodes from the Inter-
net of vehicles and packages them into blocks. Sub-
sequently, the butler node will sign it on its block by
signing it. At the same time, each block generated
on the IoV needs to be sent to the butler node. The
butler node will make a corresponding judgment
according to the authenticity of the information in
the block. Blocks are only considered valid by more
than half of the butler nodes, and effective blocks
will be uploaded to the blockchain and be widely
spread among producers. In addition, the butler node
will also deal with the possible malicious attackers
like double spend attack and sybil attack, and faulty
nodes on the IoV in time.

This paper presents the concept of dedication point (DP).
DP as a node evaluation index, which is used to evalu-
ate the node credibility. The higher the contribution inte-
gral, the higher the work efficiency of the node, the more
trustworthy; conversely, it means that the node cannot
complete the task of generating blocks or auditing to
some extent, and may be a malicious node. For highly
efficient nodes, different DP will be rewarded according
to their contribution to the Internet of Vehicles. For the
fault node or the malicious node, if the packaging and
audit operation cannot be completed within the specified
time, the DP of the node will be deducted. Excluding DP
would mean that it is more difficult for nodes to become
packaged nodes in the next round, with less weight when
voting for other nodes and no more rewards.

Voting mechanism
In the DPoS consensus algorithm, the node voting lacks
fairness, and the node appears political apathy. In this
scheme, the voting mechanism of the traditional DPoS
consensus algorithm is improved, and certain rewards
can be obtained for each vote. Specifically, after the end
of each consensus process, a representative node of the
successful production block has to distribute the reward
to all the nodes in the corresponding proportion vot-
ing for it. When voting, the node votes support vote SV,
and votes against negative vote NV, and chooses the top
15% of the nodes in the voting list to become the butler
node. The scheme effectively reduces the probability of
malicious nodes becoming representative nodes while
increasing the voting enthusiasm of ordinary nodes.

The formula for the total votes of the nodes based on
the contribution integral is as follows:

L (SUsV_ SINY
! m n

) +DP 1)
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In the Eq. 1, SV; is the DP value that the ith node that
voted SV has by itself; NV; is the DP value that the ith
node that voted NV has by itself; m is the number of PV
votes obtained by the node; # is the number of DP votes
obtained toward the node. When the V; value is less than
0, the score value is counted as 0. In a round of voting,
the V; values obtained by the nodes are ranked from high
to low, and the nodes located at the last 10% are defined
as malicious nodes. This new calculation of voting results
improves the fairness of elections and thus the system’s
security.

When an ordinary node is engaged in an election vote,
it needs to collect feature information between the nodes
through the block transmission process to judge whether
a node can be trusted. This propagation is divided into
two situations: 1) Direct propagation between nodes cal-
culates its direct trust value by directly propagated infor-
mation; 2) Other nodes obtain information from the node
to calculate its indirect trust value. Direct propagation
information is available based on historical records, but
indirect propagation information needs to be obtained
according to the recommendations of other nodes.

Direct trust

In this scheme, direct trust is a trust relationship estab-
lished by the two parties to the transaction. Since trust
is not caused by a single aspect but by multiple factors,
there are different ways to assign weights when combin-
ing trust. In this model, the main factors affecting node
trust are Node attributes, Network factors, and Safety
factors. In this paper, the above factors are subdivided.
Select the Computing Power of the factors affecting the
node attribute in the blockchain, select the Delay of the
factors affecting the network, and select the Bugged
Probability. Some thresholds were selected according to
the survey to rank these evaluation factors.

1, 0 < v <400k/s

computing power = ¢ 2, 400 < v < 800k/s
3, 800 < v < 1000k /s,
1, 65 <t <100
Postpone = { 2, 25 <t <65
3,1 <t<25

g 1,020 <p <035
Bugged Probability = { 20 <p <020
In the block generation cycle, there is Nth propagation
between nodes, so C, D, and Bp of the butler nodes are
rated during each propagation process. Rating is a way to
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quantify each attribute after the nodes complete the task.
According to the selection index, the calculation formula
of direct trust is: Tp = C/(P x BP). The trust value of the
butler nodes depends not only on the nodes that directly
propagate but also on the recommendations from other
nodes, by which more information can be collected.

Indirect trust

It is a reliable way to calculate the trust values based on
the history of the nodes. Still, it is not reliable to rely
solely on the direct propagation between the nodes
to estimate the trust values of the target butler nodes.
When the number of direct propagation between
ordinary and butler nodes is small, it is not reliable to
calculate the trust value of the butler nodes by only
relying on the natural interaction history. Therefore,
when the number of propagation between the nodes is
very few, we should consider the recommendation sit-
uation of the other nodes to calculate the indirect trust
value, which is obtained by the interaction between
the other nodes and the validation nodes. For example,
if node A wants to know the indirect trust of node D,
Then TC and TB are obtained through the feedback of
direct interaction between nodes B and C and node D.
That is, the formula can be extended if multiple nodes
interact with it: Ts = % Sy T

Comprehensive trust value calculation

The trust value calculation of verification nodes combines
direct trust and indirect trust. Generally, nodes believe
that direct trust is more reliable because it is safer and
more reliable through themselves and butler nodes. This
avoids the case of the wrong node gang making the mali-
cious node high, so the direct trust weight is set to 0.7,
the indirect trust weight is 0.3, and the expression of the
comprehensive trust value is: 7; = 0.7 x Tp + 0.3 x Ts.
After obtaining the comprehensive trust value of the
nodes, the comprehensive trust values of all the nodes
are updated and uploaded through the blockchain sys-
tem. The voting nodes vote on the nodes according to the
score of the credit value, which improves the security of
the whole system.

Reward and punishment mechanism

The DPoS algorithm gives a certain reward (Ra) to nodes
that successfully packaged blocks and ordinary nodes
who elect these packaged nodes. These rewards can
increase voting enthusiasm at ordinary nodes and avoid
low turnout and unmanned voting problems. When an
ordinary node successfully elects a node that can gen-
erate a block or reports a malicious node, the node will
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receive a corresponding reward based on the number of
contribution points.

As the node DP increases, the higher the weight
of the nodes occupied. In order to avoid the voting
results due to the excessive accumulation of some
nodes, the function of resetting the reputation value
is added to the reward mechanism. Let « be the DP
threshold, f be the DP maximum, and Ra; be the
reward received by the ith node that participates in
voting or performs packing. Equation 2 takes the
packaging node of a successfully packaged block as an
example.

o { SV,/(X" SV, + DP)Ra, (DP < a)
! SVi/(ZTSVi+DP)-(DP—a)Ra/DP, (¢ < DP < p)
(2)

SV; is the DP value that the ith node that voted SV
has by itself; NV; is the DP value that the ith node
that voted NV has by itself; « is the DP threshold and
B is the DP maximum, When the node DP reaches the
maximum value B, the node DP value will be reset
to the threshold value «. Even if the obtained node
keeps priority in the election of the steward node,
it also maintains the fairness of the elected nodes in
the network.

In a round of voting, a node can only cast a negative
vote and a positive vote once. If the ordinary node votes
in favor of the failed node or malicious node, or votes
against the normal node, the node is considered as a
malicious vote, and the node will be deducted some
DP. When the steward node fails to pack the block suc-
cessfully, the node will be deducted the credit score and
removed from the steward node. Set n as penalty coef-
ficient, DU is the DP value deducted when the node is
punished. 6 Is the minimum value of DP. When DP is
deducted to & When below, DP value will not change.
Take throwing SV to malicious nodes as an example, as
shown in Eq. 3.

[ SVi/>"SVi x n x Ra, DP > 6
Du‘{o, DP <6 ®)

Compared with DPOS consensus mechanism, this
paper mainly improves the selection of node pro-
duction blocks with high recognition in the stage of
selecting block producers to ensure that the selected
producers are more reliable; According to the behav-
ior of nodes, malicious nodes are handled in a timely
manner to further ensure that the selected nodes have
a high degree of trust. Taking VC chain as an exam-
ple, the working process of improving DPOS is shown
below.
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Input: Vehicle data
Output: vb
The score sequence is calculated from Equation (1)
Sort score values in descending order
Top 15% of nodes make up the butler queue
while i < butlerqueue.length() do
if Node i failed to pack then
Ra;, DU calculated from Equation(2)(3)
DP =DP—- DU
SV, =8V, — DU
NV; = NV; + Ra;
Remove malicious nodes from the butler queue
i i+1
else {Node i packaged successfully}
Ra;, DU calculatedfromEquation(2)(3)
DP =DP+ Ra
SV; = SVi+ Ra
NV; = NV; — DU
Return vb
end if
end while

Algorithm 1 Improve dpos working mechanism of
VBExperimental analysis

In order to verify whether the proposed scheme can
improve the enthusiasm of node voting and effectively
handle malicious nodes to reduce the weight proportion
of malicious nodes, the improved consensus algorithm is
simulated and analyzed through simulation experiments.
The experiment simulated 100 independent nodes, where
the malicious node ratio was set to 15%, « is 100, 8 is 120,
and 0 is 10. A total of 150 rounds of experiments were
carried out.

Comparison of the participating voting nodes

before and after the mechanism improvement

The proportion of the number of nodes participating in
the voting is taken as the active degree of the nodes par-
ticipating in the voting to judge the enthusiasm of the
nodes in the scheme. The initial probability of the experi-
mental setting nodes participating in the voting is 50%.
Compare ERDPoS with the original DPoS mechanism,
At the same time, it is compared with the reputation
based improvement DPoS (RDPoS) in the literature cite
9513042. And the results of 10 rounds of voting are ran-
domly taken to get the change map of the number of the
nodes participating in the voting, as shown in Fig. 4.

As can be seen from Fig. 4, under the original
DPoS mechanism, The total number of people voting
accounted for 50% - 60%. In the ERDPoS mechanism
scheme, because the incentive mechanism stipulates that
the nodes participating in the voting can get the cor-
responding reward, the more the votes, the more rev-
enue, so more and more nodes participate in the voting
mechanism, accounting for 60%-85% of the total nodes.
At the same time, compared with the scheme in litera-
ture [43], our scheme performs better in terms of node
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participation. Therefore, the improved DPoS mechanism
plays a good effect in improving the low voting enthu-
siasm of nodes and reducing malicious node attacks. It
attracts more and more nodes to participate in the vot-
ing, improves the overall resistance of the model, and
makes efficient use of the system resources.

Comparison of different types of nodes in multiple rounds
of voting

To verify whether this scheme can effectively eliminate
malicious nodes and reduce the proportion of malicious
nodes. At the same time, verify whether the contribution
points obtained by ordinary nodes increase gradually
when they actively participate in the voting process. We
judge the efficiency of the scheme to eliminate malicious
nodes based on the decline rate of votes obtained by
malicious nodes. This paper compares the trend of votes
received by butler, ordinary and malicious nodes in 150
rounds of voting, as shown in Fig. 5.



Zheng et al. Journal of Cloud Computing (2023) 12:99

According to the analysis of the broken line compari-
son chart, the number of votes obtained will increase
significantly after the butler node successfully packs
the blocks and gradually accumulates contribution
points. This means that the steward node’s perfor-
mance is in a good and stable state, which makes other
nodes more inclined to vote for it to obtain rewards.
The general nodes show a butler upward trend. With
the gradual increase of contribution points, the gen-
eral nodes also have the opportunity to join the
butler queue. The number of votes obtained by mali-
cious nodes is similar to that of ordinary nodes at
the beginning, but errors or no blocks are generated
in the process of block generation. Therefore, under
the mediation of the punishment mechanism, with
the increase of the number of rounds, the contribu-
tion points quickly decreased around the 15th round.
Other nodes vote against malicious nodes to obtain
rewards, effectively preventing malicious nodes from
entering the butler queue. The experimental results
show that the improved DPoS mechanism can rapidly
reduce the probability of malicious nodes becoming
butler nodes. Thus, the safety and stability of the sys-
tem are improved.

Comparison of time consumption of consensus algorithm
before and after improvement

Time consumption is one of the more important refer-
ence indicators in the blockchain system based on the
Internet of Vehicles. Low time consumption means
that the waiting time for the vehicle to complete a data
service is short, but the security cannot be guaranteed.
High time consumption means that the trust relation-
ship between nodes needs to be confirmed in each
round, so the scheme has high reliability. In the consen-
sus delay experiment, the experimental control group is
the traditional consensus algorithm. In order to verify
that the ERDPoS consensus algorithm has higher secu-
rity than the traditional DPoS, the running time of the
two consensus algorithms is simulated when the num-
ber of network nodes is 10, and repeated experiments
are carried out for many times, taking 10 of them as the
simulation results, as shown in Fig. 6.

It can be seen from Fig. 6 that the improved dpos
consensus algorithm consumes more time than the
dpos consensus mechanism because it needs to confirm
the trust relationship between nodes and calculate the
node DP in each round. The purpose of the computing
node DP is to obtain a trusted node with a high degree
of trust and avoid a malicious node becoming a steward
node. Therefore, the improved consensus algorithm is
more secure than the traditional DPoS.
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This paper scheme compared with other existing DPOS
scheme

This paper compares with other models regarding con-
sensus mechanism, security, and efficiency, as shown in
Table 2. The data sharing model adopts the dual chain
structure based on the alliance chain to reduce the
pressure of the main chain. At the same time, the dual
encryption is used to protect the privacy of the original
data, which realizes the efficient and safe data security
sharing. In addition, this paper analyzes the problems
faced by IoV regarding privacy security, data storage,
work efficiency, and the advantages of this Table 3. When
faced with the problem of large-scale storage, the data
sharing model of IoV based on the hybrid architecture of
blockchain and cloud edge computing realizes the stor-
age and convenient access of large-scale data, improves
the utilization of edge devices, and solves the problem of
small block capacity in blockchain based models. Double
chain improves the packaging efficiency of blocks, and
the improved consensus algorithm effectively reduces
resource waste in the process of data transmission and
block packaging. The scheme in this paper still needs to
be improved. In future work, the model will be further
improved to improve work efficiency and improve con-
sensus algorithm.

Conclusions

As the IoV advanced, the combination of blockchain and
cloud edge computing has increased significantly. There
are many data interaction scenarios in IoV. These data
weigh important value in scientific research, business,
and traffic governance, hence how to share data effi-
ciently and securely in IoV has caught increasing amout
of attention. In this paper, we anaylze the problems in
existing IoV, and propose a decentralized, efficient, and
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Table 2 Comparison of improved DPoS with other schemes
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Consensus  Security Efficiency
mechanism
This paper ~ ERDPoS Improved on DPoS to increase node activity, eliminate malicious efficient
nodes, and ensure system security
Zhangetal. PoW, PoS It plays a good role in limiting malicious vehicles and has high security = Time extension, Low efficiency
Tan et al. BFT-PoS The privacy protection of data is not perfect While ensuring low delay and high efficiency,

expand the scope of vehicle remote resource
sharing

Table 3 Current problems and solutions for improved scheme

Type Problems

Solutions for Improved Scheme

Privacy Security ~ Tamperable, Data Leakage, Hacker Attack

The underlying architecture based on blockchain is adopted to ensure data security by

taking advantage of the decentralized and non tampering characteristics of blockchain;
The malicious nodes are effectively filtered

Data Storage Accessibility, Large scale data storage,

Small block capacity

Efficiency Delay, Waste computing resources

The data is stored in edge devices, which realizes the storage and convenient access of
large-scale data

Adopt double chain structure to improve work efficiency; Reduced resource waste

compared to pow

storage space-rich IoV hybrid architecture data sharing
model. It enhances the protection of vehicle data secu-
rity and privacy, and solves the problem of safe storage
and sharing of system data. In addition, we have made
some improvements to the existing DPoS consensus
protocol to solve the problems in the DPoS algorithm,
such as untimely processing of malicious nodes and low
enthusiasm of nodes to vote. It enables participants in
the Internet of Vehicles to reach consensus efficiently and
reduces the impact of malicious nodes on the consen-
sus process. It can better meet various practical needs of
IoV. Later, we will add identity authentication and access
control management to the model to further improve the
security of the model. At the same time, the consensus
algorithm is further optimized. In this paper, we hope to
provide new research ideas for the coming integraton of
blockchain and IoV, and seek a broader application area
of consensus mechanism.
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