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Abstract 

Dynamic auction-based resource allocation models require little global price information, are decentralized and suit-
able for the distributed systems like cloud computing. For the cloud computing market, we proposed a Truthful 
Dynamic Combinatorial Double Auction (TDCDA) model to improve the social welfare and resource utilization. 
In our model, multiple cloud service providers and cloud users bid for various resources in a dynamic environ-
ment. We adopted a payment scheme to ensure truthfulness for all participants, which motivates bidders to reveal 
their true preferences. Since the combinatorial auction allocation with goal of economic efficiency is NP-hard, we 
developed a greedy mechanism to achieve the approximately efficient solution. Considering both parties’ interests 
and the resource scarcity, this model also ensures fairness and balances resource allocation. The proposed model 
is proven to be approximately efficient, incentive compatible, individually rational and budget-balanced. Simulation 
results show that the model not only achieves economic efficiency, but also improves resource allocation and meets 
resource needs for more cloud users.

Keywords Cloud computing, Combinatorial double auction, Bid density, Truthfulness, Economic efficiency, Resource 
allocation, Winner determination problem (WDP)

Introduction
As a new business model, cloud computing uses internet 
and virtualization to provide ready-to-use IT resources. 
It provides efficient and scalable computing resources, 
reduces setup and maintenance costs, and improves the 
resource utilization [1].

With the help of virtualization technology, cloud com-
puting integrates a large number of IT resources (includ-
ing storage, CPUs, networks, applications, etc.), and 
provides them to users based on supply and demand. It 
is convenient for users and has many advantages over 

the traditional model. However, it also brings some chal-
lenges to resource management [2].

Users’ requirements could change at any time and 
cloud resources are heterogeneous and expandable. 
Therefore, the cloud market changes constantly and is 
highly dynamic. When demand increases, it is difficult 
to ensure Quality of Service (QoS). How to schedule 
and allocate cloud resources to make an optimal match 
between supply and demand is one of the major chal-
lenges in cloud computing [3].

The competition for cloud resources in cloud com-
puting is similar to that in the free market in econom-
ics. Many models and theories in economics have been 
applied to cloud computing. Current researches usually 
use the auction method from economics to simulate 
cloud resource allocation in order to optimize the social 
welfare. However, the resources in cloud computing are 
diverse and cloud users’ requirements are different. The 
allocation problem of combinatorial cloud resources is 
NP-Hard [4].
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The fixed price strategy adopted in the traditional 
auction method does not truly reflect the service quali-
ties and request differences, and there are deviations 
in fairness and resource utilization. Cloud service pro-
viders need to maximize their profits, and cloud users 
want to spend less and obtain resources with desired 
quality. They have their own interests, which often con-
flict with each other. A transaction can only be reached 
when both parties’ interests are satisfied. Therefore, 
when designing a cloud resource allocation mechanism, 
we need to take both parties’ interests into considera-
tion to build a healthy and sustainable cloud computing 
market.

Game theory studies the interaction of multiple play-
ers in a competitive environment [5]. It can be used to 
solve the optimization problem with competition or 
mutual constraints among multiple players in econom-
ics, international relations, biology, computer science, 
etc. In the cloud computing market, both cloud ser-
vice providers and cloud users are driven by their own 
interests, and there are competition and mutual con-
straints. Game theory can be used to meet the needs of 
both parties.

Two popular categories of market-based models 
for cloud resource management are commodity mar-
ket model and auction model. In the commodity mar-
ket model, providers specify their resource prices and 
charge users according to the amount of resources they 
would consume. In the auction model, each provider 
and user acts independently and individually. Auc-
tions are used for products that have no standard val-
ues and the prices are affected by supply and demand 
at a specific time [6]. Auctions require little global price 
information, are decentralized, easy to implement and 
suitable for distributed systems like grid computing, 
cloud computing, etc.

Auction is a type of game that bidders need to strate-
gically select their best bids. It is also one of the many 
ways to implement the dynamic pricing. Dynamic 
pricing reflects the real-time supply and demand rela-
tionship, one example is the Amazon EC2 spot mar-
ket. It is desirable for the dynamic cloud market as 
trade prices can be adjusted based on the supply and 
demand changes to obtain the efficient allocation. 
Among the different types of auctions, combinatorial 
double auction is most suitable for cloud computing 
because it allows double-sided competition and bid-
ding on any combination of resources, which helps to 
achieve the economic efficiency. An effective auction 
mechanism needs to have the desirable properties of 
economic efficiency, incentive compatibility/truthful-
ness, individual rationality, budget-balance and com-
putational efficiency.

Motivation and contributions
Since there is competition between cloud service pro-
viders and cloud users, they will not disclose all of their 
information, so the auction is an incomplete information 
game [7]. The bidders are self-interested and intend to 
maximize their own utilities. Some bidders might ben-
efit by manipulating the market with untruthful bids 
and gain unfair advantages. That could hinder other 
qualified bidders and reduce the auction efficiency. Most 
researches considered truthfulness for either the cloud 
users or cloud service providers. We adopted a payment 
scheme to ensure truthfulness for all participants. In our 
model, bidding truthfully (revealing true information) is 
the dominant strategy for every participant. As the com-
binatorial auction allocation with goal of economic effi-
ciency is NP-hard, we developed a greedy mechanism to 
mitigate the computational complexity of combinatorial 
auctions. Experimental results show that our algorithm 
can balance resource allocation, and achieve optimal 
social welfare (sum of utilities for all participants) and 
high request success rate.

The main contributions of the paper are as follows:

• This paper proposed a Truthful Dynamic Combina-
torial Double Auction (TDCDA) model to ensure 
truthfulness for all participants.

• In the proposed model, we developed a greedy mech-
anism to overcome the complexity of computing the 
efficient allocation in combinatorial auctions.

• Considering the resource scarcity, the proposed model 
balances resource allocation for cloud service providers.

In the double-sided auction, both cloud users and 
cloud service providers can submit bids, and their utili-
ties are included in the winner determination problem 
(WDP). All participants are treated equally, the proposed 
model is fair enough to motivate bidders to participate 
and stay in the market. The TDCDA model is proven to 
be approximately efficient, incentive compatible, indi-
vidually rational, budget-balanced and computationally 
efficient.

Related work
Cloud computing integrates a large amount of IT 
resources through virtualization technology and pro-
vides scalable resources on demand. It improves resource 
utilization, and reduces operation and maintenance 
costs. However, the dynamically changing resources and 
requests complicate cloud resource allocation and man-
agement. In recent years, resource allocation is a major 
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challenge for the cloud market. How to effectively allo-
cate these huge and dynamic resources has been an 
important issue that needs to be solved. Some theories 
and models in economics are very suitable for the cloud 
resource allocation problem. Researchers have used the 
game theory and auction methods to study the cloud 
resource allocation process.

Game theory studies strategic interaction between 
rational decision-makers [7]. Liu et  al. [8] studied ad 
hoc cloud providers selling their private idle computing 
resources to cloud users through non-cooperative game 
to improve resource utilization and reduce maintenance 
costs. Jie et al. [9] modeled the resource allocation prob-
lem as a double-stage Stackelberg game and proposed 
three algorithms to achieve Nash equilibrium and Stack-
elberg equilibrium. Lin et  al. [10] proposed a strategic 
game approach to address the multi-ownership of the 
network resources and services, and analyzed the Nash 
equilibrium of the game and stability of the algorithm. 
Zheng et al. [11] have investigated the problem of multi-
user computation offloading for mobile cloud computing 
under dynamic environment. By formulating this prob-
lem as a stochastic game, they proved the dynamic off-
loading decision process always leads to a pure-strategy 
Nash Equilibrium. Chen et al. [12] proposed a stochastic 
scheduling algorithm for the cloud computing environ-
ment to optimize the accumulative QoS. Guo et al. [13] 
modeled the bandwidth sharing problem as a Nash bar-
gaining game, and proposed the allocation principles 
by defining a tunable base bandwidth for each virtual 
machine (VM).

Auction is designed with certain bidding strategies 
and rules, where sales can be done with bids. Research-
ers have conducted extensive study on auction-based 
resource allocation schemes. Zhang et  al. [14] designed 
an efficient and truthful online auction for dynamic 
resource scaling and pricing. Li et  al. [15] adopted a 
truthful and individual-rational double auction as the 
inter-cloud trading mechanism, and designed a dynamic 
algorithm for each cloud to decide the best VM valua-
tion and bidding strategies. Zhang et  al. [16] proposed 
an incentive-Compatible Online Cloud Auction (COCA) 
mechanism based on a monotonic payment rule and a 
utility-maximizing allocation rule. Tafsiri et al. [17] stud-
ied combinatorial double auction-based market in which 
a broker performs the allocation of the providers’ virtual 
machines according to the users’ requests. Their pro-
posed integer linear programming model achieved truth-
fulness, fairness and allocation efficiency. Mashayekhy 
et  al. [18] proposed optimal and approximate strategy-
proof mechanisms for resource management in clouds 
with multiple types of physical machines and resources 

that give incentives to the users to reveal their true valu-
ations for the requested bundles of virtual machines. Li 
et al. [19] proposed a game-based combinatorial double 
auction model for resource allocation supporting multi-
ple infrastructure providers and service providers bidding 
for various combinations of resources. Considering both 
parties’ interests, this model optimized social welfare 
and achieved high resource utilization. Dibaj et  al. [20] 
proposed a cloud priority-based dynamic online double 
auction mechanism, which is aligned with the dynamic 
nature of cloud supply and demand and the agents’ time 
constraints. Umer et al. [21] proposed Adaptive Market-
Oriented Combinatorial Double Auction Resource Allo-
cation (AMO-CDARA) model that allocates services to 
users based on multiple parameters such as less price, 
QoS, and ranking of providers. It reduced service-level 
agreement (SLA) violation, improved users’ satisfaction 
and the social welfare. Ullah et al. [22] proposed a Nego-
tiation based Combinatorial Double Auction mechanism 
for Resource Allocation (N-CDARA) in cloud comput-
ing. The proposed method negotiates with dropped users 
to maximize the number of winners. It also improved the 
resource utilization and utilities. Lee et al. [23] presented 
two energy-conscious task consolidation heuristics to 
maximize resource utilization and improve energy effi-
ciency. Yadav et al. [24] proposed three adaptive models 
to minimize energy consumption and SLA violation.

Compared with other auction mechanisms, combi-
natorial double auction not only solves the problem of 
monopoly but also reduces transaction times and costs. 
Many researchers have studied combinatorial double 
auction for cloud computing. An auction mechanism 
basically consists of two parts, i.e., allocation function 
and payment scheme, which need to be designed care-
fully to achieve the auction properties [25]. However, it 
is impossible to have all the auction properties, like com-
putational efficiency and economic efficiency conflict 
with each other in combinatorial double auction. There-
fore, researchers have focused on the trade-off and pro-
posed various mechanisms that satisfy a subset of those 
properties [26].

The combinatorial auction allocation with goal of 
economic efficiency is often denoted as the WDP that 
is NP-hard. In order to solve the WDP, Sandholm et al. 
[27] developed a sophisticated search algorithm—
Branch On Bids (BOB) including structural improve-
ments, optimizations at search nodes, and faster data 
structures. Sandholm et al. [28] designed a depth-first 
branch-and-bound search algorithm—Combinatorial 
Auction Branch On Bids (CABOB), and it has better 
anytime performance than CPLEX. Lehmann et al. [29] 
studied combinatorial auctions with single-minded 
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bidders and proposed an 
√
M  greedy scheme which 

approximated the optimal allocation, where M is 
the total number of resources. Zaman et  al. [30] 
extended the greedy mechanism and redefined M to 
be the weighted total number of VM instances. They 
proposed a Combinatorial Auction-Greedy (CA-
GREEDY) mechanism and showed that CA-GREEDY 
can allocate VM instances efficiently. Nejad et  al. 
[31] designed a family of truthful greedy mechanisms 
considering heterogeneity and the scarcity of cloud 
resources. However, they only considered bids from 
users. Samimi et  al. [32] extended mechanism in [30] 
and defined bid density for both cloud service provid-
ers and cloud users.

In auctions, incentive compatibility/truthfulness is 
one of the most critical properties. It is essential to resist 
market manipulation and ensure auction fairness and 
efficiency. Researchers have designed different pricing 
schemes to ensure truthfulness. Vickrey auction [33] is an 
example of truthful auction mechanism. Vickrey-Clarke-
Groves (VCG) mechanism is strategy-proof and efficient. 
However, it suffers from computational complexity. Li 
et al. [34] proposed combinatorial double auction for the 
resource allocation and pricing in grid system, and calcu-
lated trade price as average of the bid prices of the match-
ing provider and user. Samimi et al. [32] extended models 
in [30] and [34], and proposed a Combinatorial Double 
Auction Resource Allocation (CDARA) model in cloud 
computing. Although their mechanisms claimed to be 
incentive compatible through the experimental studies, 
the average price is not an incentive compatible mecha-
nism theoretically. Di et al. [35] extended the traditional 
second-price bidding policy to a novel double-sided next-
price bidding policy, and ensured truthfulness for both 
consumers and providers. It is also approved that their 
resource allocation scheme is ex-post efficient. Kumar 
et  al. [36] proposed a Truthful Multi-unit Double Auc-
tion (TMDA) mechanism and calculated the trade price 
following the procedure of dominant strategy double 
auction in McAfee [37].

So far, there are not many researches on truthfulness 
for all participants. Most of the reported work ensures 
truthfulness for either the cloud users or cloud service 
providers. Kumar et  al. [36] considered truthfulness for 
all participants with multi-unit resources, but they did 
not consider multiple types of resources. We considered 
the heterogeneity in resources, and proposed a truthful 
dynamic combinatorial double auction model to ensure 
truthfulness for all participants. To mitigate the compu-
tational complexity of combinatorial auctions, we devel-
oped a greedy approximation method to solve the winner 
determination problem. The proposed model is proven 

to be approximately efficient, incentive compatible, indi-
vidually rational, budget-balanced and computationally 
efficient.

Although there are lots of researches on combina-
torial double auction for cloud computing, it is rarely 
implemented in the real cloud market. There are still 
many challenges need to be resolved such as perish-
able resources, QoS of the allocated resources, SLA 
violation, energy consumption, cloud users’ satisfac-
tion, providers’ reputation, data security, bidder drop 
problem, etc.

Truthful Dynamic Combinatorial Double Auction 
(TDCDA) model
The cloud resources are provided as three major types 
of services: Infrastructure as a Service (IaaS), Platform 
as a Service (PaaS), and Software as a Service (SaaS). 
IaaS provides CPUs, storage, networks and other infra-
structure resources; PaaS provides a platform for soft-
ware developers to build their applications; and SaaS 
provides already created applications. Our targeted sys-
tem is a generic cloud computing environment.

For the auction-based lease model of cloud market, 
the market framework is composed of multiple cloud 
users (CUs), multiple cloud service providers (CSPs) 
and the auctioneer. In the leasing process, various 
cloud resources need to be arranged differently based 
on cloud users’ requirements.

Model construction
In the combinatorial double auction, both CUs and 
CSPs submit their bids to the auctioneer who deter-
mine the winners and trade prices. Bidders’ valuations 
for the resources are their private information. We set 
up a model as shown in Fig.  1 to realize their optimal 
utilities.

Cloud service provider
Cloud service providers offer resources and act as sell-
ers. They submit bids with their available resources and 
ask prices. For cloud service providers, the resource 
costs, energy consumption, resource quantities and 
QoS are different. Therefore, different cloud service 
providers have different costs for the resources.

Cloud user
Cloud users intend to purchase resources and act as 
buyers. They submit bids with their resource require-
ments and bid prices. For cloud users, they have dif-
ferent time and resource requirements, different price 
acceptance ranges, etc., so their bids are different.
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Auctioneer
Auctioneer is in charge of the auction and acts as an 
interface between CSPs and CUs. It collects bids from 
all participants, and uses the allocation algorithm to 
obtain winners and trade prices.

Model assumptions
For the combinatorial double auction model, we made 
the following assumptions:

1. Bidders in the auction are rational and do not col-
lude, their goals are to maximize their respective util-
ities.

2. Bidders’ valuations of the resources are their private 
information. They do not know other participants’ 
valuations.

3. Cloud users are single-minded and bid only one spe-
cific set of resources. They will pay only when they 
receive the entire set.

4. A cloud user can only trade with one cloud service 
provider.

Our model assumes that the auctions run periodi-
cally and cloud users request only one set of resources 
in each round. The assumption of single-minded users 
does not limit them to express more flexible require-
ments and they can revise bids based on their prefer-
ences. For example, a cloud user might have some 
changes that need to purchase some other types of 
resources, then it could update bid in the next round.

Model analysis
There are N  cloud resource providers, M cloud users, 
and k kinds of resources in the auction. Figure  2 shows 
the sequence diagram for the proposed model.

 1. Begin
 2. Auctioneer starts auction
 3. CUs and CSPs submit bids
 4. Auctioneer acknowledges all participants’ bids
 5. Auctioneer closes the auction
 6. Auctioneer informs all participants about the auc-

tion close

Fig. 1 Combinatorial double auction model
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 7. Based on the proposed model, auctioneer obtains 
the winners and trade prices

 8. Auctioneer sends the auction result to all partici-
pants

 9. Winning CSPs allocate resources to winning CUs 
based on the auction result

 10. CUs pay according to the final trade prices
 11. End

In combinatorial auctions, participants can bid for 
combinations of items rather than just individual items. 
This allows bidders to express their preferences more 
fully which could improve the economic efficiency, espe-
cially when items are complements [38]. Our model 
allows cloud users to place bids on bundles of resources 
to express complementarity. For cloud service providers, 
as they know their costs for each type of resources, their 
bids include per-unit ask prices.

Cloud service provider i ’s resource capacity vector 
is CS

i =
(

cSi1, ..., c
S
ir , ..., c

S
ik

)

.BS
i = bSi1, ..., b

S
ir , ..., b

S
ik  is its 

unit ask price vector. cSir and bSir are cloud service pro-
vider i ’s capacity and unit ask price of the r-th resource, 
respectively.

Cloud user j ’s resource quantity vector (bundle) is 
CU
j =

(

cUj1 , ..., c
U
jr , ..., c

U
jk

)

 . bj is its bid price for the bundle. 
cUjr  is cloud user j ’s requested quantity of the r-th 
resource.

Each participant’s benefit in a combinatorial auction 
is expressed by its utility. Under normal circumstances, 
when the cloud service provider could fulfill the cloud 
user’s request and the cloud user’s bid price is no less 
than the cloud service provider’s ask price, a deal can be 
reached.

When cloud service provider i and cloud user j reach 
a deal, cloud user j pays pUij  and cloud service provider 
i receives pSij . Cloud service provider i ’s utility can be 
represented as the difference between the payment it 
received and its valuation; and cloud user j ’s utility can 
be calculated as the difference between its valuation and 
the price it paid [37]. In our truthful model, all partici-
pants would bid for resources according to their true val-
uations and we get the utility functions for cloud service 
provider i and cloud user j as given in Eqs. (1) and (2), 
respectively:

Our model adopts dynamic pricing strategies, it 
improves resource utilization and solves the unfairness 
problem of fixed price in the traditional model. Also, it 
allocates combinatorial resources at one time, which is 

(1)uSij = pSij −
k

∑

r=1

bSirc
U
jr

(2)uUij = bj − pUij

Fig. 2 Sequence diagram of the TDCDA model
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more efficient than multiple allocations for each kind of 
resources.

Winner determination
Given the information received from all participants, the 
model determines the winners in the auction system in 
such a way that the social welfare (sum of utilities for all 
participants) get maximized. The combinatorial auction 
problem is denoted as the winner determination prob-
lem. We considered utilities for cloud service providers, 
cloud users and the auctioneer. Auctioneer’s utility is 
included as the model could not operate without the auc-
tioneer [37].

When cloud service provider i and cloud user j reach 
a deal, cloud user j pays pUij  , cloud service provider 
i receives pSij , and the auctioneer’s utility is pUij − pSij . 
sij =

∑k
r=1 b

S
irc

U
jr  is cloud service provider i ’s total ask 

price for cloud user j ’s request. The allocation problem is 
formulated as follows:

The first item inside the big brackets is the sum of utili-
ties obtained by all cloud service providers, the second 
item is the sum of utilities obtained by all cloud users, 
and the third item is utility obtained by the auctioneer. 
They can be simplified to be the right side of the equa-
tion, and we get the WDP as:

Constraint (5) indicates that the total amount of the r-
th resource requested by all cloud users that traded with 
cloud service provider i does not exceed the amount 

(3)

max

(

M
∑

j=1

N
∑

i=1

(

pSij − sij

)

xij +
M
∑

j=1

N
∑

i=1

(

bj − pUij

)

xij +
M
∑

j=1

N
∑

i=1

(

pUij − pSij

)

xij

)

= max
M
∑

j=1

N
∑

i=1

(

bj − sij
)

xij

(4)max

M
∑

j=1

N
∑

i=1

(

bj − sij
)

xij

(5)s.t.

M
∑

j=1

cUjr xij ≤ cSir

(6)
N
∑

i=1

xij ≤ 1

(7)

xij ∈ {0, 1}
0 < i ≤ N
0 < j ≤ M
0 < r ≤ k

of the r-th resource owned by cloud service provider 
i . Constraint (6) indicates that one cloud user cannot 
trade with more than one cloud service provider. Con-
straint (7) indicates that when cloud service provider i 
and cloud user j reach a deal, xij is 1; otherwise, it is 0. 
It is noted that the social welfare does not depend on 
the final trade prices, but the prices do affect bidders’ 
utilities.

The combinatorial double auction allocation problem 
is NP-hard. We extended mechanisms in [31, 32], and 
defined bid density for cloud service providers and cloud 
users considering the scarcity of resources.

Cloud user j ’s bid density Dj is:

Cloud service provider i ’s bid density Di is:

Where fr is:

We defined fr as the scarcity of the r-th resource, 
which depends on the capacity of the r-th resource.

Based on their bid density, the cloud users and cloud 
service providers will be sorted in descending and 
ascending order, respectively. The main reason for sort-
ing is to prioritize the higher valued cloud users and 
lower valued cloud service providers, and then find the 
most profitable trades by matching the cloud users whose 
bids are higher with the cloud service providers whose 
asks are cheaper in turn.

When a cloud user requests a scarce resource, its bid 
density will be lower which means its request would be 
less likely to be fulfilled. On the other hand, if a cloud ser-
vice provider has the scarce resource, its bid density will 
also be lower. As the cloud service providers are ordered in 
ascending order of their bid density, it will make the cloud 
service provider more popular. In this way, we can balance 
the resource allocation for cloud service providers.

Payment determination
After sorting cloud users and cloud service provid-
ers based on their bid density, we tried to find potential 
trades in turn. When cloud service provider i could fulfill 
cloud user j ’s request and sij ≤ bj , they could reach a deal 
and we will calculate their average prices.

(8)Dj =
bj

√

∑k
r=1 frc

U
jr

(9)Di =
∑k

r=1 b
S
irc

S
ir

√

∑k
r=1 frc

S
ir

(10)fr =
1

∑N
i=1 c

S
ir
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Average price for cloud user j ’s bid:

Average price for cloud service provider i ’s ask based 
on cloud user j ’s resource request:

Suppose there are l pairs of trade candidates, we sort 
the average prices in descending order for cloud users as 
given in (13) and ascending order for cloud service pro-
viders as given in (14), respectively.

Compare these average prices, and we might find 
aUl ≥ aSl  , or

And

If aUl ≥ aSl  , then all the trade candidates with indi-
ces less than l can be completed, cloud users pay price 
pUij = aUl

∑k
r=1 c

U
jr  and cloud service providers receive 

payment pSij = aSl
∑k

r=1 c
U
jr .

Otherwise, define a0 =
(

a
S

T+1
+ a

U

R+1

)

/2 . If a0 ∈
[

aST , a
U
R

]

 , 
the trade candidates with indices j′ ≤ R and i′ ≤ T  

(11)aUj =
bj

∑k
r=1 c

U
jr

(12)aSij =
sij

∑k
r=1 c

U
jr

(13)aU1 ≥ aU2 ... ≥ aUj′ ... ≥ aUl

(14)aS1 ≤ aS2... ≤ aSi′ ... ≤ aSl

(15)aUR ≥ aST ≥ aUR+1

(16)aST+1 ≥ aUR ≥ aST

can complete transactions, and the trade price is 
pUij = pSij = a0

∑k
r=1 c

U
jr  . If a0 /∈

[

aST , a
U
R

]

 , the trade can-
didates with indices j′ < R and i′ < T  can complete 
transactions, cloud users pay price pUij = aUR

∑k
r=1 c

U
jr  

and cloud service providers receive payment 
pSij = aST

∑k
r=1 c

U
jr .

Figure  3 shows how to get indices R and T  . Some-
times it might not be possible to satisfy both (15) and 
(16). For example, if T = l , then we can only get (15). 
We assumed aSl+1

= ∞ and aUl+1
= 0 . In this way, indi-

ces R and T  can always be found to satisfy both (15) 
and (16).

In order to ensure truthfulness for all participants, 
some least profitable trades might not be able to com-
plete with this pricing mechanism. However, as the auc-
tion runs periodically, the lost trades might be completed 
in the following rounds.

Auction properties
An effective market-based resource allocation model 
must meet the needs of both cloud service providers 
and cloud users, and encourage them to participate in 
the market. Our proposed model was assessed from an 
economic perspective, and the following properties are 
fulfilled:

Economic efficiency
An efficient mechanism maximizes the total social wel-
fare. As the combinatorial auction allocation problem 
with goal of economic efficiency is NP-hard, we adopted 
a greedy mechanism which is approximately efficient 
[29–32].

Fig. 3 Average prices for potential trading CUs and CSPs
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Incentive compatibility
A double auction mechanism is incentive compatible/
truthful if bidding truthfully is the dominant strat-
egy for every participant. Truthfulness is essential to 
resist market manipulation and ensure efficiency. In 
untruthful auctions, some bidders can manipulate 
their bids to obtain outcomes that favor themselves 
but hurt others. In truthful auctions, the resources can 
be allocated efficiently to users who value them the 
most. Our payment scheme ensures truthfulness for all 
participants, and it can be proved with the usual Vick-
rey argument.

Let us check about truthfulness for cloud service pro-
viders. In the proposed model, winning cloud service 
providers receive payment equal to the lowest average 
price of non-traded cloud service providers multiply the 
resource quantity, or a0

∑k
r=1 c

U
jr  . Suppose a cloud ser-

vice provider attempted to obtain better utility by mis-
representing its preference, the results can be classified 
as follows:

If bid value > true valuation, then the cloud service pro-
vider might be:

• still one of the winners, and there is no change in 
its utility.

• rejected by the model as its bid is too high and its util-
ity becomes 0. If the cloud service provider could be a 
winner with true valuation, it suffers with the bid.

If bid value < true valuation, then the cloud service pro-
vider might be:

• still one of the winners, and there is no change in 
its utility.

• still one of the losers as its bid is too high and its util-
ity remains 0.

• a winner from a loser. However, its utility will be neg-
ative and it suffers loss.

Therefore, truthful bidding is the dominant strategy for 
cloud service providers. Similarly, we can prove truthful-
ness for cloud users.

Budget‑balance
Budget-balance property means that the total payment 
from all cloud users is no less than the total money 
received by all cloud service providers. This property 
ensures the viability and sustainability of the market by 
ensuring that the auctioneer is not at loss in conducting 

the auction. Our mechanism is budget-balanced as 
aUR ≥ aST or aUl ≥ aSl .

Individual rationality
A mechanism is said to be individually rational if each 
participant’s utility is always non-negative. In our model, 
cloud users’ payments are not greater than their bid prices, 
and cloud service providers receive no less than their ask 
prices. The trade price will be zero if no participant wins in 
the auction. Therefore, every participant gets either posi-
tive or zero utility, and our model is individually rational.

Computational efficiency
The greedy mechanism has high computational effi-
ciency, as the resource allocation and payment can be 
decided in polynomial time [29]. The time complexity 
of TDCDA is O(kMN ) , which is polynomial.

Cloud resource allocation algorithm
This section explains the resource allocation algorithm. 
Most of researches just consider truthfulness for either 
cloud users or cloud service providers. This paper pro-
posed a truthful dynamic combinatorial double auc-
tion (TDCDA) algorithm to ensure truthfulness for all 
participants.

Some researchers used average price for the combi-
natorial double auction. However, the average price is 
not a truthful mechanism theoretically. For example, 
a cloud service provider might try to ask price higher 
than its valuation, then it could benefit from higher 
trade price when the bid wins. Similarly, there are 
incentives for cloud users to try bid prices less than 
their valuations. If some participants do not reveal 
their true preferences, the most profitable trades might 
not occur between higher valued cloud users and lower 
valued cloud service providers. It will affect the social 
welfare and cause fairness problem.

Cloud resource allocation algorithm
Each cloud service provider submits its unit ask prices 
and resource quantities to the auctioneer. Each cloud 
user submits its bid price and requested quantities to 
the auctioneer. After receiving information from all 
parties, the auctioneer uses cloud resource allocation 
algorithm to obtain the allocation result that can maxi-
mize utilities for all participants.
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Algorithm. Cloud resource allocation

and trade pairs. After that, it sends the auction result to 
all participants.

Simulation results
We implemented a simulation environment for cloud 
resource allocation using MATLAB, and compared 
our Truthful Dynamic Combinatorial Double Auction 
(TDCDA) algorithm with the Average price Combinato-
rial Double Auction (ACDA) algorithm. Cloud resource 
allocations for different numbers of cloud service pro-
viders (CSPs) and cloud users (CUs) were simulated. 
The bid prices of CUs and CSPs were generated ran-
domly between the lowest and highest prices of the cloud 
resources. Bid quantities of resources for all participants 
were also generated randomly. We have completed mul-
tiple experiments, and compared results of the two algo-
rithms for social welfare, resource allocation rate for 
cloud service providers, CUs’ and CSPs’ success rates.

Average price is often used for combinatorial double 
auctions. We compared our algorithm with the average 
price algorithm. Based on bid density, the two algorithms 
sort CUs and CSPs in descending and ascending order, 
respectively. Then TDCDA algorithm calculated the 
trade prices according to our truthful payment scheme. 
And ACDA algorithm calculated the trade prices as the 
average of bid prices of the matching CSPs and CUs.

Social welfare analysis
The social welfare obtained after competitive auctions 
with different numbers of CSPs and CUs are shown in 
Fig. 4. Figure 4a, b, c, and d show social welfare when the 
numbers of CSPs were fixed at 20, 40, 60 and 80 respec-
tively, and the number of CUs increased by 20 from 20 
and gradually reached 120.

We can see that when the number of CSPs and CUs is 
small, the social welfare obtained by the two algorithms 
are small and the difference is small. With the increasing 
number of CSPs and CUs, the social welfare obtained by 
the two algorithms increased, and the difference between 
the two algorithms also shows an increasing trend. Com-
paring with ACDA algorithm, the TDCDA algorithm 
increased social welfare by 30%.

As ACDA algorithm is not incentive compatible, some 
participants tried to benefit themselves by not bidding 
their true valuations. However, that could hurt other par-
ticipants and reduce the auction efficiency. Some most 
profitable trades did not occur and the social welfare was 
affected. The problem became more obvious when the 
number of participants increased.

Resource allocation rate analysis
In resource allocation rate experiment, the number of 
CUs in each set of experiments was fixed. The resource 

After receiving bids from all participants, auction-
eer calculates the bid density for cloud users and cloud 
service providers, and arranges them in descending and 
ascending order, respectively. Then, it matches them one 
by one, if the cloud user’s bid price is not less than the 
cloud service provider’s ask price and its resource request 
could be satisfied by the provider, they could potentially 
trade. Then the auctioneer calculates their average prices 
based on Eqs. (11) and (12), and find the final payments 
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allocation rates for different numbers of CSPs are shown 
in Fig. 5. We can see that the same CSP obtained different 
resource allocation rates with the two algorithms.

There are 30 CSPs and 100 CUs in Fig. 5a. The horizon-
tal axis represents the CSP sequence in ascending order 
of their bid density, and the vertical axis is resource allo-
cation rate for the corresponding CSP.

We can see that the resource allocation rate of each CSP 
with TDCDA algorithm is less than 90% , and it shows 
a gradual downward trend as the bid density increases. 
Therefore, the TDCDA algorithm can balance resource 
allocation as we considered the resource scarcity.

With ACDA algorithm, we find that resource allocation 
rate fluctuated and some CSPs failed to trade even though 
they could trade if every participant bid truthfully as with 
TDCDA algorithm. Meanwhile, some CSPs have alloca-
tion rate more than 90% , which is likely to have overload 

issue. From the result, we can see that when there are par-
ticipants bidding untruthfully, some CSPs lost unnecessar-
ily and it is not beneficial for the whole market.

Figure 5b shows the allocation result for 60 CSPs and 
100 CUs. Compared with Fig. 5a, TDCDA algorithm can 
still balance resource allocation between CSPs. However, 
we see more fluctuations and CSPs failed to trade with 
ACDA algorithm.

Request success rate analysis
In request success rate experiment, the number of CSPs 
in each set of experiments was fixed. We checked the 
ratio of the number of successfully allocated CUs to the 
total number of CUs that requested resources. Figure 6 
shows the request success rate with the two algorithms 
when the number of CUs increases. In Fig. 6a and b, the 
numbers of CSPs were fixed at 20 and 80 respectively, 

Fig. 4 Social welfare analysis
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and the number of CUs increased by 20 from 20 and 
gradually reached 120.

We can see that, as the number of CUs increases, the 
request success rates obtained by the two algorithms 
show a downward trend. The TDCDA algorithm always 
has better success rate up to 20% higher than ACDA 
algorithm. This result indicates that TDCDA algorithm 
can satisfy a larger number of CUs.

With ACDA algorithm, some participants could ben-
efit by not revealing their true preferences. With goal to 
maximize their respective utilities, they tried strategies 
best to themselves. However, that could hurt others 
and cause fairness issue. It discouraged some qualified 
bidders to participate and stay in the auction, and the 
request success rate was affected.

TDCDA algorithm is truthful and unbiased for all 
participants. It is fair enough to motivate bidders to 
participate and stay in the auction. Their true bids also 
helped to achieve good request success rate.

Provider success rate analysis
In provider success rate experiment, the number of CUs 
in each set of experiments was fixed. We checked the 
ratio of the number of successfully traded CSPs to the 
total number of CSPs. Figure 7 shows the provider suc-
cess rate with the two algorithms when the number of 
CSPs increases. In Fig.  7a and b, the numbers of CUs 
were fixed at 40 and 80 respectively, and the number of 
CSPs increased by 20 from 20 and gradually reached 120.

Fig. 5 Resource allocation rate analysis

Fig. 6 Request success rate analysis
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As the number of CSPs increases, the provider success 
rates obtained by the two algorithms show a downward 
trend. The TDCDA algorithm always has better success 
rate than ACDA algorithm. In the resource allocation 
rate experiment, we find that some CSPs lost unnecessar-
ily with ACDA algorithm. Figure  7 shows that TDCDA 
algorithm could improve the providers’ success rate by 
50% . This result indicates that more CSPs could trade 
with TDCDA algorithm.

In summary, the proposed TDCDA algorithm is 
superior to ACDA algorithm in terms of social welfare, 
resource allocation rate, request and provider success 
rates.

Conclusion
For the multi-tenant cloud computing market, this 
paper proposed a truthful dynamic combinatorial dou-
ble auction allocation model. Since there is the com-
petition between cloud service providers and cloud 
users, they will not share all of their information, so we 
adopted a payment scheme to ensure truthfulness for 
all participants. We also defined bid density for both 
cloud service providers and cloud users, and devel-
oped a greedy mechanism to obtain the approximately 
optimal allocations. Considering both parties’ inter-
ests and the resource scarcity, this model also ensures 
fairness and balances resource allocation. Simulations 
show that compared with the average price combinato-
rial double auction algorithm, the proposed algorithm 
could increase social welfare by 30% , balance resource 
allocation, improve providers’ success rate by 50% 
and meet resource needs for 20% more cloud users. 

It is also proven that the proposed TDCDA model is 
approximately efficient, incentive compatible, individu-
ally rational, budget-balanced and computationally 
efficient.

There are still lots of challenges in cloud computing. 
Future work could include QoS, SLA violation, providers’ 
reputation, users’ satisfaction, energy consumption, etc.
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