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Abstract 

Multi-source data fusion techniques are widely applied in dynamic target detection scenarios, such as target situ-
ational awareness, radar signal resolution, and feature fusion labeling. Currently, techniques including clustering, 
neural networks, Bayesian analysis, and machine learning have been applied to improve the success rate of multi-
source data fusion in terms of interference data noise reduction. The research on data tampering prevention of mul-
tiple data sources is mainly based on the data distributed authentication technology. The research on performing 
data fusion process in a trusted execution environment is mainly based on cryptography and codec technology. This 
paper focuses on the technical application architecture that can effectively improve the comprehensive efficiency 
of multi-source data fusion processing under the constraints of business scenarios. Accordingly, this paper proposes 
a trusted execution environment architecture based on blockchain technology for multi-source data fusion scenarios. 
It integrates the strategy of trusted data source data verification in blockchain smart contracts into the typical multi-
source data fusion application architecture. After comparison tests in a simulation environment, the trusted execution 
environment architecture based on blockchain technology has shown considerable improvements in fusion success 
rate with limited performance cost.
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Introduction
Multi-source data fusion is a technology that integrates 
information obtained from various sources through 
investigation and analysis. It uses relevant means to 
evaluate the information uniformly and obtain a unified 
view of the data. In short, multi-source datafusion is to 
provide users with a unified view of multiple informa-
tion sources [1]. This technology involves the intersec-
tion of artificial intelligence, signal processing, fuzzy 

mathematics and other disciplines. The multi-source has 
an extensive scope. Sources include tangible data such as 
sensors, databases, environmental information, images, 
and intangible data such as models and estimates.

This concept was first proposed in the 1970s to meet 
the requirements of military Command, Control, Com-
munications, and Intelligence (C3I) system construction. 
Chen et  al. [2] provides commanders with decision-
making information by detecting, associating, track-
ing, estimating and integrating the targets concerned 
through spatially distributed multi-source data and spa-
tiotemporal sampling of various sensors. At present, this 
technology is widely used in transportation engineering 
[3], environmental science [4] and engineering, medical 
treatment and other fields [5].
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The multi radar data fusion [6] mentioned in this 
paper refers to the effective data fusion of track data 
from multiple radars for the same target, so that the 
original data can be combined to form a new fusion 
track data with higher accuracy. There are many meth-
ods for multi radar track/point fusion in engineering 
practice, such as weighted fusion [7], Kalman filtering 
[8], Bayes probability theory [9], D-S evidence theory 
[10], artificial neural network [11], and other informa-
tion fusion technologies. These methods mainly focus 
on the spatio-temporal registration of multi-source data 
in the process of data fusion, which involves convert-
ing the multi-source data to a spatio-temporal unified 
standard time scale without error, and then extracting 
and fusing the information technology after preprocess-
ing. Thus, these methods can solve many issues such as 
the sudden fluctuation of radar detection in complex 
actual environment and the jitter of radar track posi-
tion, the inconsistency of multiple radars reporting the 
position of the same target, and the inconsistency of 
multiple radars judging the movement trend of the same 
target are solved. However, it is unable to deal with the 
multi radar data that is attacked by the network and 
tampered maliciously during the fusion process. Such 
attacks can cause errors in the fusion of data, resulting 
in discrepancies between the calculated output and the 
original data. This can lead to reduced accuracy, which 
can compromise the reliability and security of the sys-
tem. Additionally, incorrect decision-making informa-
tion may be provided to commanders, which can have 
serious consequences.

To solve and suppress this problem, the multi-source 
radar data can be fused using the computational power 
of blockchain technology [12]. On the one hand, block-
chain is a distributed data storage technology based on 
Cryptography, which can ensure the traceability of the 
whole chain data; On the other hand, the decentral-
ized nature of blockchain ensures the security of data 
during the fusion process [13]. This allows for deep 
support of communication, awareness, and compu-
tation functions, which can work together to achieve 
an integrated system of communication, sensing, and 
computing, thus promoting the enhancement of the 
comprehensive system capability. A smart contract 
[14] is a significant feature of the blockchain 2.0 era. 
It enables the encapsulation, verification, and execu-
tion of complex distributed behaviors through condi-
tional and responsive computing procedures that run 
on a distributed ledger. In addition, the programmed 
setting without human participation also makes the 
whole communication, sensing and computing supply 
chain more secure.

The main contributions are summarized as follows:

•	 Propose to encapsulate multi-source data process-
ing architecture with blockchain business processing 
architecture

•	 Design a TEE business model for trusted computing 
environment supporting concurrent collaboration

•	 Testing performance for typical business scenarios to 
prove technical feasibility and effectiveness

The remainder is provided as follows. The related back-
ground is in Section “Related background”. The system 
architecture design is shown in Section “System architec-
ture design”. Simulation and results are provided in Sec-
tion “Simulation and results”. Section “Numerical results” 
introduces the numerical results, and the paper is con-
cluded in Section “Conclusion”. Finally, our future work is 
given in Section “Future work”.

Related background
In the military field, data fusion is to fuse the data 
acquired by multiple sensors, so as to obtain more 
accurate and useful information than a single sen-
sor. The purpose of data fusion is to improve the 
accuracy of results based on the complementarity of 
multi-source data. Additionally, it can also eliminate 
the outliers and noises of the results according to the 
redundancy of data.

Currently, as shown in Fig.  1, in the military field, 
multi-source data fusion has been widely used for the 
detection of air targets.

This involves the use of multiple radars/satellites to 
detect targets simultaneously, employing a series of 
data fusion methods to achieve more accurate target 
track information than a single radar. However, during 
the detection process, the radar is vulnerable to attack 
by the enemy, and the detection results of the radar 
will have errors through information jamming. This 
will lead to large deviations in the results of multi-
source information fusion and affect the operational 
decision.

With the deepening understanding of blockchain, the 
application of blockchain has gradually expanded from 
the financial field to the military field. Many coun-
tries and regions such as the United States, Russia, 
and NATO have accelerated the military application 
of blockchain. Blockchain technology has great appli-
cation value in command and control, combat sup-
port, and military resource management [15]. Among 
them, the blockchain provides an effective guaran-
tee for military data security and security protection 
[16]. The tamper proof [17] and traceability [18] of the 
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blockchain can effectively improve the reliability, cred-
ibility and availability [19] of data. Radar plays a cru-
cial role in target detection. If radar detection data is 
written into the blockchain and encrypted and verified 
by a hash algorithm, it can effectively prevent the data 
from being attacked and tampered by the enemy in 
transmission, ensure the data security of multi-source 
information fusion input source, improve the accurate 
acquisition of target tracks, and thus improve the com-
bat decision-making and combat capability. However, 
it’s important to note that while ensuring data secu-
rity, blockchain will also increase the consumption of 
resources and performance.

System architecture design
The section mainly explains the architecture design 
of the system, describes the concepts related to block-
chain and data security, and introduces the methods 
and processes for radar multi-source data fusion based 
on blockchain.

Blockchain and data security
Blockchain is a decentralized distributed data manage-
ment technology based on distributed database through 
data encryption and consensus mechanism [20]. Logi-
cally, blockchain forms a chain-like structure, where each 
node is a block information, and the block stores the 
transaction information. The basic data structure of the 
blockchain consists of two parts: the intra block struc-
ture and the inter block chain structure. As is shown in 
Fig. 2, the block includes the block header and the block 
body. The block header information is the metadata of 
the block, which is used to verify the block and establish 
associations with its predecessor and successor blocks. 
The block body information is the sequence of transac-
tions. In the blockchain structure, a block is only consid-
ered valid if its signature meets verification requirements.

As shown in Fig.  3, blockchain divides data into dif-
ferent blocks, and each block is linked to the back of the 
previous block through specific information, forming a 
chain structure.

Fig. 1  Radar multi-source data fusion scenario based on blockchain
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The block header of each block contains the hash 
value of the previous block, which is obtained by cal-
culating the hash function of the block header of the 
previous block. The blocks are linked to each other 
by hash values to form a chain. Blockchain can ensure 
data security and credibility, which mainly depends on 
its blockchain structure. Each block has a timestamp, 
uses the hash encryption information of the previ-
ous block, and verifies each block in the chain. On the 
basis of block chain, by combining with distributed 
storage and Byzantine fault-tolerant mechanism [21], 

data can be effectively guaranteed to be tamper proof 
and traceable.

The low-level distributed bookkeeping is oriented to 
resources such as computation and storage, while high-
level distributed bookkeeping is oriented to “trusted”. 
Token is the technical form of “trusted”, which is built 
based on certain cryptographic algorithm, not easy to 
be enumerated and easily verified, in order to achieve 
the security of technical scope. When a transaction is 
sent to the blockchain network (also known as “broad-
cast”), the legitimacy of the transaction needs to be 
checked first. An important part of the transaction 
legitimacy verification is to check the validity of the sig-
nature, which must be generated by the private key and 
is unique for each transaction and will not be reused. 
“Trusted” is mainly achieved through blockchain-based 
data verification, which is anti-error to illegal data. The 
received data is signed and the signature is verified dur-
ing data fusion.

Blockchain and radar multi‑source data fusion
Radar data fusion [22] is divided into centralized pro-
cessing and distributed processing. In this paper, dis-
tributed data processing is adopted. As shown in Fig. 4, 
each radar detects the target, and the detection infor-
mation generated is uniformly correlated and fused by 
the fusion center to form radar fusion track informa-
tion. At present, distributed processing [23] is widely 
used in military C3I systems and civil aviation control 
systems.

The proposed method in this paper is to improve the 
accuracy of radar target detection based on blockchain 
under the scenario of multi-source radar fusion process-
ing of the same target detection. A smart contract is a 
contractual process that is automatically executed based 
on specific conditions. It is an important way for users 
to interact with the blockchain and to implement busi-
ness logic using the blockchain. In this paper, The data 

Fig. 2  The Block structure

Fig. 3  Block chain structure
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fusion process is encapsulated into a smart contract on 
the chain, which is deployed to the relevant nodes of the 
blockchain task, resulting in a distributed data validation 
and processing strategy.

The target position data of the radar [24] comes from 
the radar echo, which is the position data of the target 
center point formed after the analog-to-digital conver-
sion and detection of the echo. This position information 
consists of distance information and angle information 
between the radar and the target, which is relative posi-
tion information. The angle information is represented 
by the angle between the line connecting from the radar 
to the target and the horizontal line. Therefore, the air 
target data detected by each radar is a time-based array 
of radar target positions:

where d is the distance from the radar to the target, 
θ is the included angle between the line from the radar 
to the target and the horizontal line, v represents the 
target velocity detected by the radar, φ is the radar azi-
muth information, n represents the radar serial number 
and takes the values 1, 2, 3. Assume that three groups of 
radars detect the same target at the same time, the radar 

(1)Vn = (dn, θn, vn,φn),

data of each group are V1 , V2 , V3 in (1). Take target infor-
mation of three radars at time t0 for fusion calculation. 
In this paper, the radar position and range information 
are selected for fusion calculation and processing, and 
the target fusion position is obtained through standard 
deviation calculation and processing. The data processing 
flow is as follows:

As shown in Fig. 5, the fusion of three selected radar 
position information d1 , d2 , d3 in (2) is performed at a 
certain moment.

This fusion process yields a fused position value, denoted 
as d. Then, the standard deviation of three radar posi-
tions d1 , d2 , d3 , and fusion positions d are calculateed. 
If the standard deviation s is less than the threshold, the 
data fusion is considered successful, and the target dis-
play is updated. Otherwise, it is considered that the data 
fusion fails and the data at this moment is discarded. 
Select the data at each time in turn for the above process-
ing to obtain the final target fusion track. According to 

(2)s =

n

i=1

(di − d)2 /n.

Fig. 4  The Blockchain based data fusion process
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the simulation experiment scenario, we set the threshold 
value to 0.05.

Data closer to the true value track can be formed 
through data fusion processing. However, if the data of 
one or more radars are disturbed or destroyed, the fusion 
success rate will be greatly reduced, and the target fusion 
result will deviate greatly from the true value track, 
resulting in a poor fusion effect.

Blockchain has shown its effectiveness in providing 
strong guarantees for data security and protection. By 
incorporating blockchain technology, the required data 
can be securely stored within the blockchain, leveraging 
its inherent immutability to ensure data security. Dur-
ing the transmission process, data can be safeguarded 
through hashing and verification processes provided by 
the blockchain.

In the above multi-source radar data fusion process, 
before radar distributed processing, the detection 
data is directly hashed, encrypted, and written into 
the blockchain from the radar source. Before radar 
data fusion calculation, the original data is directly 
obtained from the blockchain, and the security of the 
data is judged through hash verification. If the data is 
wrong, it is discarded directly. If the data is valid, it is 
used as the input of the fusion calculation, and then 
enters the subsequent data process. Through block-
chain processing, the original radar detection data 
can be ensured to be reliable and safe, and the fusion 
effect can be effectively improved, so as to improve the 
accurate acquisition and display of target tracks and 
further improve the operational decision-making and 
combat capability. However, the blockchain will bring 

Fig. 5  Data fusion process
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additional resource consumption while improving the 
data performance.

Simulation and results
This section describes the simulation experiments, 
including the simulation system, experimental condition 
and experimental settings. And the simulation system 
subsection mainly describes the system architecture and 
the sample set of simulation data.

Simulation system
To verify the effectiveness of the technical architecture of 
this paper, tests under simulation scenarios are done to 
verify the anti-interference effect of blockchain on data 
fusion using simulation data.

System architecture
As shown in Fig.  6, the simulation system architecture 
[25] is divided into 3 layers.

The bottom layer is the data entity layer, including 
the generation of trajectory true value data package, the 

generation of radar detection data package. Among them, 
generating trajectory truth data package is used to gener-
ate target trajectory truth data. On the other hand, gen-
erating radar detection data package is used to generate 
detection data generated by 3 groups of radar detection 
targets, which will have deviation from the truth data.

The middle layer comprises the control layer, which 
consists of a data jamming package, a multi-source data 
fusion package, and a blockchain verification pack-
age. The data jamming package is used to simulate 
the jamming of radar detection data, create network 
attacks, and tamper with data based on specific rules. 
The multi-source data fusion package is utilized to fuse 
multi-source data and calculate the fusion result. The 
blockchain verification package provides data hash 
uploading, pre-fusion verification, fusion result hash 
checking, and is introduced to verify the data fusion 
process by leveraging blockchain technology.

The uppermost layer is the representation layer, which 
includes the fusion experiment package and the result 
generation package. These packages are used to conduct 
simulation experiments and generate simulation results.

Fig. 6  Simulation system architecture package diagram
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Among them, the pseudo-code of the multi-source data 
fusion algorithm part is shown in Algorithm 1.

Algorithm 1 FuncMulti-sourceDataFusion

Sample set of simulation data
Figure-eight flight refers to the dynamic target navigation 
in the shape of “eight”, which is characterized by diversity, 
high performance and accuracy. Figure-eight route design 
is the key step of the figure-eight flight, and the design goal 
is to allow the dynamic target to accomplish specific tasks 

such as military, surveillance, and photography. In this 
paper, a simple figure-eight route is designed using (3).

In the experiment of this paper, t is taken from 0 to 10� 
evenly divided into 2000 points, each unit moment the 
target sequence of flight to a point in (3). It is calculated 
that after every 111 moments, the target will fly around 
the figure-eight route, the target trajectory true value 
data is shown Fig. 7.

The manually set parameters in the simulation scenario 
are shown in Table 1.

The fusion success rate standard deviation threshold is 
set to 0.05. To simulate a realistic environment, the radar 
detection data generated for this experiment included 
more real-value data. In the detection distance attrib-
ute, an amplitude error that randomly varied within 
[-0.05,0.05] km was added. After the measurement, any 
multi-way radar data fusion that was performed resulted 
in a fusion point distance standard deviation that was 
not greater than 0.05. This led to the setting of the fusion 
success standard deviation threshold at 0.05. During the 
experiment, the number of interfered data was varied 
between 0 and 3, which indicated the number of interfered 
radar detection data sources. The single-way data inter-
ference amplitude was taken as [0,1] km, indicating the 
range of single-way detection data distance information 
that was interfered with during the experiment. Single-
way data jamming success rate indicates the success rate 
of single-way detection data distance information being 
interfered with during that experiment, and it was also 
varied between [0,100], indicating the range of single-way 
detection data distance information that was interfered 
with during the experiment. The single-turn flight time is 
the time it takes for the target to make one turn around the 
figure-eight route. Among them, the location information 
of three radars, which are simulated data for simulation 
experiments. The value range of the number of ways to 
interfere with data is determined by the number of radars 
in the simulation experiment. The value range of the fusion 
success standard deviation threshold and the single-way 
data interference amplitude is determined by the distance 
of the radar from the target. The changes in the generation 
parameters do not have an essential impact on the valida-
tion test and do not affect the argument of this thesis.

Experimental condition
In the simulation condition, three radar positions and 
a target theoretical flight trajectory are shown in Fig. 8. 
The route is a very important waiting route for aircraft 

(3)







x = 2cos(3.6t)+ 2(3.6t), t ∈ [0, 10�].

y = sin(7.2t), t ∈ [0, 10�].

z = 0.5, t ∈ [0, 10�].
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to hover and wait before performing a mission or landing 
for recovery. There may be multiple aircraft circling and 
waiting in the route. The accuracy and reliability of detec-
tion requirements are high. In the simulation scenario, 
we consider ship-based [26], shore-based and other types 
of detection radar, detection of the same target. The data 
obtained from the multiple radar sources are then fused , 
and the fused trajectory of the target is obtained.

Experimental settings
Radar jamming [27] is a technology used to disrupt or 
deceive an enemy’s radar equipment by generating elec-
tronic interference. It is intended to reduce or eliminate 

the effectiveness of the radar system. Radar jamming can 
be classified into two types: suppressive interference and 
deceptive interference [28]. The former aims to form a 
strong background of clutter or a large number of false tar-
get echoes on the radar display, which reduces the detec-
tion ability of the radar. The latter focuses on deceiving the 
radar operator or the radar automatic tracking system to 
misidentify the angle, distance, speed, and false target, thus 
disrupting the identification and tracking of the target.

In the real business scenario, the radar detection data 
may be interfered in several links. Apart from interference 
during the radar detection process, radar data is also vul-
nerable to network attacks [29] after transmission to the 
server and before the multi-source data fusion stage. These 
attacks can interfere with or destroy the data stored on 
the server, reducing the success rate of the data fusion and 
causing the fused results to deviate from the true values.

Interference damage to the data on the server [30] usu-
ally relies on cyber attacks to tamper with the data, such 
as tampering with radar detection distance information, 
azimuth information, pitch angle information, or tamper-
ing with radar detection data moments. When the data 
is tampered with, the data source used for multi-source 
data fusion is damaged, and the fusion success rate is 
greatly reduced and the fusion effect becomes poor.

The above interference can be categorized into two 
types, data tampering [31] type and chaotic sequence 

Fig. 7  Target trajectory true value data

Table 1  Parameters 1

Parameters Value

Radar 1 position coordinates (2,2,0)

Radar 2 position coordinates (-2,0,0)

Radar 3 position coordinates (-2,-2,0)

Fusion success standard deviation threshold 0.05

Number of ways to interfere with data (ways) [0,3]

Single-way data interference amplitude (km) [0,1]

Single-way data jamming success rate ( %) [0,100]

Single-turn Flight Time (Single experiment, s) 111
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tampering [32] type. There are two types of interference 
related to data tampering. The first type involves tamper-
ing with and damaging any one or more data categories, 
including radar detection distance information, azimuth 
information, and pitch angle information. The second 
type is chaotic sequence tampering, which involves tam-
pering with and damaging the radar detection timing. 
The above types of interference can be described by the 
characteristic values of the dimensions of interference 
success probability, interference magnitude, and number 
of interference paths.

In this experiment, we design the interference as 
follows.

First, we fix the interference path number eigenvalue as 
3, fix the interference amplitude, change the single-way 
data interference success rate, and calculate the relation-
ship between the fusion success rate and the interference 
success rate under different interference success rates. 
Second, we fix the interference path eigenvalue as 3, fix 
the single data interference success rate, change the inter-
ference amplitude, and calculate the fusion success rate 
versus interference amplitude for different interference 
amplitudes.

This experiment aims to compare two groups: one 
without interference and one with interference. Within 
the group with interference, two categories of interfer-
ence will be considered, namely interference amplitude 

and interference success rate. For each category, a com-
parison will be made between the results obtained with-
out blockchain implementation and those obtained 
with blockchain implementation. The effectiveness of 
blockchain on the characteristic dimensions of interfer-
ence amplitude and interference success rate is verified 
respectively.

A: Interference-free situation
In the case of no interference, the data detected by the 

three groups of radar are fused to obtain the multi-source 
fusion data and the fusion success rate.

B: With interference case, interference amplitude 
variation for each data channel

1) Interference success rate fixed 50% , interference 
amplitude variation for each data path, no block chain

Fusion of 3 sets of radar-detected data in the presence 
of interference to obtain multi-source data fusion success 
rate.

2) Interference success rate fixed 50% , interference 
amplitude variation for each data path, blockchain 
implemented

In the presence of interference, the data from 3 groups 
of radar detections are fused, and the data from each 
path is verified on the chain to get the multi-source data 
fusion success rate.

C: In the presence of interference, the interference 
success rate of each road data changes

Fig. 8  Simulation scene
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1) Interference amplitude fixed 1km, per-way data 
interference amplitude change, no block chain

fusion of 3 sets of radar-detected data in the presence 
of interference to obtain the multi-source data fusion 
success rate.

2) Interference amplitude fixed 1km, per-way 
data interference success rate variation, blockchain 
implemented

In the case of interference, the data detected by 3 
groups of radar are fused, and the data of each path is 
verified on the chain to get the multi-source data fusion 
success rate.

D: With interference case, multi-source fusion 
processing efficiency per unit time

1) Interference amplitude fixed 1km, per-way data 
interference amplitude change, no block chain

The fusion of data detected by 3 groups of radar in 
the presence of interference to obtain the multi-source 
fusion data processing efficiency.

2) Interference amplitude fixed 1km, per-way data 
interference success rate variation with block chain

fusion of data from 3 sets of radar detections in the 
presence of interference, with each data up-chain vali-
dation, to obtain the multi-source fusion data process-
ing efficiency.

Numerical results
This section presents the experimental numerical results 
from the execution of the comparison tests described in 
Section “Simulation and results”.

A: No interference situation
As shown in Fig. 9, the fused radar detection trajectory 

close to the true value data is obtained in the absence of 
interference.

The success rate of multi-source data fusion is 100% in 
the absence of interference.

B: With interference, each data interference amplitude 
change

The manually set parameters in the simulation scenario 
are shown in Table 2.

As shown in the Fig. 10, blockchain implemented vali-
dation, the fusion success rate is higher than non-block-
chain implemented validation when the per-way data 
interference magnitude is greater than 0.2km. The larger 
the per-route data interference amplitude is, the impact 
on the fusion success rate tends to be stable with or non-
blockchain implemented verification.

In the presence of a blockchain, if data from a particu-
lar source is tampered with, the data will fail to pass the 
uplink verification, and as a result, it will not be used 
in the fusion process. Instead, the other available data 
sources are fused to improve the fusion success rate. 
Regarding the input parameters, the success rate of 

Fig. 9  Interference-free fusion trajectory
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interference for each data source is set to 0.5. When all 
three data sources are interfered with at the same time, 
the data at that time will not pass the uplink verification, 
and there will be no untampered data available for fusion. 
As a result, there may be cases of fusion failure.

C: With interference case, the change of interference 
success rate for each data path

The manually set parameters in the simulation scenario 
are shown in Table 3.

As shown in Fig.  11, blockchain implemented 
verification, the fusion success rate is higher than 

non-blockchain implemented verification when the suc-
cess rate of data interference is less than 100% for each 
path. When the data interference success rate is at 100% , 
the impact on the fusion success rate is basically the same 
with or non-blockchain implemented verification.

Based on the input parameter, the interference ampli-
tude for each data source is set to 1 km. When all three 
data sources are interfered with at the same time, the 
data at that time will not pass the uplink verification, 
and there will be no untampered data sources for fusion. 
Therefore, there may be instances of fusion failure. When 
the success rate of interference for each data source is 
low, even if one of the data sources is not interfered with, 
the blockchain can still exhibit a significant anti-inter-
ference effect. However, when the success rate of inter-
ference for each data source is high, there is a greater 
chance that all three data sources will be interfered with 
simultaneously, which can weaken the anti-interference 
effect of the blockchain.

We have done experiments on the impact of param-
eter changes in both dimensions on the fusion success 
rate, and the simultaneous changes of parameters in both 
dimensions affect the fusion success rate, but in general, 
both have a positive impact on the data fusion success 
rate.

Table 2  Parameters 2

Parameters Value

Radar 1 position coordinates (-2,2,0)

Radar 2 position coordinates (-2,0,0)

Radar 3 position coordinates (-2,-2,0)

Fusion success standard deviation threshold 0.05

Number of ways to interfere with data (ways) 3

Single-way data interference amplitude (km) [0,1]

Single-way data jamming success rate ( %) 50

Single-turn Flight Time (Single experiment, s) 111

Number of tests 100

Fig. 10  Fusion success rate versus single-way data interference amplitude
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D: With interference, multi-source fusion processing 
efficiency per unit time

According to Fig.  12, which shows the processing 
elapsed time statistics for the experiments in 5.D, we can 
obtain the fusion elapsed time for a single experiment 
consisting of 111 sets of points.

The average elapsed time is 0.0003873475707403504ms/ 
111 points for the non-blockchain implemented approach 
and 0.0015085050375154704ms/111 points for the 
blockchain-implemented approach. Based on these 
results, we can calculate the fusion processing efficiency 
to be 286564338 transactions per second (tps) for the 

blockchain-implemented approach and 73582784 tps for 
the non-blockchain implemented approach.

Among the experiments that blockchain imple-
mented, 36 experiments took more than 50ms, account-
ing for about 0.356% of the total number of experiments. 
When the blockchain reads and writes are conducted 
within the same block, the retrieval time is reduced 
and less time-consuming. On the other hand, when 
the reading and writing to the blockchain occur dur-
ing the outgoing block interval, it increases the retrieval 
time, which can impact the fusion time for the current 
experiment. When both blockchain reads and writes are 
performed within the same block, the retrieval time is 
lower and less time-consuming. However, if the reads 
and writes occur in different blocks, the retrieval time 
increases, which can affect the overall fusion time of the 
experiment. However, the overall fusion time is still rel-
atively small and will not have a large impact for a nor-
mal detection task.

As shown in Table  4, after adding blockchain vali-
dation, the fusion processing efficiency is lower than 
the case non-blockchain implemented validation, with 
74.85% lower processing efficiency. The reasons for the 
reduced efficiency of fusion processing are the following.

1) Data up-chaining consumption. For each moment of 
the fusion process, there are two uploads: the first for the 
data original information hash upload, and the second 

Table 3  Parameters 3

Parameters Value

Radar 1 position coordinates (-2,2,0)

Radar 2 position coordinates (-2,0,0)

Radar 3 position coordinates (-2,-2,0)

Fusion success standard deviation threshold 0.05

Number of ways to interfere with data (ways) 3

Single-way data interference amplitude (km) 1

Single-way data jamming success rate ( %) [0,100]

Single-turn Flight Time (Single experiment, s) 111

Number of tests 100

Fig. 11  Relationship between fusion success rate and per-way data interference success probability
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for the fusion result to be hashed upload. Through con-
trolled experimental analysis (shown in Table 5), the two 
data uploads consume about 49.13% and 7.67% of the effi-
ciency reduction, respectively.

2) Data reliability retrieval consumption. Before fusion, 
the data to be fused need to be verified once on the 
blockchain to get the verification results, and the reliabil-
ity retrieval consumption accounts for about 41.04% of 

the efficiency reduction through the analysis of the con-
trolled experiment.

3) Complex interaction logic consumption. Before 
and after the fusion, the complexity of the system is 
increased, and the consumption of complex interaction 
logic accounts for about 2.16% of the efficiency reduc-
tion through the analysis of controlled experiments.

Conclusion
This paper proposes a new architecture for a trusted 
execution environment with integrated blockchain 
capability in the context of multi-source data fusion. 
To evaluate the effectiveness of this architecture, a 
simulation experimental system for generating radar 
detection and target trajectory data is built and a 

Fig. 12  Single experiment (111 points) multi-source fusion time consuming

Table 4  Fusion processing efficiency

non-blockchain 
implemented

blockchain 
implemented

Fusion processing effi‑
ciency (tps)

286564338 73582784

Table 5  Time consuming

non-blockchain implemented blockchain implemented

Control group (ms) 0.0003873475707403504 0.0015085050375154704

Removal of the fusion result winding process (ms) 0.0003795104451698832 0.001435657538989983

Removal of blockchain verification, fusion results on the chain process (ms) 0.0003726647631956799 0.0009594105257846341

Removing the process of data source uplinking, blockchain validation, and 
fusion results uplinking (ms)

0.00038555352994711095 0.0004102924082538869
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jamming environment for tampering and corrupt-
ing the data is simulated. This paper then uses pair 
group comparison experiments to verify the effec-
tiveness of blockchain in building a trusted execution 
environment and improving the success rate of multi-
source target fusion. Experimental results suggest that 
blockchain can effectively prevent data tampering 
and enhance the fusion effect in the system of multi-
source data fusion scenario. Moreover, blockchain 
can improve the fusion success rate by more than 50% 
when the magnitude of data interference is large, and 
the maximum fusion success rate can be improved 
by more than 50% when the success rate of multiplex 
interference changes. Although blockchain brings a 
limited performance load with a 74.85% performance 
drop, it can still support the normal operation of busi-
ness scenarios. Finally, it is noted that blockchain 
inheritance shows a high comprehensive operational 
effectiveness.

Future work
This paper describes the application of blockchain for 
improving the accuracy of multi-source data fusion in 
the scenario of multi-source radar for multi-source data 
fusion processing for the same target detection. The 
experimental data shows that the blockchain technol-
ogy is effective in solving the problem of distributed data 
sharing security. However, such security measures con-
sume data on the chain, which results in a reduction of 
fusion efficiency. Therefore, it is necessary to find a bal-
ance between multi-source data fusion data security and 
data processing performance.

In this paper, researchers have performed performance 
modeling and analysis of the block propagation proto-
col to address the impact of key blockchain parameters 
on overall performance. One optional approach involves 
using hardware encryption to enhance signature verifi-
cation performance. Furthermore, reducing decentrali-
zation by introducing consensus agreements has also 
been proposed as a means for improving blockchain 
performance.
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