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Abstract 

As digital transformation progresses across industries, digital twins have emerged as an important technology. In 
healthcare, digital twins are created by digitizing patient parameters, medical records, and treatment plans to enable 
personalized care, assist diagnosis, and improve planning. Data is core to digital twins, originating from physical 
and virtual entities as well as services. Once processed and integrated, data drives various components. Medi-
cal records are critical healthcare data but present unique challenges for digital twins. However, directly storing 
or encrypting medical records has issues. Plaintext risks privacy leaks while encryption hinders retrieval. To address 
this, we present a cloud-based solution combining post-quantum searchable encryption. Our system includes key 
generation using Physical Unable Functions (PUF). It encrypts medical records in cloud storage, verifies records 
using blockchain, and retrieves records via cloud. By integrating cloud encryption, blockchain verification and cloud 
retrieval, we propose a secure and efficient cloud-based medical records system for digital twins. Our implementation 
demonstrates the system provides users efficient and secure medical record services, compared to related designs. 
This highlights digital twins’ potential to transform healthcare through secure data-driven personalized care, diagnosis 
and planning.
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Introduction
Digital twin refers to virtual representations of complex 
physical systems like industrial products, manufactur-
ing facilities, and entire cities [1, 2]. It involves digitally 
mapping and simulating the structure, behavior, and per-
formance of these systems in real-time. Digital twin tech-
nology aims to optimize and maximize their potential 
through sensing, connectivity, analysis, and interaction 
capabilities [3, 4].

In healthcare, digital twin technology has gained sig-
nificant traction and various applications. For example, 
a central monitoring station can serve as a digital twin 
of a patient’s vital signs, allowing remote monitoring by 

healthcare professionals. Hospitals can also leverage 
digital twins to efficiently allocate resources in real-time 
based on dynamic patient distribution across wards. 
Government departments have utilized digital twins dur-
ing epidemics to strategically deploy nucleic acid testing 
sites according to population flow patterns. As hospitals 
increasingly deploy smart building sensors and collect 
diverse medical equipment data, the healthcare sector 
continues exploring digital twin technology’s immense 
potential to transform care delivery. Overall, digital twins 
show promise for driving data-driven optimization across 
complex physical systems in industries like manufactur-
ing and healthcare.

Electronic medical records (EMRs) serve as a digi-
tal version of traditional case histories, encompassing 
the complete medical and health records of patients. 
EMRs are stored, managed, transmitted, and repro-
duced electronically, replacing the conventional method 
of handwritten paper records [5]. The adoption of EMR 
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technology has become a prominent focus in the medical 
field.

Researchers have explored various aspects of EMR 
technology. For example, Yang proposed a clinical assis-
tant diagnosis system based on convolutional neural 
networks, leveraging EMRs for improved diagnostic sup-
port [6]. Hechter examined the impact of EMR remind-
ers on hepatitis B vaccine initiation and completion rates 
among insured adults with diabetes mellitus [7]. Delgado 
investigated the influence of default opioid prescription 
quantities in the EMR system on prescribing behavior in 
emergency departments [8]. Kershaw evaluated the effec-
tiveness of EMR reminders in improving HIV screening 
[9]. Vandeloo conducted a retrospective EMR study to 
identify determinants of suicide risk preceding psychiat-
ric admission [10]. These studies demonstrate the wide-
ranging applications and benefits of EMRs in healthcare 
research and practice.

In the case of electronic medical records, digital 
twins can create and maintain detailed digital models of 
patients. This allows doctors and other healthcare pro-
fessionals to more effectively understand and manage a 
patient’s health status. This technology can help people 
simulate and predict a patient’s health status, thereby 
improving treatment outcomes and efficiency. Digital 
twin electronic medical records not only include basic 
information about patients, such as age, gender, and 
ethnicity, but may also include personalized data such 
as genetic information, lifestyle, and environmental fac-
tors. By collecting and analyzing various health data 
from patients, digital twins can provide a comprehensive 
health view that includes past disease history, current 
health status, and future health risks. Digital twins can be 
updated in real-time with patients’ health data to reflect 
their latest health status. Additionally, by using machine 
learning and other advanced data analysis techniques, 
digital twins can predict changes in patients’ health and 
provide customized health advice for them. Digital twins 
can facilitate collaborative efforts between patients, doc-
tors, and other healthcare professionals. For example, 
patients can use digital twins to track and manage their 
health status, doctors can use digital twins to develop 
and adjust treatment plans, and other healthcare profes-
sionals can use digital twins to provide adjunctive health 
services. Overall, digital twin electronic medical records 
are an innovative approach that utilizes digital technol-
ogy to improve healthcare. However, this approach also 
poses some challenges, such as data security and privacy 
protection, and ensuring the quality and integrity of data. 
Therefore, implementing digital twin electronic medical 
records requires careful consideration of these issues.

Blockchain technology has emerged as a promising 
solution to address these issues. Initially developed as 

the foundation for digital currencies, blockchain is now 
widely applied in various sectors, including finance, 
commerce, and industry [11]. By using redundancy 
and cryptographic techniques, blockchain ensures data 
traceability, immutability, and enhanced security [12]. A 
blockchain is composed of interconnected blocks, with 
each block containing data and the hash value of the 
previous block [13]. The use of blockchain for storing 
and managing electronic medical records has become a 
focus in the medical field [14]. By harnessing the inher-
ent characteristics of blockchain, the electronic medical 
record system achieves tamper resistance, traceability, 
and increased security and reliability [15].

Method
Digital Twin is a digital representation of physical 
objects that can monitor and predict equipment status 
in real-time, while blockchain can ensure the security 
and trustworthiness of data [16]. Therefore, combining 
digital twins and blockchain can achieve more efficient 
and secure business operations [17]. For example, in 
healthcare, digital twin technology can be used to digi-
tize medical data of patients and monitor their status in 
real-time [18]. By integrating blockchain technology into 
digital twins, the trustworthiness and security of data can 
be ensured [19]. At the same time, cloud computing tech-
nology can enable more flexible and efficient data storage 
and processing capabilities to better support healthcare 
business operations [20].

Motivation. While blockchain technology provides a 
promising solution for digital twin medical record sys-
tems, there are also challenges that need to be addressed. 
Firstly, directly storing medical record data on the block-
chain in plaintext could compromise privacy and poten-
tially leak sensitive information. Secondly, once the data 
is encrypted for privacy protection, it becomes difficult 
to retrieve and access when needed. Lastly, the efficiency 
of blockchain networks can be relatively low, impact-
ing the usability and performance of the medical record 
system.

Therefore, it is paramount to focus on advancing the 
underlying blockchain infrastructure for digital twin 
medical records to overcome these hurdles. Enhance-
ments should be implemented to ensure robust data pri-
vacy and security protocols are in place, such as secure 
encryption techniques or privacy-preserving computa-
tion methods. Efforts should also optimize the scalabil-
ity and efficiency of blockchain networks to bolster the 
usability and practical application of the medical record 
system. By tackling these issues head-on, the blockchain-
powered medical record system can become more resil-
ient and dependable for healthcare professionals and 
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patients. With the proper privacy, security and perfor-
mance improvements, digital twins leveraging block-
chain technology have the potential to revolutionize how 
medical data is stored, accessed and analyzed for the bet-
terment of patient care.

Our contributions. Existing blockchain-based medi-
cal record systems for digital twins face challenges 
regarding security, efficiency and privacy protection. To 
address these issues, we propose a novel solution lever-
aging post-quantum searchable encryption techniques. 
Our approach consists of several key components. Firstly, 
we introduce a physical unable function (PUF)-based 
method for generating unique encryption keys for each 
medical record. Records are encrypted with a public key 
and decrypted with a corresponding private key. Sec-
ondly, we present an encrypted medical record storage 
method in the cloud. After each use, all medical data 
including personal details, symptoms and prescriptions 
are encrypted and securely stored. Thirdly, we propose 
a blockchain-powered method for verifying medical 
records. Hash values of encrypted records are stored in 
a Merkle tree on the blockchain to ensure integrity and 
tamper-proofing. Lastly, we introduce an efficient cloud 
retrieval method allowing keyword searches of symp-
toms, prescriptions and related records. By integrating 
secure key generation, encrypted cloud storage, block-
chain verification and fast retrieval, our proposed sys-
tem provides a private and efficient blockchain medical 
record solution for digital twins in the cloud. Implemen-
tation and comparison to other designs demonstrate it 
offers enhanced security, privacy and usability for medi-
cal record services and applications beyond basic record 
management.

Digital twin technology requires modeling of the 
human body, which demands a high level of personali-
zation. The process of human body modeling needs to 
collect and integrate a large amount of personal data, 
including but not limited to genetic composition, physio-
logical characteristics and lifestyle, all of which are highly 
sensitive information. Therefore, strong security and pri-
vacy protection measures are needed to ensure that these 
data are not misused or leaked. Powerful security and 
privacy protections must be in place to ensure this sensi-
tive personal data is not misused or exposed during the 
process of collecting and integrating the large amounts 
of individual data needed to create highly personalized 
digital models of human physiology for digital twin appli-
cations. Our solution aims to address existing challenges 
in digital twin by leveraging post-quantum encryption 
techniques in a novel integration of blockchain and cloud 
computing technologies.

Organization. The rest of the paper is organized as 
follows. Section “Preliminaries” provides background 
on existing digital twin, blockchain-based medical tech-
niques and searchable encryption technologies. Section 
“Blockchain system based on searchable encryption and 
cloud for digital twin” proposes a novel blockchain sys-
tem leveraging searchable encryption and cloud comput-
ing for digital twin. Section “Blockchain medical record 
system for digital twin on cloud for privacy protection” 
introduces our proposed blockchain medical record sys-
tem hosted in the cloud, with an emphasis on privacy 
protection. Section “Implementation and comparison” 
details the implementation and evaluation of the block-
chain medical record system for digital twin through 
comparisons to related approaches. Lastly, Section “Con-
clusion and future work” concludes the paper and dis-
cusses potential future work.

Preliminaries
Digital twin and its medical applications
Digital twin is a digital replica of physical assets, pro-
cesses and systems which can be used to optimize busi-
ness performance [21]. The concept of digital twins 
has gained significant traction in recent years with 
advances in technologies like IoT, AI, cloud computing 
and 5 of the early applications of digital twins was in 
manufacturing where virtual replicas of products and 
production lines helped identify inefficiencies and test 
design changes before implementation. This reduced 
costs and sped up product development cycles [22].

Digital twins are now being applied more broadly 
across sectors like healthcare, transportation and smart 
cities [23]. In healthcare, digital twins of patients enable 
remote monitoring and "what-if " scenario planning. For 
transportation, digital twins of vehicles and infrastruc-
ture aid predictive maintenance and traffic management.

The rise of ubiquitous sensors, high-speed networks 
and cloud infrastructure has enabled digital twins to 
scale across entire cities and countries. National digital 
twin initiatives aim to digitally map infrastructure, build-
ings and natural systems for urban planning, emergency 
response simulation and sustainability goals [24].

As computing power grows with technologies like edge 
and fog computing, digital twins are becoming more 
dynamic, incorporating real-time data to mirror physical 
counterparts with increasing accuracy. This will open up 
more opportunities in applications spanning manufac-
turing to smart spaces [25].

Overall, digital twin technology is evolving rapidly to 
drive operational efficiencies, reduce costs and enable 
new datadriven business models across industries by cre-
ating living digital simulations of the physical world.
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Digital twin technology can digitize patients’ physi-
ological parameters, medical records and treatment plans 
to build personalized digital models for each patient. 
These digital models can monitor patients’ vital signs in 
real-time and send early warnings for remote monitor-
ing once abnormalities are detected. Through digital 
model simulation, doctors can formulate and optimize 
treatment plans in advance in a virtual environment, and 
test different assumptions to provide support for clinical 
decision-making. Doctors can also use digital models to 
conduct pre-operative simulation and training of surger-
ies to improve actual surgical success rates. Hospitals can 
utilize digital twins to dynamically manage and allocate 
medical resources, thereby optimizing resource utiliza-
tion efficiency. By analyzing a large amount of medical 
records with digital twin technology, doctors can mine 
valuable information to improve diagnostic and prog-
nostic capabilities. In general, digital twin technology is 
expected to comprehensively improve clinical diagno-
sis and treatment levels through personalized modeling, 
remote monitoring, decision support, knowledge dissem-
ination and other means.

The threat of quantum computer attacks to digital twins
Quantum computers may pose certain security threats to 
digital twin medical record systems.

(1) Quantum computers could crack existing public-
key cryptosystems, such as RSA and elliptic curve cryp-
tography. This would jeopardize the security of medical 
records and key exchanges encrypted using public keys 
in the system.

(2) Quantum computers using quantum period find-
ing algorithms could break hash functions in polyno-
mial time, undermining the medical record verification 
mechanism based on hash values on the blockchain using 
Merkle trees.

(3) Quantum computers may use quantum navigation 
algorithms to crack searchable encryption and disrupt 
the private query functionality of medical records in the 
cloud.

(4) The accelerated cryptanalysis capabilities of quan-
tum computers will also increase the risk of cracking 
offline medical record devices and keys.

To address these potential threats, digital twin medical 
record systems need to:

(1) Adopt post-quantum secure cryptographic algo-
rithms such as lattice-based cryptography.

(2) Enhance medical record verification mechanisms 
such as using multi-layer hashing.

(3) Strengthen security protections for endpoint device 
and key management.

(4) Regularly evaluate security risks and timely upgrade 
system defense capabilities.

(5) Promote the development of post-quantum crypta-
nalysis standards to lay the foundation for the post-quan-
tum era.

Overall, quantum computers pose major challenges, 
and the system will require long-term efforts to continu-
ously strengthen security defenses to address this threat.

Blockchain medical techniques
Blockchain is a distributed ledger or database that is 
shared among multiple nodes in a network. It allows for 
the decentralized recording of transactions and sharing 
of information. Due to the characteristics of distributed 
accounting, tamper proof and traceability, blockchain has 
been applied to many fields, such as medical treatment. 
Using blockchain to improve health care has become one 
of the hot spots in this field.

The relevant blockchain medical research is as follows. 
Mertz presented an interview with Beth Israel Deacon-
ess medical center’s John Halamka about blockchain 
potential [26]. Lijing proposed a blockchain-based medi-
cal insurance storage system [27]. Tian proposed medical 
data management on blockchain with privacy [28]. Lee 
proposed a blockchain-based medical data preservation 
scheme for telecare medical information systems [29]. 
Shen proposed a blockchain-based approach for privacy-
preserving image retrieval for medical IoT systems [30]. 
Cheng proposed a design of a secure medical data shar-
ing scheme based on blockchain [31]. Firdaus proposed 
a mobile device and blockchain based medical data man-
agement for root exploit detection and features optimi-
zation [32]. Lo proposed a blockchain-enabled iwellchain 
framework integration with the national medical referral 
system [33]. Huang proposed a blockchain-based scheme 
for privacy-preserving and secure sharing of medical 
data [34]. Cheol proposed efficiently managing medi-
cal information in the pain management field based on 
blockchain [35].

However, blockchain medical techniques also have the 
following problems.

(1) The medical record data is stored in plaintext, which 
leads to the problem of privacy leakage.

(2) Once the data is encrypted, it is not easy to retrieve.
(3) The efficiency of blockchain is low, which affects the 

use of medical record system.
Thus, it is very urgent to improve blockchain system of 

medical techniques.
Searchable encryption technology
Searchable encryption is to realize the search function 
in the case of encryption. At present, there are many 
files that need to be deleted or modified by the server. 
But sometimes some file contents don’t want the server 
to know and need to encrypt the file. How to store the 
encrypted file to the remote server and realize the search 
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and file modification under the condition of confidential-
ity is the research content of searchable encryption.

There are two methods to realize searchable encryp-
tion: symmetric cryptography and public key cryptog-
raphy. The security of algorithms based on public key 
cryptography depends on the difficulty of solving com-
plex mathematical problems, mainly using algebraic tools 
such as bilinear mapping. The algorithm based on sym-
metric cryptography uses pseudo-random function, hash 
algorithm and symmetric encryption algorithm, which is 
faster than the algorithm based on public key cryptogra-
phy. They are suitable for different application scenarios.

The relevant searchable encryption research is as fol-
lows. Li proposed an engineering searchable encryption 
of mobile cloud networks [36]. Cui proposed an key-
aggregate searchable encryption for group data sharing 
via cloud storage [37]. Sen proposed a searchable sym-
metric encryption [38]. Wu proposed an efficient search-
able encryption against keyword guessing attacks for 
sharable electronic medical records in cloud-based sys-
tem [39]. Ma proposed a certificateless searchable public 
key encryption scheme for industrial Internet of things 
[40]. Zhou proposed file-centric multi-key aggregate 
keyword searchable encryption for industrial Internet of 
things [41]. Lu proposed a pairing-free certificate-based 
searchable encryption supporting privacy-preserving 
keyword search function for IIoTs [42]. Li proposed a 
lightweight fine-grained searchable encryption scheme 
in fog-based healthcare IoT networks [43]. Zamani pro-
posed a new searchable encryption scheme with integ-
rity preservation property [44]. Padhya proposed a 
novel approach for key-aggregate searchable encryption 
for multi-owner data [45]. Cao proposed a searchable 
encryption cloud storage with dynamic data update to 
support efficient policy hiding [46]. Li proposed a block-
chain-based searchable symmetric encryption scheme 
[47]. Ayad proposed an efficient and privacy-preserving 
approximate search in cloud computing [48]. Miao pro-
posed a lightweight fine-grained search over encrypted 
data in fog computing [49]. Zarezadeh proposed a multi-
keyword ranked searchable encryption scheme with 
access control for cloud storage [50].

Blockchain system based on searchable encryption 
and cloud for digital twin
Overview of the blockchain system
To address challenges in blockchain-based medical 
record systems for digital twin, we propose a post-quan-
tum searchable encryption technique to enable secure 
and efficient record management.

Section “Key generation and key exchange method” 
details a PUF-based key generation and exchange 
method that assigns unique random keys to each record. 

Encryption uses a public key while decryption relies on a 
corresponding private key.

Section “Encrypted medical record storage method” 
presents an encrypted medical record storage approach 
in the cloud. After each use, all medical data including 
personal information, symptoms and prescriptions are 
encrypted and stored securely.

Section “Verification method based on blockchain” 
introduces a blockchain-powered method for verifying 
medical records integrity. Encrypted record hashes are 
stored in a Merkle tree on the blockchain.

Section “Cloud retrieval method” proposes an efficient 
cloud retrieval method allowing keyword searches of 
symptoms, prescriptions and related records.

By integrating PUF-based keying, encrypted cloud 
storage, blockchain verification and fast retrieval, our 
solution aims to overcome limitations in existing block-
chain medical record systems through a novel application 
of post-quantum searchable encryption techniques.

Key generation and key exchange method
We propose a PUF-based key generation and exchange 
method. Traditional encryption algorithms are vulner-
able as keys can easily be stolen, compromising private 
information. Therefore, keys must be generated ran-
domly in a way that is unpredictable and unique.

Secure key generation and storage relies on two core 
requirements:

(1) A true random source to guarantee unpredictability 
and uniqueness of freshly generated keys.

(2) Protected storage to reliably maintain generated key 
information and prevent unauthorized access.

However, satisfying both requirements is challeng-
ing to implement in practice. PUF provides a solution by 
leveraging the inherent physical properties of integrated 
circuits.

When powered on, SRAM cells within a PUF chip 
initialize randomly. This startup behavior differs across 
chips, manifesting as random bit flips between zero and 
one. The resulting fingerprint can then be used as a key.

Our proposed PUF approach utilizes an array of 
transistors. The PUF device sends a signal to the array, 
assigning 1 or 0 to each bit based on the responses. 
Unlike digital keys, the PUF key is actively created dur-
ing each request, generating different keys by activating 
unique transistor subsets. This allows for unpredict-
able, one-time-use keys resistant to theft.

The proposed PUF-based key generator meets the 
two core requirements for secure key generation and 
storage. It converts the device’s unique random physi-
cal fingerprint into a cryptographic key via processing. 
Firstly, no Pseudorandom Number Generator (PRNG) 
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is required as the device’s inherent randomness pro-
vides the needed entropy. Secondly, no protected non-
volatile storage space is necessary. The same key can 
be regenerated on demand by leveraging the random 
physical fingerprint. Each user possesses a PUF device 
to generate their private key. Additionally, each record 
corresponds to a randomly generated symmetric key.

During key exchange, public-key encryption is used 
along with private key decryption. For example, if users A 
and B want to exchange a key.

(1) User A uses PUF to generate a private key priA0 and 
computes the corresponding public key pubA0.

(2) User A uses pubA0 to encrypt priA0 and receive 
priA1.

(3) User B uses PUF to generate a private key priB0 and 
computes the corresponding public key pubB0.

(4) User A uses pubB0 to encrypt priA1 and receive 
priAB1.

(5) User A sends priAB1 to user B.
(6) User B uses priB0 to decrypt priAB1 and receive 

priA1.
We summary the notations used in the method, which 

is described in Table 1 and we depict the key generation 
and key exchange in Fig. 1.

Encrypted medical record storage method
Traditionally, medical record data is stored in plaintext, 
posing serious privacy risks. We propose an encrypted 
medical record storage method leveraging the cloud.

Medical records form the core basis for diagnosis, 
treatment planning, prevention strategies, clinical teach-
ing, research, and serve as important legal documenta-
tion. Upon each use, our method encrypts all record 
data, including personal information, symptoms, pre-
scriptions, and more.

The encrypted records are then stored securely in the 
cloud. By encrypting sensitive health data before cloud 
storage, our approach aims to address the shortcomings 
of plaintext storage which can enable privacy breaches. 
With encryption, only authorized parties with the proper 
decryption keys would be able to access the personal 
medical information.

Securely storing encrypted records in the cloud also 
provides benefits such as convenient access from dif-
ferent locations, redundancy protection against data 
loss, and easy integration into electronic health systems. 
Overall, the proposed encryption method for cloud-
based storage seeks to better safeguard individual privacy 
within medical records while maintaining the critical 
functions they serve.

For each medical record, it is assigned a record number 
reci , where the personal information, symptom and pre-
scription are denoted by infi , symi and prei , respectively.

(1) The patient uses his private key priA0 to generate 
three encryption keys priA1 , priA2 , priA3 , encrypts the 
encryption keys and personal information infi with the 
doctor’s public key pubB0 , and sends the ciphertext cip0 
to the doctor.

(2) The doctor uses his own private key priB0 to 
decrypt the ciphertext cip0 and obtain three encryption 
keys priA1 , priA2 , priA3 and patient personal informa-
tion infi.

(3) The doctor fills in the patient’s symptoms symi 
and prescriptions prei , and encrypts the patient’s per-
sonal information infi , symptoms symi and prescriptions 
prei with three keys priA1 , priA2 , priA3 , respectively. 

Table 1  Key generation and key exchange method

User A User B

 Private 
key

Public 
key

Encrypted 
key

Private 
key

Public 
key

Encrypted 
key

priA0 pubA0 priA1 priB0 pubB0 -

Fig. 1  Key generation and key exchange method
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After that, three ciphertexts cip1 , cip2 , cip3 have been 
computed.

(4) The doctor uses his own private key priB0 to sign 
three ciphertexts cip1 , cip2 , cip3 and the record number 
reci to generate corresponding signature information, i.e., 
sig0.

(5) The doctor uploads the record number reci , three 
ciphertexts cip1 , cip2 , cip3 and signatures sig0 to the cloud.

(6) Other users can use the doctor’s public key pubB0 
to verify the signature sig0 and verify the authenticity of 
the signature.

We summary the notations used in the method, which 
is described in Table 2.

Patient and doctor private keys are generated via PUF, 
leveraging its properties of uniqueness and strong secu-
rity. Symmetric encryption keys are uniquely generated 
by each patient’s PUF as well.

To securely transmit these keys, patients encrypt their 
generated keys with the doctor’s public key. Doctors then 
use the received encryption key to cryptographically pro-
tect medical record data.

Additionally, doctors sign the encrypted records with 
their private key. This allows others to verify the data and 
signature using the doctor’s public key, achieving non-
repudiation of the medical record information.

In summary, by combining PUF-based key genera-
tion, public-key encryption for key exchange, symmetric 
encryption of data, and digital signatures, our approach 

ensures the confidentiality, integrity and authenticity of 
medical records in a cryptographically sound manner 
during transmission between patients and healthcare 
providers.

We depict the encrypted medical record storage 
method in Fig. 2.

In detail, the signature generation process is as follows.
(1) The hash value of the message m is generated via 

H(m), where H is the SHA-256 algorithm.
(2) The linear transformation is computed via 

m′ = A×H(m)+ B , where A denotes a matrix key and B 
denotes a vector key.

(3) The central map transformation is computed via 
F(s′) = m′ , where F includes a set of multivariate polyno-
mials and s′ is the private key.

(4) The linear transformation is computed via 
s = C × s′ + D , where C denotes a matrix key and D 
denotes a vector key.

The signature generation process is not complex. The 
multivariate polynomials are evaluated by F̄(s) = h′ , 
where F̄  is a set of multivariate polynomials. If 
h′ = H(m) , the signature is valid. Otherwise, the signa-
ture is forged.
Verification method based on blockchain
We propose a blockchain-powered method for verifying 
medical record integrity. Blockchain is well-suited for 
this role due to its ability to solve issues of centralization 
through decentralization.

Table 2  Encrypted medical record storage method

Patient Doctor

 Record number Medical record Private key Public key Encrypted key Private key Public key Signature information

reci infi , symi , prei priA0 pubA0 priA1, priA2, priA3 priB0 pubB0 sig0

Fig. 2  Encrypted medical record storage method
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As the technology underpinning digital currencies, 
blockchain techniques have seen widespread adoption 
across finance, commerce, and industry due to key char-
acteristics like data traceability, tamper resistance, and 
security. A blockchain consists of a chain of blocks, with 
each block containing data and a hash of the previous 
block.

Leveraging blockchain for electronic medical record 
storage and management has become an important area 
of research in healthcare. Our proposed method involves 
storing the hashes of encrypted medical records on the 
blockchain using Merkle trees.

The blockchain network will contain various nodes, 
including user nodes to access records and a manager 
node to oversee the system. Through redundancy and 
cryptography, any changes to the records would be evi-
dent on the blockchain, allowing our solution to vali-
date record authenticity and integrity in a decentralized 
manner.

By integrating blockchain verification of encrypted 
health data, our approach aims to take advantage of this 
transformative technology’s security and transparency 
benefits for next-generation medical record systems.

The manager’s node stores the full blockchain, which is 
depicted in Fig. 3.

Each block stores the number of the medical record 
and the hash value of the medical record, the root of the 
hash tree in the current block and the hash value of the 
previous block.

In order to improve efficiency, the user node of block-
chain does not store the hash value of medical record, but 
only stores the root of the hash tree of the current block. 
The user’s node stores the efficient blockchain, which is 
depicted in Fig. 4.

Each block stores the number of the medical record 
and the root of the hash tree in the current block and the 
hash value of the previous block.

In detail, the root of the hash tree is computed in Fig. 5.
Medical record verification is a streamlined process. It 

only requires obtaining the ciphertext of a record from 
cloud storage and performing a hash operation to com-
pare the resulting value against the hash stored on the 
blockchain.

If the two hashes match, the medical record is con-
firmed to be authentic and untampered. However, a mis-
match would indicate the record has been altered and is 
invalid.

By incorporating blockchain’s inherent traits, such as 
resistance to tampering, transparency and traceability of 
changes, our electronic medical record system becomes 

more secure and reliable. Leveraging blockchain verifica-
tion eliminates the need for a centralized authority while 
still ensuring the integrity of sensitive health data.

Any unauthorized modifications would be evident on 
the immutable blockchain. This adds an important layer 
of validation to confidently establish the authentic prov-
enance and accuracy of individuals’ medical histories 
when needed for clinical purposes.

Cloud retrieval method
We propose a cloud retrieval method based on search-
able encryption to enable secure searches on encrypted 
data. Searchable encryption allows searches to be per-
formed on encrypted data without decrypting it first. 
Many files stored on remote servers need to be deleted 
or modified by the server. However, some file contents 
should remain confidential from the server. Searchable 
encryption allows files to be encrypted before storing on 
a remote server while still enabling keyword searches and 
modifications on the encrypted data.

Our proposed cloud retrieval method utilizes search-
able encryption to enable querying symptoms, pre-
scriptions, and corresponding symptom-prescription 
mappings for individuals through keyword searches. 
The searchable encryption allows these sensitive medical 
data to be stored securely on the cloud while still retain-
ing searchability. This allows personalized symptom-
prescription mappings to be retrieved securely through 
keyword searches on the encrypted data.

We created two index tables, as shown in the Table 3.
Each user is assigned a unique user ID. Index 1 allows 

querying the total number of medical records for a user 
via their ID. To retrieve a specific encrypted medical 
record, the user simply provides the record’s ID to fetch 
it from the cloud. If the user wants to exchange plaintext 
records with another user, they need to exchange decryp-
tion keys.

To query prescriptions for a disease, the user searches 
Index 2 by disease keywords to get the corresponding 
symptom and prescription locations in the cloud. The 
user then downloads the encrypted symptoms and pre-
scriptions from the cloud and requests access rights from 
the owners.

This cloud retrieval method maintains privacy by not 
exposing personal data, diseases, prescriptions or other 
sensitive information in plaintext. It also enables secure 
data sharing through encrypted record retrieval and 
exchange of decryption keys. The indexing system allows 
keyword searches on the encrypted data.
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Blockchain medical record system for digital twin 
on cloud for privacy protection
System architecture
By integrating key techniques, cloud based encryption, 
blockchain verification and cloud retrieval method, we 
propose a blockchain medical record system for digital 
twin on cloud for privacy protection.

The process of submitting medical records is depicted 
in Fig. 6 and is illustrated as follows.

(1) The patient generates three encryption keys using 
their private key, then encrypts the keys and their 

personal information with the doctor’s public key. The 
resulting ciphertext is sent to the doctor.

(2) The doctor decrypts the ciphertext using their pri-
vate key to obtain the three encryption keys and patient’s 
personal information.

(3) The doctor records the patient’s symptoms and 
prescriptions, then encrypts the personal information, 
symptoms and prescriptions separately with each of the 
three keys.

(4) The doctor signs the three ciphertexts and record num-
ber with their private key to generate signature information.

Fig. 3  Full blockchain for verification
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(5) The doctor uploads the record number, three 
ciphertexts, and signatures to the cloud storage.

(6) Other users can verify the signature using the 
doctor’s public key to authenticate the data.

(7) The doctor uploads the record number and hash 
values of the three ciphertexts to the blockchain as an 
immutable record.

This provides confidentiality through encryption, 
integrity through signatures, and immutability through 
blockchain hashes. The three encryption keys allow 
selective sharing of information.

The process of medical record verification is depicted 
in Fig. 7 and is illustrated as follows.

Fig. 4  Efficient blockchain for verification

Table 3  Cloud retrieval method

Index 1 Index 2

 User number Record number Symptom Symptoms and prescriptions

user1 rec1 tosse sym5, pre5, sym7, pre7, sym8, pre8

user2 rec2 fever sym11, pre11, sym12, pre12, sym21, pre21

user3 rec3 headache sym25, pre25, sym54, pre54, sym72, pre72

... ... ... ...

usern recn ... ...

Fig. 5  The root of the hash tree
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Fig. 6  Submitting medical records

Fig. 7  Process of medical record verification
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(1) The user retrieves the encrypted medical record 
ciphertext from the cloud storage.

(2) The user looks up the hash of the ciphertext stored 
on the blockchain.

(3) The user hashes the retrieved ciphertext and com-
pares it to the blockchain hash value.

(4) If the hashes match, the medical record is verified as 
authentic. If they differ, the record is false or corrupted.

This allows the user to verify the integrity of the medi-
cal record ciphertext by comparing its hash to the immu-
table hash recorded on the blockchain. The blockchain 
hash serves as a tamper-evident seal for the encrypted 
data.

The process for doctors to query the patient’s medical 
records is depicted in Fig. 8 and is illustrated as follows.

(1) Each user has a unique user ID, and can retrieve all 
the medical records of the user through index 1.

(2) Doctors only need to use the medical record ID to 
retrieve specific medical records on the cloud, which can 
obtain encrypted medical records.

(3) The patient encrypts the decryption key using the 
doctor’s public key.

(4) The patient sends the ciphertext to the doctor.
(5) The doctor uses his private key to decrypt the 

ciphertext and obtain the medical records.
The process for doctors to inquire about prescriptions 

is depicted in Fig. 9 and is illustrated as follows.

(1) If the doctor needs to query the prescription of a 
certain kind of disease, he needs to query index 2 accord-
ing to the keyword of the disease to obtain the corre-
sponding symptom and the location of the prescription 
on the cloud.

(2) He downloads the ciphertext of symptoms and pre-
scriptions on the cloud, and request access rights from 
the users.

Implementation and comparison
We built a blockchain-based medical record system 
on cloud infrastructure for digital twin. It leverages 
key techniques for privacy protection, i.e., cloud-based 
encryption of records for confidentiality, blockchain 
verification of record hashes for integrity validation and 
cloud retrieval of encrypted records. The implementation 
results, outlined in Table 4, demonstrate the system effi-
ciently and securely provides medical record services to 
users. By encrypting records before cloud storage, verify-
ing record integrity via blockchain, and allowing retrieval 
of encrypted data from cloud, our solution addresses pri-
vacy and security concerns while maintaining usability. 
Patients and healthcare providers can confidently access 
accurate, untampered medical histories when needed. 
The implementation shows how combining these tech-
niques establishes an advanced yet practical electronic 
health record system optimized for privacy.

Fig. 8  Query the patient’s medical records



Page 13 of 16Yi ﻿Journal of Cloud Computing          (2023) 12:151 	

We evaluated our system against related designs, 
with results summarized in Table  5. Comparisons with 
alternative approaches indicate our cloud-blockchain 
based system provides highly secure medical record 
services while maintaining moderate efficiency. Spe-
cifically, the system offers stronger privacy protections 
through its encryption of records before cloud storage 

and blockchain verification of record integrity. Whereas 
some solutions rely on centralized authorities or less 
robust security models, our decentralized design leverag-
ing cryptography and blockchain consensus establishes 
authenticity without weak points of control. However, the 
additional overhead of encryption, hashing, and block-
chain operations results in modest performance impacts 
for user experience compared to less secure plaintext 
storage models. Overall, the side-by-side assessment 
confirms how our solution achieves a favorable balance 
between security considerations and usability through 
its combined techniques - outperforming alternatives in 
the critical domain of privacy while retaining functional 
practicality.

The blockchain medical record system provides secure 
cloud-based services for electronic health data manage-
ment and access. It utilizes encryption of medical records 
in the cloud for confidentiality, blockchain verification 
of record hashes to validate integrity, personal record 

Table 4  Implementation result

Parameters Results

 Blockchain Medical Average Query Average Query

Nodes Record Time for record Time for symptom

10 20 1.5s 2.8s

100 250 2.2s 4.3s

200 400 2.8s 5.7s

500 900 3.5s 6.3s

1000 1000 4.2s 7.2s

Table 5  Comparison result

Medical System Record Query Query Query
System Architecture Verification Security Security Efficiency

Traditional Server None High Low High

Blockchain-Based Distributed Low Blockchain Moderate Moderate

Ours Cloud Blockchain Moderate High Moderate

Fig. 9  Inquire about prescriptions
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querying via an encrypted cloud retrieval system and 
authorized disease or prescription queries to locate rel-
evant health data.

Cryptographic keys are uniquely generated by each 
user’s PUF device, ensuring data security. Private keys 
allow decrypting records, while public keys enable digital 
signatures for non-repudiation.

All medical record hashes are recorded on the immu-
table blockchain. This allows tracing records and detect-
ing tampering, improving security. Blocks contain record 
IDs, Merkle roots, and prior block hashes.

The encrypted retrieval system leverages cloud com-
puting power for efficient access. Users are assigned 
unique IDs to query their personal records by ID number. 
Retrieved records remain encrypted without the user’s 
decryption key.

To access plaintext records, users must exchange keys. 
Disease queries locate symptom/prescription metadata 
locations. Users can then retrieve the encrypted health 
data and request access authorization from involved 
parties.

Overall, through its combination of encryption, block-
chain, and privacy-focused retrieval design, the sys-
tem provides a secure yet usable platform for electronic 
healthcare powered by modern distributed technologies.

Conclusion and future work
We present a post-quantum searchable encryption 
approach to enable a secure and efficient medical record 
system for digital twins. First, we propose a PUF-based 
key generation and exchange method. Each record cor-
responds to a random key uniquely generated by a user’s 
PUF. Public keys encrypt keys for transmission, while pri-
vate keys allow decryption. Second, we put forth a cloud-
based encrypted medical record storage method. Records 
containing personal, symptom and prescription data are 
encrypted before storage in the cloud. Third, we design 
a blockchain-powered verification technique. Hashes 
of encrypted records are recorded on the immutable 
blockchain using Merkle trees. Fourth, we introduce 
an encrypted cloud retrieval system. It allows querying 
symptoms/prescriptions by person or keyword through 
the encrypted records. By integrating encryption, block-
chain verification and encrypted retrieval, we developed 
a privacy-preserving blockchain medical record system 
on cloud infrastructure. Implementation results and 
comparisons demonstrate it efficiently and securely pro-
vides medical services while surpassing alternatives in 
security.

Additionally, the system can augment other healthcare 
applications through its utilization of modern crypto-
graphic and distributed technologies. Overall, the work 

presents an advanced yet usable solution for digital twin 
medical records. However, the solution discussed does 
not fully address all potential vulnerabilities. Future work 
should aim to strengthen security defenses in several key 
areas.

(1) Regulatory compliance: Healthcare data is highly 
regulated to protect privacy and security. The system 
would need to comply with applicable laws and regula-
tions, which is not discussed.

(2) Ethical use of data: The system must have safeguards 
and transparency around how data is used, shared and 
potentially monetized. Ethical AI practices are important 
to address privacy and fairness concerns.

(3) User consent and control: For adoption, users need 
easy ways to understand and consent to how their data 
is handled. Strong user consent and data ownership con-
trols are important but not specified.

(4) Interoperability standards: The system must inte-
grate with existing healthcare IT infrastructure, which 
requires following interoperability standards. Standards 
compliance is not evaluated.

(5) Earning user trust: For sensitive health data, privacy 
and security breaches could severely damage trust. More 
discussion is needed around how to establish and main-
tain user confidence over time.

(6) Usability testing: The design must be intuitive for 
non-technical users. Usability and user experience test-
ing results could provide better insights on real-world 
adoption challenges.

Addressing these social, ethical and regulatory factors 
is key for any healthcare technology. Future work would 
benefit from more rigorous analysis of how the proposed 
system would navigate these important challenges to 
responsible innovation and deployment at scale.
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