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Abstract

Blockchain technologies (BCT) are utilized in healthcare to facilitate a smart and secure transmission of patient

data. BCT solutions, however, are unable to store data produced by loT devices in smart healthcare applications
because these applications need a quick consensus process, meticulous key management, and enhanced eprivacy
standards. In this work, a smart and secure eHealth framework SSEHCET (Smart and Secure EHealth Framework using
Cutting-edge Technologies) is proposed that leverages the potentials of modern cutting-edge technologies (loT, 5G,
mobile edge computing, and BCT), which comprises six layers: 1) The sensing layer-WBAN consists of medical sen-
sors that normally are on or within the bodies of patients and communicate data to smartphones. 2) The edge layer
consists of elements that are near loT devices to collect data. 3) The Communication layer leverages the potential

of 5G technology to transmit patients data between multiple layers efficiently. 4) The storage layer consists of cloud
servers or other powerful computers. 5) Security layer, which uses BCT to transmit and store patients' data securely. 6)
The healthcare community layer includes healthcare professionals and institutions. For the processing of medical data
and to guarantee dependable, safe, and private communication, a Smart Agent (SA) program was duplicated on all
layers. The SA leverages the potential of BCT to protect patients’ privacy when outsourcing data. The contribution

is substantiated through a meticulous evaluation, encompassing security, ease of use, user satisfaction, and SSEHCET
structure. Results from an in-depth case study with a prominent healthcare provider underscore SSEHCET's excep-
tional performance, showcasing its pivotal role in advancing the security, usability, and user satisfaction paradigm

in modern eHealth landscapes.
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Introduction

The timely availability of healthcare services is a funda-
mental requirement for every individual. A country’s
healthcare system is a crucial measure of its developmen-
tal progress [1-3]. In this aspect, eHealth is highly benefi-
cial asit offers healthcare to everyone, wherever. EHealth
exemplifies technological advancements in expanding
healthcare locally, nationally, and globally via the use of
cutting-edge technologies (CET). It enables individuals
who are unable to visit the clinic to access health ser-
vices through continuous monitoring of vital signs using
wearable or implantable IoT (Internet-of-Things) sen-
sors, particularly for chronic and elderly patients. Time
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savings, insight into one’s health, and reduced adminis-
trative burden are among the primary advantages pro-
vided by eHealth [4—-7]. According to a report presented
by Statista in August 2022 (as shown in Fig. 1), the use of
eHealth in various healthcare sectors is also expanding ]
(https://www.statista.com/outlook/dmo/digital-health/
ehealth/worldwide#revenue). However, eHealth services
have not developed as much as anticipated, partly due
to issues of dependability, fault tolerance, and privacy. In
eHealth, biological data collected by IoT devices is trans-
mitted to Cloud entities operated by third parties, which
presents challenges for data security and the protection
of a patient’s privacy [8—-12].

In eHealth, the wireless body area network (WBAN)
is employed extensively. It is concerned with networks
made up of several sensors that are dispersed across or
implanted into the human body. These sensors take
measurements of the body’s important health signals
and transmit them to the user’s smart device. Using the
WBAN to check on a patient’s health from afar is one
way to help the patient live a normal life and do every-
day things without having to live in a hospital or go there
often [13—15]. But in a typical IoT design, a single health
app running on a smartphone sends data to edge devices
and then to cloud servers that are overseen by outside
parties that are susceptible to various insider attacks
[16, 17]. Furthermore, as explained in [18—20], owing to
third-party participation, traditional Edge or Cloud pro-
cesses cannot provide accountability and traceability of
patient data.

With the use of Mobile Cloud Computing (MCC),
a smartphone’s functionality may be expanded by
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sending medical records to a remote server for pro-
cessing and storage [21, 22]. The success of MCC
depends on how well network loss and latency can be
controlled. Lacking this, the enormous storage and
processing capacity of the cloud is rendered useless
by transmission delays and unreliable connections.
Mobile Edge Computing (MEC) offers an IT service
closer to the client to leverage the potential of Cloud
computing capabilities. [23, 24]. Content processing
in MEC is performed over edge devices. This formed
a bridge between IoT devices and the cloud for col-
lection and processing of data. Bringing data collec-
tion and processing closer to the client/edges reduces
latency and boosts the performance of high-bandwidth
applications [25, 26]. Since several parties are respon-
sible for managing edge devices, moving work to
remote servers on the network’s periphery raises the
risk of data theft and privacy violations [27, 28].

The preceding discussion demonstrates that IoT
devices, cloud computing, MEC, and WBAN have
greatly improved healthcare services by offering timely
and low-cost treatment, better-quality care, effec-
tive data processing and management, and a number
of other benefits. However, security remains a major
challenge, as a result of which eHealth services have
not evolved to the extent expected. In this article, SSE-
HCET (Smart and Secure EHealth Framework using
Cutting-edge Technologies) is developed to impart
a secure and smart eHealth solution using the above-
mentioned cutting-edge technologies. The motivation
behind the study and the explicit contributions of the
article are discussed in the following subsections.

Global eHealth Revenue by Segment

60

50

40

3

o

in Billion USD

2

o

1

o

2017 2018 2019 2020 2021

eHealth Apps  m eHealth Devices
Fig. 1 Global Health revenue estimated till 2027 in billion USD

M Online Consultation

2022 2023 2024 2025 2026 2027

W Online Pharmacy


https://www.statista.com/outlook/dmo/digital-health/ehealth/worldwide#revenue
https://www.statista.com/outlook/dmo/digital-health/ehealth/worldwide#revenue

Humayun et al. Journal of Cloud Computing (2024) 13:37

Motivation of the study

The motivation behind this study is to present a secure
eHealth framework using cutting-edge technologies for
smart health monitoring that can be applied in a variety of
smart healthcare platforms. The SSEHCET leverages the
potentials of IoT devices, Edge computing devices, cloud
computing, 5G, and BCT to provide an end-to-end secure
healthcare system. The IoT devices are helpful in collect-
ing patients’ vitals. To improve performance, edge com-
puting devices are placed in the intermediary computing
layer between IoT sensor devices and cloud computing.
In SSEHCET, the edge layer provides several advantages,
including real-time diagnosis services, decreasing the
cost of cloud resources, improving the use of computing
IoT devices, and minimizing the volume of data carried
via networks. Encryption and the Blockchain consensus
mechanism (BCM) are used to prevent the disclosure of
sensitive healthcare information and potential leakage
during the exchange between multiple parties. 5G is incor-
porated into SSEHCET to enable quick data transfer and
job mobility across several tiers. Various smart contracts
are deployed to ensure the confidentiality and integrity of
healthcare data. Smart agent (SA) is used at various layers
to improve task handling and migration.

Contribution of the study
The following is a summary of this article significant
contributions:

+ Develop SSEHCET with six layers: the sensing layer
(WBAN), the edge layer, the communication layer
(5G), the storage layer (the cloud), the security
layer, and the healthcare community layer. Multiple
instances of the SA are deployed at all tiers to handle
patient data safely and efficiently.

+ The SSEHCET can gather, monitor, and analyze
patients’ vitals in real-time. Machine learning (ML)
approaches based on clustering are used to assess
and identify anomaly changes in patients’ data. BCT
ensures the anonymity of members’ sensitive data. The
use of 5G technology improves data transfer efficiency.

+ To analyze data supplied by medical IoT sensors, a
customized Blockchain with a lightweight BCM is
built at the edge layer. The healthcare Blockchain’s
consensus method is conducted on edge devices to
make use of those devices” quicker connectivity capa-
bility. At the same time, the permanent storage for
the Blockchain is controlled in the cloud.

+ The evaluation of the SSEHCET is a pivotal aspect of
this research paper, as it contributes valuable insights
through a real-world case study involving healthcare
organizations.
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The remaining article is divided into five sections; the
study background and the overview of existing related
studies are provided in Sect. "Preliminaries and related
work". Sect. "Proposed methodology/Framework (SSE-
HCET)" elaborates on the SSEHCET and its working in
detail. Sect. "SSEHCET Evaluation using a Case study"
discusses the proposed SSEHCET assessment using a case
study. Sect. "Results and discussion” presents the findings
and related discussion. Section six concludes the research
by providing deeper insights into possible future directions.

Preliminaries and related work

In this part, the literature was evaluated into two catego-
ries: explaining the functions of CET in healthcare and
giving an overview of the current body of research.

Wireless Body Area Network (WBAN)

WBANS are a specific type of sensor network that ena-
bles remote patient monitoring by utilizing IoT sensors
to measure physiological indicators. WBANs may also be
implanted or wearable, as illustrated in Fig. 2. They are
primarily used to monitor people’s health by placing sen-
sors on the body to transmit physiological data to medi-
cal servers [29, 30]. This enables doctors to comprehend
the patient’s health. These systems can be very helpful to
the medical board and individuals in the circumstances
by providing services such as monitoring and deliver-
ing medical and pharmaceutical information, improv-
ing the processing of patients’ data, and exchanging data
[30-32]. The WBAN monitors a patient’s vital signs and
provides a prompt response to the user, enabling them to
track the progression of the patient’s illness.In this type
of network, the efficient use of energy by the sensors is
crucial. If the energy supply is depleted, the network’s
lifespan would be shortened.

WBAN offers many benefits, but it also poses certain
overlooked risks. WBAN poses a number of privacy and
security problems since it keeps and processes personal
sensitive health data [31, 33-35]. There are primarily two
categories of dangers: 1) unauthorized access: Unauthor-
ized intruders breach the WBAN and steal user informa-
tion. Suppose the attacker sells the users’ information
to an insurance provider, for instance. In that case, such
assaults will breach their privacy 2) Modification of the
messages: The hacker manipulates WBAN signals to pro-
vide the data collector with false user information. Users’
safety will be impacted, for instance, if they are patients
and the doctor administers the incorrect therapy as a
result of receiving inaccurate patient data.

Edge computing
Edge computing is particularly successful in healthcare
applications where real-time processing and large data
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consumption are critical. In healthcare applications,
physiological sensors with limited battery, memory, and
channel bandwidth are unable to deliver advanced pro-
cessing power and huge data transfers to the cloud.
Edge computing has the potential to build a new eco-
system that will help the overall increase of information
and communication needs [36, 37]. In IoT applications
for healthcare, placing edge devices closer to sensing
devices helps minimize reaction time and communica-
tion overhead, as illustrated in Fig. 3. Several new health-
care applications, such as remote surgery, will need edge
computing architecture. The teleoperator requires real-
time orders to control the movements and rotation of
robotic arms, as well as a voice stream from the surgeon
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to interact with the surgical team remotely. Additionally,
3D video must be broadcast while physiological meas-
ures are sent to the surgeon throughout the procedure
[38, 39]. In general, systems with edge computing design
may decrease data propagation across network backhaul,
improve reaction times, boost privacy and security, and
reduce cloud overhead [40, 41].

Blockchain in healthcare

Edge computing is useful for quick access and processing
of medical data, but patient security and privacy concerns
are still present. Medical data processing on the edge
and in the cloud both involve administrators, endanger-
ing patient privacy. BCT used in conjunction with the
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Fig. 3 Edge devices as a bridge between loT devices and Cloud
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cloud and edge devices may make it possible to process
and store patient data without depending on centralized
cloud management [42, 43]. The BCT’s decentralized and
distributed nature makes it fundamentally different from
conventional databases. Using "blocks,” which are collec-
tions of data, a BCT may securely store large amounts of
data in a distributed ledger (DTL). The basic architecture
of Blockchain is depicted in Fig. 4

Researchers have developed various privacy-preserv-
ing eHealth solutions as a result of the Blockchain’s
structure. A framework for remote patient monitoring
using Ethereum smart contracts is presented in [44].
WBAN'’s data is gathered and aggregated using a smart
device like a laptop or smartphone. The smart gadget
transmits the compiled data to a predetermined smart
contract that is kept on Ethereum. The smart contract
analyses the data and notifies smart devices and health-
care professionals of the outcome. The cloud stores the
data, whereas the blockchain just records the event’s
occurrence. The smart gadgets, however, are susceptible
to denial of service (DoS) attacks and may create a sin-
gle point of failure. Safe handling of medical data is the
sole assurance provided by the design. In a study [45],
a framework foraccessing medical data on the block-
chain is developed. Cloud platform is used in this sys-
tem for the storage of medical data while blockchain
records every interaction a patient has with a third party.
According to Brogan [46], DTL technology may pro-
gress the EHRs by preserving the veracity and integrity
of patient data. Additionally, the authors demonstrated
how to leverage the IoTA protocol’s potential to commu-
nicate, store, and retrieve encrypted data securely via a
DTL that cannot be tampered with. Regarding the acces-
sibility, aggregation, liquidity, identity, and immutabil-
ity of health data, Gordon spoke about how Blockchain
might support patient-driven or patient-mediated data
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interoperability. Rupasinghe [47] divided the risk fac-
tors for falling into two categories: environmental and
medical. Based on data and professional judgment, each
detected risk factor is assigned one of three strengths:
weak, moderate, or strong. To assure the accessibil-
ity, and availability of the data to forecast the chance of
fall among the elderly, four different categories of users
uploaded fall-related data into a blockchain. Incorporat-
ing data into the Blockchain, registering users, and pre-
dicting falls are all tasks that the smart contract is said to
accomplish. Dwivedi et al.[48] introduced a blockchain-
focused eHealth framework. They gave consideration
to an overlay network that has nodes linked logically or
virtually. According to the idea, blocks generated by IoT
medical devices are sent to cloud servers after being con-
firmed by the cluster head. After confirmation, blocks
created by IoT medical devices are delivered to cloud
servers. The architects of the eHealth system imple-
mented a variety of basic standard security protocols
to ensure security and safeguard patient confidential-
ity. The blockchain’s integrity is constantly checked by a
static cluster head. However, avoiding a global consensus
method may make the blockchain-based eHealth system
less resilient. Running a simple BCM on a Fog network
helped us improve eHealth. The consensus method is
carried out by the cluster leader, who has been chosen
for a certain duration depending on the characteristics
of the nodes. Additionally, a Patient Agent (PA) that
replicates itself in devices at three different levels—the
smartphone, the fog, and the cloud—bundles the func-
tional components needed for monitoring a patient. In
the context of cloud computing, Gaetani [49] suggested
a Blockchain with two levels. The initial layer of the
Blockchain avoids the computationally costly Proof of
Work and maintains track of all activities performed on
the distributed database.
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The existing BCT enables eHealth infrastructures
examined above to use the potentials of Fog and Cloud
for the storage and processing of EHR. However, health-
care research did not progress in the idea of distributing
the execution of the blockchain at various levels, such
as sensing, communication, edge, and cloud layers. An
eHealth system can be made fault-tolerant, dependable,
and protected against DoS using a decentralized block-
chain controller. Furthermore, current eHealth systems
based on blockchain did not progress BCMs or privacy-
aware job handling techniques. To fill this gap, our pro-
posed SSEHCET deploys blockchain at different tiers (as
outlined in the proposed methodology section) to pro-
vide secure eHealth services.

Related work

This section will explore existing studies that used cut-
ting-edge technologies especially Blockchain, edge/fog
computing, and Cloud to address eHealth security issues.

In the article [11], the authors suggest a Blockchain-
enabled decentralized electronic healthcare architec-
ture that is composed of three layers: 1) The Sensing
layer, which consists of several medical sensors that are
often placed on or inside a patient’s body and transfer
data to a smartphone. 2) The Edge Networks are made
up of devices that are close to the data-detecting IoT
devices. 3) The Core Networks are made up of serv-
ers that are high-powered computing clouds or other
types. The processing of medical data is handled by a
software called Patient Agent (PA), which is duplicated
across all three tiers. This helps to guarantee depend-
able, secure, and confidential communication. In order
to illustrate the practicability of the system in the con-
text of the processing and storage of health data, a
performance study has been carried out. The findings
of the study showed that the suggested eHealth sys-
tem could handle health data utilizing BCT in almost
real-time.

The current research on BCT applied to eHealth
are examined and potential research avenues were
explored in [50]. Studies from 2010 to 2019 were
selected for analysis after a search of well-known
scientific resources for blockchain research in the
eHealth sector. The search process retrieved 84 papers
on blockchain in eHealth, of which 18 were deter-
mined to be relevant. Numerous publications outline
the benefits of this technology and how it is being
developed and utilized in the healthcare industry. The
study concludes that the new BCT used by eHealth
discovers new methods to share the distributed per-
spective of health data and advances precision medi-
cine, hence enhancing health and avoiding illness.
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A BCT-based eHealth system is suggested in [51]
to ensure the auditability of electronic health records
(EHR) tampering. In this approach, each valid query
manipulation by data consumers and each legitimate
outsourced change by hospitals is logged in the block-
chain for permanent storage, assuring the traceabil-
ity of the data. Concurrently, attributes-based proxy
re-encryption is employed to ensure access control of
medical data, and the auditor will identify any activ-
ity that affects the integrity of EHRs. Due to the audit-
able and tamper-proof nature of BCT, any entity that
illegally manipulated EHRs would be held responsible
based on the evidence of the proposed Proof-Chain.
In conclusion, security evaluation and performance
assessment reveal that this technique is both secure
and effective.

In [52], the challenges associated with maintaining the
privacy and confidentiality of essential medical data are
described, and it highlights the benefits of BCT for the
implementation of a secure and scalable solution for the
exchange of medical data to achieve the best possible
potential performance. This article presents an approach
that makes use of BCT as a potential solution to prob-
lems that are encountered by eHealth application devel-
opers. The restricted computational power of sensors and
the integrity of data exchange were the two key concerns
of the paper. In the proposed approach, the BCT is only
used to provide a reference to the data, or a part of it.
According to the findings of the study, the eHealth busi-
ness is poised for expansion provided that this technol-
ogy is used with suitable instruments, models, protocols,
and fully functional systems.

In article [53], an eHealth model based on BCT named
BEIM is presented to assure information integrity in
eHealth systems. Unlike prior alternatives, the study
demonstrates how to enable information removal, which
is a legal necessity in many nations. Several blockchain
security issues that must be addressed during blockchain
usage in eHealth systems are also mentioned. The sug-
gested approach is readily integrated with systems based
on service-oriented architectures. The major contribu-
tion of the study is a blockchain-based solution to the
issue of transactional transparency with the possibility to
erase documents or logs.

In the study [54], the authors propose a new scheme
that they call EC-ACS for the public verification and
auditing of EHRs in the Cloud Server. This is done to
protect EHR by utilizing authorized BCT. In this par-
ticular investigation, ECC is used to encrypt sensi-
tive medical data, and the CAS is utilized to establish
a digital signature for the purpose of data exchange
and storage in a cloud-based system. The solution
that has been presented protects users’ privacy and
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confidentiality while also preventing illegal access to
sensitive data stored in cloud-based healthcare sys-
tems. In addition, the BCT ensures the completeness,
authenticity, and safety of the cloud-based storage of
patient medical data.

In article [55], the authors suggest a new frame-
work for exchanging EHRs by bringing together BCT
and the distributed interplanetary file system (IPES)
in a mobile cloud environment. To facilitate the safe
transfer of EHRs between patients and their respective
healthcare providers, a reliable access control system
is developed utilizing smart contracts. The authors put
the Ethereum blockchain through its paces in a real-
world data-sharing situation, using the Amazon cloud
to power a mobile app prototype. The empirical find-
ings validate the effectiveness of the concept in secur-
ing private health information during mobile cloud
data transfers. Lightweight access control architecture,
low network latency, and strong security and privacy
levels are only some of the ways in which the evalu-
ated system outperforms conventional methods of data
exchange.

In article [56], a method was presented for securing
patient data using the BCT to preserve user data and
privacy, and cryptographic techniques were utilized
to protect the data transmission channel. The findings
demonstrated that the suggested system protected the
confidentiality, integrity, authenticity, and non-repudi-
ation of patient data, in addition to the privacy of the
patients.

The work done in article [57] aims to tackle the difficul-
ties associated with safeguarding patients’ sensitive health
data in remote health data analysis, particularly in relation
to the growing significance of temperature sensor-based
respiratory monitoring during the COVID-19 epidemic.
The study suggests a method to improve the accuracy of
diagnoses on e-Health platforms while maintaining pri-
vacy by using blockchain technology, due to the potential
dangers of keeping health data on external servers. The
proposed strategy utilizes the unchangeability of Block-
chain to facilitate safe sharing of health data, with a focus
on implementing a robust access control mechanism. The
suggested Health-chain has been shown to be suitable for
smart healthcare systems via experimental data and secu-
rity assessments. It has shown efficacy in computing, time
consumption, and resistance against security attacks.

A study [58] indicates that the increasing use of
deep learning systems in e-healthcare applications
has resulted in significant advantages in the areas of
diagnosis and treatment. Nevertheless, the presence
of significant privacy threats to sensitive patient data
highlights the need for strong security measures. An
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innovative method used in e-healthcare incorporates
privacy measures based on several agents into deep
learning systems. This strategy involves continuously
assessing the levels of confidentiality, integrity, and
availability in real-time. The multi-agent system effec-
tively oversees and regulates data access by allocating
distinct responsibilities and permissions to each agent.
Deep learning integration improves diagnostic preci-
sion by using patient symptoms and medical history
to forecast outcomes. This strategy guarantees a highly
secure e-healthcare system by restricting data access
to authorized individuals and facilitating immediate
detection of any privacy breaches. Consequently, it
results in enhanced patient outcomes.

The study [59] focuses on the difficulties encoun-
tered in existing Electronic Health Record (EHR) sys-
tems, with a particular emphasis on the shift from
traditional paper-based records to EHRs. The research
utilizes a methodical examination of existing literature
to investigate the current status of electronic health
records (EHRs), with a specific emphasis on implemen-
tations that use blockchain technology. The study finds
compatibility problems in current blockchain-based
electronic health record (EHR) frameworks and harmo-
nizes them with established national and international
EHR standards, such as HIPAA and HL7. The objec-
tive of the suggested interoperable blockchain-based
Electronic Health Record (EHR) system is to improve
the safe exchange of health information by providing
immutability, security, and user control without rely-
ing on centralized storage. This study makes a substan-
tial contribution to our knowledge of how Blockchain
might be used in EHR frameworks. It highlights the
consequences for the healthcare industry, namely in
terms of maintaining confidentiality, privacy, and integ-
rity while exchanging and storing electronic health
data.

The preceding summary of related work draws atten-
tion to the significance of CET for the healthcare indus-
try, particularly BCT and cloud platforms. Despite this,
the following issues still exist that need to be solved in
order to leverage the potential of eHealth.

+ Massive amounts of data that are being exchanged
and stored are vulnerable to being hacked and
exploited in many ways.

+ Healthcare cloud services are negatively impacted by
high levels of both latency and reaction time.

+ A difficulty lies in the need for faster processing and
improved security of healthcare services.

+ The movement of tasks across networked devices is
difficult.
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To address these issues, a framework SSEHCET is pro-
posed in the next section that will use IoT, 5G, edge com-
puting, cloud computing, and blockchain to provide a
smart and secure eHealth system.

Proposed methodology/Framework (SSEHCET)

This section provides a thorough explanation of our
eHealth framework, SSEHCET. Figure 5 shows the
SSEHCET’s high-level perspective; it is a sophisticated
eHealth solution designed to advance the security, effi-
ciency, and privacy of patient data transmission and
processing. This comprehensive framework encom-
passes six layers: Sensing, Edge, Communication, Stor-
age, Security, and Healthcare Community. At the heart
of SSEHCET is the Smart Agent (SA) program, strategi-
cally duplicated across all layers, playing a pivotal role
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in implementing blockchain technology (BCT). The
SA program ensures the secure processing of medical
data and offers additional functionalities such as task
migration management, BCT oversight, and efficient
allocation of network resources. The framework seam-
lessly integrates modern technologies, including IoT,
5@G, mobile edge computing, and BCT, addressing criti-
cal challenges in data security, consensus processing,
key management, and privacy standards within smart
healthcare applications. Below, a detailed overview of
all six layers is provided.

Sensing layer

The first layer of the SSEHCET is the sensing layer,
which consists of wearable or implantable IoT sensors
attached to the human body. These IoT sensors collect
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patients’ vital signs, which are collected by the smart
device connected to these sensors [60—62]. This smart
device application monitors the vitals and transmits
them to the next layer in case the vitals are not nor-
mal. The SA in the SSEHCET helps in task migration
from the smart application to the edge layer for further
processing and storage. SA works as an intermediary
between IoT devices and edge devices; it uses 5G ser-
vices for migrating tasks to the edge layer.

The working of the sensing layer is modeled in Fig. 6;
Algorithm 1 shows the details of tasks to be executed at
this layer.

Algorithm 1. Working of physical/sensing layer

Let v = vitals; ¢ = Body sensors; EV =Smart App;
$ = Smart agent; n = total number of sensors; I'Y = vitals threhold values

1. Begin

2. Int count = 0;

3. for(i=1ton)

4. If (Check(ali] = true)
5. count = count + 1
6.
7.

return count;
if count =n
Collect(v) » ¢ - 5G
Send(v) » EV- 5G
EV- Send(v) » $ - 5G
H - Analyse(v)
Compare (v,TY)
8. Lelse
Check (¢, EV)
Adjust(s, EV)
9. if v = normal
[ Go to End
10Lelse
Transmit(v) - 5G
11. End

Communication layer

The SSEHCET’s communication layer makes use of 5G’s
capabilities to send and receive information across dif-
ferent tiers. Many factors contribute to 5G’s popularity,
such as its faster speeds, lower latency, increased capac-
ity for remote execution, ability to support more devices
simultaneously, and it’s potential to implement virtual

Fig. 6 Working of the physical layer
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networks, allowing for more flexible connectivity based
on individual requirements. The SA and BCT are envi-
sioned on the 5G network in the proposed framework to
manage and distribute logical resources to various health-
care applications, hence enhancing the quality of experi-
ence. 5G operates on almost all the layers. In the sensing
layer, it transmits data from IoT sensors to the smart
device and then from the smart device to the edge layer
through SA. In the edge layer, it transmits data between
edge devices and finally sends the processed data to the
cloud for storage via SA after the execution of BCM. In
the cloud layer, 5G helps to transmit data between mul-
tiple cloud devices. The healthcare community uses 5G
services to fetch data from the cloud and transmit data to
the cloud.

Edge layer
IoT devices at the sensing layer gather and evaluate
patient data before triggering actions depending on
the insights provided. In our instance, these insights
are required in real-time; hence, edge computing is
required. It will bring computation nearer to the IoT
device, as well as data collecting and analytics, to a
physically closer area. This reduces network latency
since the round trip to the data center, and return is
shorter. Thus, the SSEHCET’s utilization of edge com-
puting will improve the performance of IoT applica-
tions performing real-time tasks. Furthermore, Edge
computing allows for the processing and filtering of
IoT-produced data closer to the devices, hence opti-
mizing bandwidth. Patients’ aberrant medical data will
be incorporated into a customized Blockchain to boost
security. At this layer, the Blockchain will also keep
track of environmental data and event occurrences.
Figure 7 describes the working of the edge layer and the
role SA plays in task migration. The details of operations
performed at this layer are mentioned in Algorithm 2.

Smart Agent
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Algorithm 2. Working of Edge layer

Data Enrichment

l o
BC Consensus
&S Normal Vitals
/
Clustering
Abnormal Vitals

Algorithm 3. Working of Storage layer

Let v = vitals; § = Smart agent ;
Abnormal vitals

@ = BlockChain ; CM = Consensus mechanism ; Vv =

Let v = vitals; $ = Smart agent ; C=Cloud ; wt=

Blockchain ledger

ayp = Access control policy

1. Begin
2. $ - Collect(v) = 5G

3. Deploy(w)

4. Execute (CM)

5. Store(v)

6. process(v)

7. Apply clustering(v) = (v; Yv)
8 Insert(vv)-w

9. transmit (v) - 5G

0. End

Storage layer

This layer leverages the potential of cloud computing to
store healthcare data. The SA also works at this layer to
take decisions related to access control policy and the
use of encryption standards. Additionally, blockchain
maintains a distributed tamper-proof ledger that is
duplicated across numerous nodes. A DTL duplicated
across numerous servers prevents tampering with a
record. Managing big data in health is complicated by
the storage in a decentralized DTL. In our approach,
cloud servers can handle the huge storage necessary for
decentralized DTL for healthcare data. SA deployed in
the cloud conducts time-sensitive and high-computing
activities with increased availability and flexibility.

As can be seen in Fig. 8, the data is retrieved from edge
devices and stored on the cloud via a smart agent. Block-
chain keeps records of environmental parameters and
event occurrences. The functions performed at this layer
are further elaborated in Algorithm 3.

Begin

$ - Collect(v) - 5G
$ - Encrypt(v)

$ - Store(v) - C

$ - Manage(w?)

$ - verify(ayp)
End

N AWNK

Security layer
This layer of the proposed architecture not only ensures
the security of EHRs but also expedites the processing of
healthcare services by enhancing the patient experience.
This layer uses blockchain’s capabilities to offer end-to-
end security. The edge network performs task movement
via Blockchain. The BCM is conducted on the edge layer
to give its tenants and customers quicker and more secure
processing. SA and Blockchain collaborate on the commu-
nication layer to govern the 5G network and assign logical
resources to various health apps, hence enhancing QoE.
The Blockchain preserves a record of the event’s existence,
and data is maintained on the EHR, while anomalous
patient medical data is added to a tailored Blockchain.
The BCM protects data integrity, and the DTL prevents
records from being altered. At the storage layer of SSE-
HCET, the execution environment parameters of a distant
computer are stored in the Blockchain. The nodes of the
blockchain approve the environment settings of possi-
ble distant devices that want to participate in the execu-
tion of migrating tasks. The local computer obtains these
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Fig. 8 Working of the storage layer

characteristics from the Blockchain in order to delegate
jobs to nearby or distant machines. SA manages and stores
performance metrics for transferring jobs via blockchain.
Each SA’s performance characteristics are recorded on the
blockchain. Every node on the blockchain holds the rules
for a smart contract’s coding. A smart contract is activated
when a blockchain network transaction corresponding to
that contract is issued. The SA creates many types of intel-
ligent contracts for processing EHRs. Smart contracts for
SA registration, data filtration, data categorization, warn-
ing creation, task movement, and healthcare professional
registration are a few examples of smart contracts.

Algorithm 4. Working of Security layer

Let v = vitals; $ = Smart agent ; ayp = Access control policy ; C = Cloud ; wf = Blockchain ledger ;
TM = Task migration; CM = Consensus mechanism SC = Smart Contract; £0 =
Event Occurence H EP = Environmental Parameters;
DF = Data Filtration; DC = Data Classification; WG = Warning Generation; NR =
Network Resources

1. Begin

2. Switch (Layers)
rt

Case 1: Communication Layer

Manage (NR)
Allocate(N'R) — Diverse Health Apps

Case 2: Edge Layer

{

Perform(TM)
Execute(CM)
EnableProcessing(v)
EnableStoarge(v)
KeepRecord(E0)
Trigger (SC) = $
Trigger (SC) » DF
Trigger (SC) - DC
Trigger (SC) - WG
Trigger (SC) - TM
Store(EP)

Break

Case 3: Storage Layer

{

Support (ayp)

Authorize(EP)

LocalMachines — Retrieves(EP) - @
Maintain (TM) = TamperProof
Store(EP)

Trigger (SC) - TM

£}
3. _End

Access Control
Policy

The blockchain replicates a unique DTL across sev-
eral nodes. The ledger is comprised of a series of veri-
fied blocks linked in a linked-list way, with each Block
containing a certain amount of transactions bundled in
a secure Merkle tree. Nodes on a blockchain add a new
block to the ledger by executing a consensus method. The
smartphone transfers collected health data to the edge
layer of our SSEHCET. Edge blockchain activities are exe-
cuted to handle medical IoT data in near real-time. How-
ever, BCT requires expensive computing and storage, and
edge devices lack the necessary capabilities to support it.
To circumvent this, blockchain activities are partitioned
and assigned to three levels of the proposed healthcare
architecture, taking into account the capabilities of these
layers” devices. For instance, the SA at the sensing layer
may establish the transaction structure and begin data
flow. The SA at the edge layer is able to perform a light-
weight consensus method and save block information.
Due to the proximity of edge devices to medical sensors,
this minimizes the time required for block’s confirmation
on the blockchain. SA on the storage layer is capable of
providing persistent storage for the Blockchain-based
DTL. After the SA at the edge layer certifies the block
by executing a consensus procedure, the SA at the stor-
age layer inserts the block into the cloud ledger. The key
functions provided by the security layer at various other
levels are discussed in Algorithm 4.

Healthcare community layer

Last but not least is the healthcare community layer,
which includes healthcare organizations and profes-
sionals. This layer is responsible for providing health-
care services to the patients by analyzing their vitals. At
this layer, the SA observes the vitals of the patients and
sends them to the concerned healthcare community
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device. The SA fetches the EHR from the cloud, analy-
ses these records, and takes the decision to forward it
to the concerned healthcare section. The Blockchain
works at this layer as well to check the authentic-
ity of SA. Figure 9 provides the overview of this layer.
According to Fig. 9, SA retrieves EHRs from the cloud
and forwards them to the concerned section, while
Blockchain at this layer keeps track of event occur-
rences and environmental parameters.

Role of smart agent

The smart agent plays a critical role in the proposed
methodology; it is deployed on various layers to provide
different services, which include; task migration, data
storage and retrieval, access control management, etc.
SA, a software module installed on many layers, facilitates
the activities of each layer to provide dependable, secure,
and confidential communication. The SA implements
BCM and leverages a blockchain-enabled algorithm for
task-oftloading to protect EHRs’ privacy while outsourc-
ing duties. On the 5G network, SA and blockchain are
anticipated to manage and allocate logical resources for
varied health applications in order to enhance QoE. SA is
placed in the cloud to handle high-computing and delay-
tolerant jobs with improved availability and flexibility.
Algorithm 5 shows the functionality of the smart agent.

Algorithm 5. Working of Smart Agent

Let v = vitals; § = Smart agent;ayp = Access control policy; C = Cloud ;wt = Blockchain ledger; x =
logical resources

Begin

(9, @) - 56 = Manage ()

$ = Collect(v) - 56

$ - Encrypt(v)

$ — Store(v) - C

$ - Manage(w?)
$ = verify(ayp)
End

/NN WNN

- = s5G
< > &« )]
~ Cloud Storage 2 ——>

Start
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SSEHCET Evaluation using a case study

Case studies are an effective method of examination
because they provide sufficient details about the actual
world, especially in the healthcare domain [63-66]. The
case study methodology is more suitable to evaluate
SSEHCET as it was designed for the healthcare indus-
try. SSEHCET was evaluated using a case study with a
prominent healthcare provider. The primary goal of the
case study was to demonstrate the viability of employ-
ing SSEHCET in an actual eHealth setting and to dem-
onstrate the feasibility of implementing SSEHCET.

To preserve the confidentiality of the organization
involved in our case study, it was named organization
A. Organization A is an ISO 9001:2015 initiative of the
renowned group, which offers nationwide eHealth ser-
vices. It was founded in 2011 to offer healthcare services
of an international grade nationwide. It has highly compe-
tent and experienced consultants as well as trained para-
medical personnel who provide 24/7 healthcare services
with distinction. Organization A uses cutting-edge medi-
cal and surgical equipment and technology for patient
diagnosis, monitoring, and treatment. To effectively meet
the ever-evolving demands of eHealth, the business con-
tinues to innovate to enhance its systems and procedures.

To conduct the case study, an online training session
was conducted with the relevant staff of organization
A, and we went over the SSEHCET and all of its layers
in detail. After training, the respondents were given the
questionnaire, and they were requested to fill it out based
on what they had learned about the SSEHCET and how
they felt about it. The questionnaire consists of 20 ques-
tions (As shown in Table 1), from which ten questions
were related to security, four questions were related to
usability, three questions were related to user satisfac-
tion, and three questions were related to the structure
of SSEHCET. The answers to each question were given
on a five-point Likert scale, which lets respondents say

End

Fig. 9 Working of the healthcare community layer
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Table 1 Questions for SSEHCET Evaluation
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Security

1. SA replicated in smartphones, edge devices, and the cloud can protect EHR from malicious assault

2.The SSEHCET overcomes the computational constraints of loT devices using the Edge layer

3.The BCM, which is implemented on the edge layer, provides quicker processing and more security

4. Access control support using Blockchain improves security at the storage layer

5. Inserting aberrant medical data from patients into a customized Blockchain improves security

6. The use of Blockchain to store environmental parameters and event occurrence improves security at several levels

7.BCM ensures data integrity

8. A DTL duplicated across numerous servers prevents tampering with a record

9. Registration of SA performance parameters on the Blockchain improves security

10. Various Smart contracts for processing EHR prevent a record from being tampered with

Ease of learning

1. The practices/technologies recommended for each layer of SSEHCET are simple to grasp.

2. SSEHCET helps to assess organizations' willingness to secure the transmission of EHR

3. SSEHCET is easy to understand and unambiguous
4. Some training is required for the use of SSEHCET
User Satisfaction

1. SSEHCET is general and can be applied to most healthcare organizations providing eHealth

2. Using SSEHCET would identify vulnerabilities in the company regarding the secure transmission of EHR

3.The user will trust on eHealth system more if SSEHCET is applied by the healthcare organization

The structure of SSEHCET
1. All the layers of SSEHCET are self-explanatory
2.The idea of the SSEHCET is applicable in the healthcare industry
3.The distribution of technologies at various layers is useful

how much they agree or disagree with a statement: (1)
Strongly disagree; (2) Disagree; (3) Neither agree nor dis-
agree; (4) Agree; and (5) Strongly agree.

The Likert scale was utilized in the survey, and the
mean and the degree of agreement for each question
were determined. The weighted average was used to cal-
culate the degree of agreement, as shown in Table 2.

The four topics of the questionnaire were examined for
validity and reliability (Alpha Cronbach) in order to ensure
the accuracy of the assertions included within each theme.
A pilot study was done with five professionals to determine
the internal consistency of the items/questions within each
of the four categories before the survey was given to the
respondents of organization A. The survey’s reliability was

Table 2 Degree of agreement for each question based on the
weighted average

Weighted average value Degree of agreement

Less than 2 Very Low
From 2 to less than 3 Low

From 3 to less than 3.5 Average
From 3.5 to less than 4.5 High
Greater than or equal to 4.5 Very High

checked by gauging the items’ internal consistency using
Cronbach’s alpha. It measures internal consistency on a
standard scale from O to 1. It is a common metric used by
analysts in the process of developing and validating a new
Survey [67-70]. The value of Cronbach’s alpha for each cat-
egory is shown in column 4 of Table 3. The formula in Eq. 1
was used to calculate the values of Cronbach’s alpha for each
theme of the survey based on the results of a pilot study

k 52—231.2
= (k—l) ) s% )

where k represents the number of questions in a theme,

s% refers to the variance associated with total scores, s2

2
represents the variance associated with each item/theme.

The process of calculating Cronbach’s alpha involves
several steps, as given below:

+ Item Selection: Choose a set of items or questions
that are intended to measure the same underlying
construct or trait. These items should be related to
each other in concept.

« Data Collection: Administer the items to a sample of
participants. Each participant provides responses to
all the items.
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Table 3 Survey questions reliability testing using Cronbach'’s

alpha
Theme  Titles of the themes of Number of items o Cronbach
the questionnaire in each theme reliability
coefficient

First Security 10 0.90
Second  Ease of learning 4 093

Third User Satisfaction 3 0.87

Fourth The structure of SSEHCET 3 0.89

« Data Preparation: Organize the responses in a
matrix, where each row represents a participant, and
each column represents a specific item.

« Compute Average Scores: Calculate the average score
for each participant across all items. This will result
in a column of average scores.

+ Compute Variance: Calculate the variance of the total
scores across all participants. This provides an indi-
cation of the variability in the responses.

+ Compute Covariance: Calculate the covariance
between each item and the total score. This repre-
sents how each item varies with the overall score.

+ Compute Cronbach’s Alpha: Use the formula of
Eq. (1) to calculate Cronbach’s alpha:

+ Interpretation: Cronbach’s alpha ranges from 0 to 1.
A higher alpha value indicates greater internal con-
sistency. Generally, a value above 0.70 is considered
acceptable, but the acceptable threshold may vary
depending on the context.

It’s important to note that while Cronbach’s alpha is widely
used, it has limitations, and researchers should consider
other factors such as item content, scale length, and the spe-
cific context of the study when interpreting the results.

Twenty-five people from different areas of healthcare
belonging to organization A took part in the case study
and filled out the questionnaire. During the online ses-
sion, the questionnaire was filled out so any questions
from the respondents could be answered at the same
time. All the responses received were compiled into an
excel sheet for analysis. Only the percentage of strongly
agree and agree was considered for each question. The
weighted average of the agreement percentage was calcu-
lated based on Table 2. The individual results of the four
themes are presented in Table 3 in the next section.

Results and discussion

This section provides the results of the case study against
the four themes mentioned in Table 3. It will also provide
the strengths and weaknesses of SSEHCET, as mentioned
by the case study participant, along with suggestions for
improvement.
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Security evaluation of SSEHCET

The questionnaire given to the case study’s participants
consists of ten questions related to the security of SSE-
HCET. The respondents were asked to evaluate these
questions based on their understanding of SSEHCET. The
percentage of strongly agree and agree was considered
only to calculate the weighted average of each question.
Figure 10 shows the results of the security evaluation
of SSEHCET. The weighted average of above 3.5 shows
that the percentage of agreement is high. The thresh-
old value was set to 3.5; the results of Fig. 10 show that
the weighted average of each security question is above
the threshold value. This shows that SSEHCET helps to
improve the security of healthcare data transmission and
storage.

Ease of learning/usability evaluation of SSEHCET

The questionnaire used in the case study involved
four questions related to the ease of learning and
usability evaluation of SSEHCET. The weighted aver-
age of all four questions was above 3.5, which shows
that the proposed model can be learned easily after
a few hours of training. The results shown in Fig. 11
highlight the positive elements of the ease of learning
connected with SSEHCET. This evaluation was con-
ducted using a well-designed questionnaire consisting
of four relevant items. A weighted average score over
3.5 suggests a favorable trend, indicating that users
find SSEHCET to be readily learnable, especially after
a few hours of training. This favorable evaluation is
in accordance with our design principles, which pri-
oritize user-friendly interfaces and intuitive interac-
tions at all levels of the framework. The strong user
satisfaction, especially in terms of ease-of-use, con-
firms SSEHCET’s dedication to provide a smooth
and easily accessible experience, further affirming its
potential for universal acceptance in many healthcare
environments. The findings derived from the study of
the questionnaire greatly enhance our comprehension
of SSEHCET’s usability, highlighting its user-centered
design and efficacy in practical scenarios.

User satisfaction evaluation of SSEHCET

In this subject of the questionnaire, the respondents
were questioned about the degree of user satisfaction
and confidence in the eHealth application if SSEHCET
is completely implemented by healthcare organizations
providing eHealth services. The respondents included
in the case study were aware of the shortcomings which
hamper the planned adoption of eHealth. According to
respondents, financial, legal, societal, and ethical impedi-
ments inhibit the proper adoption of eHealth. How-
ever, they all agreed that the security of EHR is a critical
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Security evaluation of SSEHCET
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Fig. 11 Ease of learning/usability evaluation of SSEHCET

concern, owing to the low user acceptance of eHealth.
The case study results related to user satisfaction for SSE-
HCET are given in Fig. 12.

According to the statistics of Fig. 12, the weighted
average score for each question was more than 3.5. This
shows that the successful implementation of SSEHCET
will improve users’ trust in eHealth.

SSEHCET structure evaluation

The case study allowed us to examine SSDMM’s appli-
cability in a real-world setting. The respondents of the
case study were also asked to evaluate the structure of
SSEHCET. The evaluation of structure involves three

E3 E4

Questions related to Ease of use/usability of SSEHCET

dimensions: self-explanatory, applicable, and the distri-
bution of technologies at various layers.

According to the statistics presented in Fig. 13, the
weighted average score for each question related to the
SSEHCET structure was more than 3.5. This shows that
the proposed SSEHCET is self-explanatory and appli-
cable, and the division of technologies at various layers
of SSEHCET is useful for the security and adoption of
eHealth.

Strengths and weaknesses of the SSEHCET
The respondents involved in the case study were asked
to mention the strengths and weaknesses of SSEHCET
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Fig. 12 User satisfaction for SSEHCET

based on their understanding of SSEHCET. According
to respondents, SSEHCET is touching the most sensitive
areas of security, and it can make a tremendous impact
on the eHealth sector and will noticeably help avoid risk
beyond accepted thresholds. The explicit strengths and
weaknesses mentioned by the respondents are listed
below.

Strengths:

«+ Clarity of the proposed model and ease of implemen-
tation

+ Highlight the most critical points related to eHealth
security

« Efficient and has a very low cost

+ Defines and suggests a new way to conduct security
assessments of eHealth organizations.

« The large surface of applicability as it can be imple-
mented by different healthcare organizations

Weaknesses:

+ 5@ service is not accessible nationwide, especially in
developing countries

+ Although the proposed model addresses various
issues faced by eHealth, legal and financial issues
still remain an important concern in the growth of
eHealth.

Suggestion for improvement of SSEHCET

According to the respondents of the case study, the sug-
gested methodology is a straightforward and trustworthy
method for enhancing eHealth security. Still, one of the
recommendations that might enhance the model having
this model in a word document can be misleading. Con-
sequently, one option that may be improved is to create a
prototype of the suggested model via simulation, which

SSEHCET structure evaluation statistics
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Questions related to SSEHCET structure evaluation

Fig. 13 SSEHCET structure evaluation
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may assist eHealth stakeholders in better comprehending
the use of SSEHCET.

Comparative analysis with existing studies

The proposed SSEHCET framework introduces a novel
and comprehensive approach to address the critical chal-
lenges associated with security in eHealth applications.
While existing studies often focus on specific aspects
of security in healthcare, such as data transmission or
storage, SSEHCET stands out by providing end-to-end
security across all layers of the framework. The integra-
tion of cutting-edge technologies, including IoT, 5G,
mobile edge computing, and Blockchain Technologies
(BCT), contributes to a holistic and secure ecosystem
for the transmission and storage of patient data. Notably,
the Smart Agent (SA) program, leveraging the potential
of BCT, ensures the protection of patients’ privacy dur-
ing data outsourcing, marking a distinctive feature of
the proposed model. The framework’s empirical valida-
tion through a meticulous evaluation, including security,
ease of use, and user satisfaction, along with a real-world
case study, further demonstrates its unique and impact-
ful contribution to advancing the security paradigm in
modern eHealth landscapes. Below, we provide a com-
parison of the proposed study with the latest studies to
highlight the uniqueness and novelty of the proposed sys-
tem further.

Comparison with study [57]

Our study and study [57] both focus on the use of
advanced technology, including Blockchain, in healthcare
applications. Nevertheless, they vary in terms of their
emphasis, approaches, and particular implementations
within the eHealth field. Here, we provide the similarities
and differences between the two studies. We will start
by giving a summary of each study and then proceed to
compare them.

+ The proposed framework (SSEHCET): SSEHCET
prioritizes the use of blockchain technology to pro-
vide safe transfer of data in the healthcare sector,
with a special focus on resolving issues connected
to storing data from IoT devices. The proposed SSE-
HCET integrates advanced technologies such as IoT,
5G, mobile edge computing, and Blockchain. These
technologies are structured into six layers to enable
safe communication and privacy in healthcare appli-
cations. The architecture categorizes many levels,
including Sensing, Edge, Communication, Storage,
Security, and Healthcare Community, to provide a
systematic way for managing medical data. The use
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of Smart Agent (SA) software replicated at all levels
emphasizes a commitment to ensuring patient pri-
vacy when data is outsourced.

o The Paper [57]: Privacy-Preserving Diagnostic
Enhancement Strategy for e-Health Platforms: The
main objective of Paper [58] is to tackle the difficul-
ties related to data privacy in eHealth platforms. It
specifically emphasizes the use of blockchain tech-
nology to improve diagnostic techniques. The study
investigates the capacity of blockchain technology to
enable the secure sharing of health data, with a focus
on ensuring data integrity and safeguarding privacy.
It introduces a robust access control system on the
Health-chain, enabling data owners to define access
restrictions for their privacy-sensitive medical data.
This system empowers users to have more control
over managing their information. Thus, article [57]
provides a comprehensive empirical analysis, evalu-
ating the Blockchain’s efficiency in terms of compu-
tation, time efficiency, and resilience against security
attacks.

Comparison of the proposed framework with Paper
[57]

+ Shared Perspective: Both studies acknowledge the
significance of blockchain technology in augmenting
security and privacy in healthcare applications.

+ Differences: Our article presents a comprehensive
architecture that ensures safe communication and
data management in many healthcare situations. In
contrast, article [58] focuses on a single application,
namely diagnostic improvement, and highlights the
importance of user-controlled access using block-
chain technology.

Comparison with study [58]
Commonalities:

+ Privacy concerns are recognized by both SSEHCET
and Paper [58] as being substantial in healthcare
applications. Their objective is to bolster the secu-
rity of patient data in response to advancing tech-
nology.

+ Technological Integration: Both studies include state-
of-the-art technology in their frameworks. SSEHCET
utilizes [oT, 5G, mobile edge computing, and block-
chain technology. In contrast, Paper [58] integrates
deep learning and multi-agent systems to tackle pri-
vacy issues.
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« Security measures: Both SSEHCET and Paper [58]
use security measures to guarantee the confiden-
tiality, integrity, and availability of patient data.
SSEHCET does this by using a replicated Smart
Agent program, whereas Paper [58] utilizes privacy
measures based on many agents for instantaneous
assessment.

Contrasts:

« Focus on technology: SSEHCET prioritizes a com-
plete framework that emphasizes safe communi-
cation and data management in many healthcare
situations. The focus of the Paper [58] is the amal-
gamation of deep learning and multi-agent systems,
with a special emphasis on enhancing e-healthcare
applications and diagnostic accuracy.

+ Extent and Usage: SSEHCET offers a comprehen-
sive and all-encompassing structure that may be
used in many healthcare situations, with a particu-
lar focus on ensuring the secure transfer of data.
The Paper [58] discusses the use of deep learning
to enhance the process of diagnosing and treating
medical conditions. It explores the employment
of multi-agent systems to ensure the security of
e-healthcare applications.

« Access Control Mechanism: SSEHCET utilizes a
replicated Smart Agent software at several levels to
ensure the protection of patient confidentiality when
data is outsourced. The Paper [58] presents a multi-
agent system that is developed to oversee and regu-
late access to patients’ data by assigning distinct roles
and permissions.

Main Benefits:

+ SSEHCET prioritizes privacy by implementing a
well-organized architecture, and the replicated Smart
Agent program guarantees the safety of data during
transmission and storage. The article [58] empha-
sizes the benefits of a secure system for e-healthcare
applications, the ability to identify possible privacy
breaches in real-time, and enhanced accuracy in
diagnoses achieved by deep learning.

Although SSEHCET and Paper [58] both address pri-
vacy problems in e-healthcare, they vary in terms of their
technical focus, extent, and regions of implementation.
SSEHCET offers a wide-ranging and inclusive structure,
whereas Paper [58] focuses on using deep learning and
multi-agent systems to improve diagnostics in e-health-
care applications. The selection between the two options
would be contingent upon unique healthcare needs,
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which span from ensuring the safe transmission of data
in various situations (SSEHCET) to incorporating deep
learning for enhanced diagnostic precision (Paper [58]).

Comparison of the proposed framework with paper [59]
Commonalities:

+ Blockchain Integration: SSEHCET and Paper 64 both
aim to use blockchain technology to improve secu-
rity and governance in healthcare data management.
They acknowledge the capacity of blockchain tech-
nology to provide immutability, security, and user
autonomy in managing stored information.

+ Both articles discuss the difficulties faced in the
healthcare industry. SSEHCET prioritizes the estab-
lishment of secure communication and data manage-
ment in healthcare applications. At the same time,
Paper [59] especially addresses the shift from paper-
based medical records to electronic health records
(EHRs), with a particular emphasis on the safe stor-
age and administration of data.

+ Security and privacy are given high importance in
both articles, particularly in relation to healthcare
data. SSEHCET integrates Smart Agent software to
safeguard privacy. Paper [63] strives to improve the
secure exchange and storage of electronic health
information while guaranteeing the security, privacy,
and accuracy of medical records.

Contrasts:

+ Extent and Usage: SSEHCET offers a complete
framework that may be used in many healthcare situ-
ations, including secure communication and data
management. Paper [59] focuses on the difficulties
present in existing electronic health record (EHR)
frameworks. Its goal is to develop a blockchain-
based EHR framework that is compatible with both
national and international EHR standards.

+ Emphasis on Interoperability: SSEHCET does not
prioritize interoperability but instead stresses a com-
prehensive strategy to ensure the safe management of
healthcare data. On the other hand, Paper [59] spe-
cifically addresses problems related to the capacity of
different blockchain-based electronic health record
(EHR) frameworks to function together in accord-
ance with established EHR standards at both national
and international levels.

« Approach: SSEHCET’s approach entails presenting
a comprehensive framework and doing a thorough
assessment that covers security, user-friendliness,
and user contentment. Paper [59] utilizes a methodi-
cal examination of existing literature to investi-
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gate the current status of electronic health records
(EHRs), specifically focusing on implementations
that include blockchain technology. The objective is
to identify and outline the challenges and specifica-
tions related to interoperability.

SSEHCET and Paper [59] both acknowledge the
potential of Blockchain for safeguarding healthcare
data, but they have distinct differences in terms of
their scope and emphasis. SSEHCET provides a thor-
ough system for securely managing data in different
healthcare situations, with Paper [63] notably focusing
on the difficulties in electronic health record systems
and highlighting the need for interoperability accord-
ing to national and international standards. The selec-
tion between the two options would rely on unique
healthcare needs, whether a comprehensive strategy for
ensuring data security and management (SSEHCET)
or a focused solution for compatible electronic health
record systems (Paper [59]).

Conclusion and Future work

The use of cutting-edge technologies in healthcare is
rapidly expanding, but eHealth adoption is still below
expectations. Lack of security, ineffectiveness, and
higher costs are some of the obstacles preventing the
general public from adopting eHealth. To overcome
these challenges, SSEHCET, a smart and secure eHealth
framework that capitalizes on the capabilities of cutting-
edge technologies, is proposed. The proposed SSEHCET
has six layers: 1) The Sensing layer, which includes IoT
sensors that are often situated on or inside patients’ bod-
ies and transfer data to smartphones. 2) The edge layer,
which comprises components that gather data near IoT
devices. 3) The communication layer makes use of the
capabilities of 5G technology to send patient data across
many levels effectively. 4) Cloud servers or other pow-
erful computers comprise the storage layer. 5) A secu-
rity layer that uses BCT to transmit and retain patient
data securely. 6) Healthcare practitioners and institu-
tions comprise the healthcare community layer. Smart
Agent (SA) software was used on layers for the process-
ing of medical data and to provide secure communica-
tion. To demonstrate the feasibility of the SSEHCET in
improving eHealth security and efficiency, a case study
with a well-known eHealth organization was conducted.
SSEHCET surpasses previous research by presenting
a holistic framework that tackles end-to-end security
in eHealth applications. This framework incorporates
advanced technologies, including IoT, 5G, mobile edge
computing, and Blockchain. The Smart Agent (SA) soft-
ware, which is unique to this system, guarantees patient
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privacy when data is outsourced, making it a notable
characteristic. The empirical validation and real-world
case study provide evidence of the framework’s distinc-
tive and significant contribution, distinguishing it from
other research that may concentrate on certain compo-
nents or applications within the eHealth field.
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