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Abstract

The widespread adoption of fifth-generation mobile networks has spurred the rapid advancement of mobile edge
computing (MEC). By decentralizing computing and storage resources to the network edge, MEC significantly
enhances real-time data access services and enables efficient processing of large-scale dynamic data on resource-
limited devices. However, MEC faces considerable security challenges, particularly in cross-domain service environ-
ments, where every device poses a potential security threat. To address this issue, this paper proposes a secure
cross-domain authentication scheme based on a threshold signature tailored to MEC's multi-subdomain nature. The
proposed scheme employs a (t,n) threshold mechanism to bolster system resilience and security, catering to large-
scale, dynamic, and decentralized MEC scenarios. Additionally, the proposed scheme features an efficient authoriza-
tion update function that facilitates the revocation of malicious nodes. Security analysis confirmed that the proposed
scheme satisfies unforgeability, collusion resistance, non-repudiation and forward security. Theoretical evaluation
and experimental simulation verify the effectiveness and feasibility of the proposed scheme. Compared with existing

updates.

schemes, the proposed scheme has higher computational performance while implementing secure authorization
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Introduction

With the rapid development of wireless communication
technology, mobile edge computing (MEC) has become
an indispensable key paradigm in people’s production
and life [1]. Compared with traditional cloud computing,
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MEC reduces the reliance on central servers and focuses
on deploying computational and storage resources near
terminal devices [2]. As a result, MEC achieves a more
decentralized and flexible computing model, improves
the communication efficiency and responsiveness of
application services, and satisfies the urgent require-
ments of terminal devices for real-time and efficient data
processing. Benefiting from the widespread deployment
of the Internet of Things (IoT), MEC has created a highly
intelligent, real-time interactive eco-network by tightly
connecting IoT terminals, edge devices and application
systems [3-5]. From smart transportation and digital
medical care to smart city and smart manufacturing, the
comprehensive assistance of MEC has accelerated the
transformation of various fields to digitalization, automa-
tion and convenience [6—8]. Moreover, MEC facilitates
connectivity and convergence among different domains.
However, the more rapid and widespread the adoption of
MEC is, the more the ensuing security risks and pitfalls
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cannot be ignored, especially in cross-domain informa-
tion interactions.

In the complex MEC ecosystem, a large number of
terminal devices, edge servers, and cloud service plat-
forms are interconnected, breaking down the barriers
of industries and domains, and forming a large and het-
erogeneous data network [9]. Terminal devices in the
MEC system can easily become potential attack targets.
Attackers may use terminal devices with forged identi-
ties to connect to edge servers and then invade the MEC
system to tamper with data or control other devices
remotely [10]. Therefore, identity authentication technol-
ogy is particularly important. Identity authentication is
not only a process of confirming the identity of a user or
device but also a necessary step to ensure the security of
the entire MEC ecosystem. An effective identity authen-
tication mechanism can prevent unauthorized devices
from accessing the MEC system, thereby reducing the
risks associated with data leakage, forgery, and malicious
tampering [11]. This contributes to the overall enhance-
ment of the credibility of the MEC system. Therefore, it is
highly important to research and design identity authen-
tication technology solutions for MEC scenarios.

Password-based identity authentication and certif-
icate-based identity authentication are currently the
main identity authentication technologies and have been
applied to the internet to provide reliable security guar-
antees [12]. Password-based identity authentication is
the most basic and easy-to-implement scheme [13]. The
system can authenticate the identities of devices one by
one by verifying the user name and password group that
is pre-configured by the device. However, passwords
not only have the hidden danger of being leaked, inter-
cepted, and guessed but also impose the burden of stor-
age and management due to the large number of terminal
devices. Compared with password-based authentication,
certificate-based authentication has greater security [14].
However, compared with the traditional Internet, MEC
is characterized by a large scale, multiple subdomains,
dynamic networking and limited computing resources
for terminal devices. This approach has led to many
challenges in the direct application of traditional iden-
tity authentication technology in MEC systems, such as
single points of bottleneck, certificate distribution, and
unexpected offline and cross-domain authentication.
Due to its large scale, the MEC system is usually divided
into multiple subdomains and managed independently.
Each subdomain also varies in size, computing resources,
and security requirements. Coordinating and balancing
the authentication cost of each subdomain while unify-
ing the authentication scheme is the primary challenge in
the cross-domain authentication process of an MEC sys-
tem. Second, dynamic networking frequently changes the
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topology of MEC systems and participants, which greatly
increases the complexity of cross-domain authentication
schemes. Therefore, the cross-domain authentication
scheme deployed in MEC systems must be flexible and
robust enough to adapt to this dynamic network change.
In addition, terminal devices in MEC system typically
have limited computational and storage resources. There-
fore, the cross-domain authentication scheme must fully
consider the limitations of resources and minimize the
impact on device performance.

To address the above challenges, this paper proposes a
cross-domain authentication scheme based on a thresh-
old signature for MEC. Different from traditional signa-
ture technology, the threshold signature allows a member
of the group together to generate a signature, not by a
single entity. In a threshold signature scheme, the signa-
ture key is split into multiple parts and assigned to dif-
ferent members of the group. A valid signature can be
generated only when a sufficient number of members
cooperate. This approach provides greater security and
flexibility because it is not dependent on any single entity.
In our scheme, the MEC system is divided into multiple
subdomains, and each subdomain has one head node
and multiple signature nodes. The head node is responsi-
ble for authorizing the signature node but is not directly
involved in the generation of authentication credentials.
The terminal devices can select a portion of signature
nodes and send an authentication message to apply for
signatures. If and only if the number of received signa-
tures reaches the threshold can the terminal device syn-
thesize its own authentication credential. The verification
nodes are outside the subdomain and can use the public
key of the subdomain where the terminal device is located
for identity authentication. In this paper, the adoption of
the threshold signature to construct an identity authenti-
cation scheme not only solves the single point of bottle-
neck caused by centralized authentication authority but
also enhances the robustness and security of the system.
In contrast to the traditional centralized authentication
mechanism, our scheme uses the (t,n) threshold secret
sharing mechanism to implement the threshold signa-
ture. Therefore, in our scheme, the generation of authen-
tication certificates for terminal devices does not require
the participation of all the signature nodes, but only the
satisfaction of the predefined threshold. This approach
provides feasible distributed authentication and greatly
reduces the impact of a single signature node being
offline. Therefore, our scheme is suitable for large-scale,
dynamic and decentralized MEC scenarios. In addition,
our scheme supports dynamic authorization to signa-
ture nodes and satisfies forward secrecy. By embedding
the authorization secret value and the identity of the sig-
nature node into the authorization key, the head node
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issues a unique authorization private key for the signa-
ture node. Only the signature node with the authoriza-
tion private key can generate valid signatures. When the
signature node is corrupted in the subdomain, the head
node can revoke the malicious signature node by updat-
ing the authorization public key.

The rest of this paper is organized as follows. “Related
work” section reviews related work on signatures and
authentication. “Preliminaries” section introduces the
essential mathematical knowledge involved in this paper.
“Construction” section describes the construction of the
proposed scheme. “Correctness and security” section
analyses the correctness and security of the scheme. “Per-
formance analysis” section describes the performance of
the proposed scheme through theoretical evaluation and
experimental simulation. “Conclusion” section gives the
conclusion.

Related work

Public key cryptography was first proposed by Diffie and
Hellman in 1976 [15]. Although the computational per-
formance of public key cryptography is lower than that
of symmetric cryptography, it effectively simplifies key
management and successfully implements the secure dis-
tribution of keys. The advent of public key cryptography
also introduced the concept of digital signatures, which
provided a new method for identity authentication. In
traditional digital signature algorithms, the signer con-
structs a public/private key pair, where the private key is
usually selected randomly, while the public key is gener-
ated through specific mathematical operations or poly-
nomial-time algorithms. The signer keeps the private key
alone and can use the private key to generate a signature
for the message. The public key is made public in the sys-
tem and is used by other entities to verify the validity of
the signature. The operations and algorithms for generat-
ing the public key are unidirectional to ensure that only
the signer’s public key cannot be used to guess the cor-
responding private key.

Zhong et al. [16] proposed a privacy-preserving iden-
tity authentication scheme based on a certificateless
aggregate signature to protect the security of vehicular
communication. Regrettably, this scheme cannot resist
channel measurements. The conditional privacy-preserv-
ing authentication scheme proposed by Zhang et al. [17]
solves the leakage problem during a side-channel attack.
This scheme uses the Chinese remainder theorem to gen-
erate domain keys for the vehicles in the domain and uses
elliptic curve cryptography (ECC) and modular division
operations as the main operations to further reduce the
computational complexity of vehicles. Subsequently, Jan
and Khan [18] proposed a fast identity authentication
scheme for the unmanned aerial vehicle (UAV) internet
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based on [17] using identity and aggregate signatures. For
secure cooperation between UAVs and ground control
stations on the UAV internet, Jan et al. [19] proposed a
secure identity authentication scheme based on ECC.
Yang et al. [20] proposed a decentralized authentication
architecture for the internet of vehicle (IoV). This archi-
tecture uses a threshold signature to implement iden-
tity authentication between vehicles, and the edge node
assists in computation to reduce authentication delay.
Cross-domain identity authentication To alleviate the
security risk caused by complete trust in a single author-
ity, Basin et al. [21] proposed a new public key infrastruc-
ture (PKI) architecture. This scheme builds a mandatory
and public certificate information integrity verification
log in the system to implement the auditing and account-
ability of authoritative behavior. In this scheme, all
authorization behaviors of the authority are recorded
in the log and are subject to the supervision of all enti-
ties in the system. This approach enhances the security
of cross-domain authentication but also brings complex-
ity and onerous certificate maintenance costs. Therefore,
scheme [21] is difficult to deploy in the real world. To
avoid the certificate management problem caused by the
PKI-based authentication architecture, Yuan et al. [22]
proposed a cross-heterogeneous domain authenticated
key agreement scheme for an enterprise instant messag-
ing system. This scheme achieves cross-domain identity
authentication between the PKI domain and the identity-
based cryptosystem (IBC) domain, but it requires sub-
stantial computational and communication costs and is
therefore not suitable for resource-constrained IoT sce-
narios. To meet these lightweight requirements, Zhang
et al. [22] proposed a multidomain secure authentica-
tion scheme by combining the bilinear pairing operation
and the short signature algorithm. By using the inter-
domain dual-signature algorithm, the scheme achieves
certificateless cross-domain authentication; that is, it
avoids the potential hidden key leakage of identity-based
authentication and solves the certificate distribution and
single-point bottleneck problems caused by certificate-
based authentication. However, the authentication of
this scheme depends on the trusted authority outside
the domain and lacks an effective revocation mechanism.
Jia et al. [23] proposed a fast response cross-domain
authentication scheme for the IoT based on identity pass-
words and threshold signatures. To relieve the manage-
ment burden of multidomain certificates and achieve
decentralized identity authentication, this scheme uses
identity symbols to replace digital certificates issued by
an authority. Gan [24] proposed a secure threshold sig-
nature scheme based on the dual-pair vector space and
proved the fully adaptive security of the scheme in the
standard model using the dual-form signature [25]. This
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scheme has high security and high performance and has
the potential to be deployed in the IoT for device authen-
tication. In a real IoT environment, in addition to avoid-
ing a single bottleneck and alleviating the burden of
certificate management, it is also necessary to implement
control over malicious authorities. However, all existing
schemes lack the functionality to securely and effectively
revoke malicious authorizations, which is the problem
addressed in this paper.

Preliminaries

Bilinear pairing

Given two multiplicative cyclic groups G and Gr of
order p. g is the generator of G. is a pairing operation. If
e satisfies:

1) Bilinear: For Va,b € Z, and Vu,v € G, e(u“,vb)
e(u, v)*;

2) Non-degeneracy: e(g,g) # 1, where 1, is the unit
element of Gr;

3) Computability: For Vu,v € G, there is an efficient
algorithm that can calculate e(u, v).

Then, we callea c.

Discrete logarithm problem

Suppose that G is a multiplicative cyclic group of order
p. g is the generator of G. A known binary group (g, gx)
solving for x € Z, is a discrete logarithm problem and is
denoted as DL, (g, gx) = x. The discrete logarithm prob-
lem is currently unsolvable. Therefore, given g and g*, no
attacker can obtain x.

2).(5) @

Head node

)
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(t, n) threshold secret sharing

Suppose there are n participants sharing secrets. The set
of participants is defined as P = {P1,P;,---,P,}. The
secret value to be shared is defined as s. Each partici-
pant P; holds a split value s; of the secret value s, where
i € [1, n]. If a secret sharing mechanism satisfies:

1) Any ¢ or more participants can recover the secret
value s by using their secret split value;

2) Any less than t participants cannot obtain any infor-
mation about the secret value s by the secret split
value they hold.

We call this secret mechanism a (t, n) threshold secret
sharing mechanism, where ¢ is called the threshold.

Lagrangian interpolation method

Suppose there is a polynomial function f(x).
(%0, *0)), (¥1,fx1)), -+ » (%, f (%4)) are the n+1
known points that f(x) passes through, where
X0,%1, %y € Zp. The expression for f(x) can be
found using the Lagrangian interpolation method
as shown in Eq. (1).

S i) H pP—
j

j=0j#i "

n

f@y=>"

i=0

X — Xj

Construction

The architecture of our scheme is shown in Fig. 1. The
proposed scheme includes four types of entities: head
node, signature node, terminal device and verification

Tot subdomain
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node. Let there be one head node and # signature nodes
in an MEC subdomain. i € [1, n] represents the identity
of the signature node. ¢ represents the signature thresh-
old for the MEC subdomain. Our scheme included the
following 9 steps. Additionally, the main symbols used in
this section are defined in Table 1.

Initialization

The head nodes of all subdomains negotiate together
to generate the public parameters of the MEC system.
First, the head nodes negotiate to select multiplicative
cyclic groups G and G of order p. The generator of G is
g Then, they choose a bilinear pairinge: G x G — G
and a one-way hash function H :{0,1}* — Z,. The
hash function is used to generate a digest value for the
authentication message. Finally, the public parameter
PP = {p,G,Gr,g,e,h} is published for the entire MEC
system.

Signature authorization

The head node randomly selects «, 8, € Z, as its
secret value. Specifically, « and B are used to author-
ize the signature node. p is used to implement the
authorization update of the signature node. The head
node set PK; =gP as the component of the public
key for the subdomain. Subsequently, the head node
selects £ —1 random values aj,ap,---,a;-1 € Z, as
the coefficients, and then constructs a polynomial
f@)=a+B+ax+...+a;_1x71 of order t—1.
Then, for each signature node in the subdomain, the
head node calculates d; = f (i) as the secret split value
and then generates the initial authorization private key
8 = PK1%™H, and the part of the signature node’s pub-
lic key ;1 = g%, where i € [1,#]. Finally, the head node

Table 1 Definitions of symbols in “Construction” section
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sends (8;,";1) to the corresponding signature node via
the secret channel and keeps («, 8, ) secret.

Secret sharing
Each signature node first performs the following steps:

1) Selects y;,z; € Zy as its secret values.

2) CalculatesT';» = g7 as the part of its public key.

3) Constructs a polynomial fi(x) =z +a;1x+...
+ ai,t_lxt_l to implement threshold secret sharing
for z;, where a;1,a;2,- - - , ais—1 € Zp.

4) Calculates f;(j) as the secret split value to the signa-
ture node j via the secret channel, where Vj € [1, n].

5) Calculates Z; = g% and {Ai,l =gl e[l t— 1]},
and then publishes them in the MEC subdomain.
Z; and A;; are used to check the correctness of the
secret split value f;(j).

Subsequently, for VI e [1,n], the signature node i
checks the correctness of f(i) with Eq. (2). After receiv-
ing n correct secret split values {ﬁ(i) el n]}, the sig-
nature node i can calculate v; = Y ;. fi(i) as its secret
shared value and I';3 = g% as the last part of its pub-
lic key. Finally, the signature node i generates and pub-
lishes its public key I'; = {Fi,hri,z, Fi,g} in the MEC
subdomain.

&<z H;: (Ai,l)jl 2)

Public key publication

The head node first collects {Z; : i € [1, n]} published by
all signature nodes. Subsequently, the head node calcu-
lates the components of the subdomain public key PK;
and PK3 with Eq. (3). Finally, the head node publishes

Symbol Definition

n Number of signature nodes

t Size of signature threshold

(o, B, 1) Secret values of the head node

di Secret split value generated by the header node for the signature node i
8j Initial authorization private key of the signature node i

i, z1) Secret values of the signature node i

() Secret split value generated by the signature node i for the signature node j
Vi Secret shared value of the signature node i

I Public key of the signature node i

PK Public key of the subdomain

m Authentication message

(ni,07) Signature

(no,T)

Authentication credential
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the public key PK = {PKj, PK3, PK3} in the MEC system.
Specifically, PKj is used to ensure that the signature node
receives the initial authorization from the header node.
PK; is used to prevent a signature node that has been
removed from generating a valid signature. PK3 is used to
check that the number of valid signatures generated for
the authentication certificate reaches the threshold.

PK2 = gll
PK3 = got+f3 Hn 7= gut+,3+2f‘=1 zj (3)
3 =17

Authorization update

The head node randomly selects i’ € Z, as the secret
value for the authorization update. Then, the head node
calculates PK'y = g“, as the new authorization public
key and publishes it in the MEC system. Subsequently,
for each signature node, the head node calculates a new
authorization private key 6§/ = SiPKl“l_“ = Pl(ld’*“/
and sends it to the corresponding signature node via the
secret channel. By checking the Eq. (4), the signature
node can verify whether the authorization component
generated by the head node is correct. If the equation
holds, §; is correct, and the signature node saves §;". Oth-
erwise, the signature node reobtains the authentication
component from the head node.

e(8,g)= e(I'; 1 PK’5, PKY) (4)

Signature

The terminal device constructs an authentication mes-
sage m = mgy||mys(|1miq||Mogner), Where mygy represents
the subdomain where the node is located, m represents
the timestamp when the authentication message was gen-
erated, m;, represents the identity of the node, and m1,,
represents other content that needs to be provided. mg,
and miy are the necessary information for authentication.
They can indicate the MEC subdomain to which the ter-
minal device belongs at a certain time. m;; and m,,, are
the optional information. If the terminal device is unwill-
ing to disclose its identity to the verification node, m;,
will not be provided. Then, the terminal device sends the
authentication message m to the online signature nodes
in the subdomain to obtain signatures.

After receiving the authentication message, the sig-
nature node first checks whether the timestamp miy is
within the validity period. If my has expired, the signa-
ture node refuses to sign and returns false to the terminal
device. Otherwise, the signature node generates the sig-
nature (1;,0;) with Eq. (5) and returns it to the terminal
device.
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t . .
m=11_, .. 0/6-D -

o) = 5;711)[(1 il (m)+vin;

Signature verification

The terminal device verifies the correctness of the signa-
ture (n;, §;) by the Eq. (6). If the equation holds, the signa-
ture is correct. The terminal device will save the signature
and use it to generate an authentication credential. Other-
wise, a new signature request will be sent to the signature
node.

?

e(oig)Ze(TfA™  (Tia - Tiz - PK2)",PK1)  (6)

Credential generation

After receiving ¢ correct signatures, the terminal device
calculates n ="' n;, 0 = [[\_;0i and T = Hf’:l Cio.
Finally, the terminal device generates the authentication
credential (n,0,T").

Authentication

After receiving the authentication message and authen-
tication credential from the terminal device, the veri-
fication node first splits the authentication message by
{mig, mgg, My, Mosher} = m. Then, the verification node
checks whether the timestamp m1 is within the validity
period. If the timestamp is valid, the verification node
further verifies the authenticity of the authentication cre-
dential (, 0, T"). Otherwise, the verification node returns
false to the terminal device to indicate that the authenti-
cation has not passed. Before authentication, the authen-
tication node is informed about the MEC subdomain
to which the terminal device belongs according to .
Subsequently, the authentication node obtains the public
key PK = {PKj, PKy, PK3} of the subdomain. Finally, the
verification node verifies the authentication credential by
the Eq. (7). If the equation holds, the identity of the ter-
minal device is true.

e(a,g);e(l"H(m) - PK; ~P1(2",PK1) @)

Correctness and security

Correctness

The correctness of the proposed scheme includes the
correctness of the signature and the correctness of the
authentication credential. The establishment of the equa-
tion e(8;,g) = e(I';1PK’, PK7) proves that the signature
is correct. This can be proven by the following derivation
formula.
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e(01,8)
—e nlp](l)/zH(Wl)-i-sz g)

—e (P](l WL(dL+M)PK1}’LH(m)+Vﬂ71 g)

_. gmmm) nidivitn) P](l) (8)

The correctness of the authentication cre-
dential can be given by the equation e(o,g):

e(o,g) = (T . PK3 - PKy", PK7). The specific for-
mula is derived as follows.

Ni
yl H(m) (gdl .gVi g“) ,PI(I)

T (0 Ty .P1<2)”",P1<1)

=e

e(a,g)

e Jl,g>
H 81 Py Vit (m)vin g>

Vil ()i (vitdi+11) )

e<Hz 1 ( 24
H(m)

e(H ¢, PI<1>

= e(l_[f:1 Fi,21PK1) )e(g" T m,pzq)e(gﬂonzr:lmo), p 1<1)

= e(, PK))""e(PKy", PK: )e (g“’f’“ﬂ:l Z",qu)

Il
o

e<ng:1 nm,PKl) e(gZ§:1 "id‘+”‘Vi,P1(1)

= e<rH('”> . PK3 - PKZ",PK1>

Unforgeability

Unforgeability is the most critical security attribute of
our scheme. The unforgeability includes the unforge-
ability of the signature and the unforgeability of the
authentication credential. In terms of the unforgeabil-
ity of the signature, each valid signature embeds the
authorization private key 8; = PK;%“** assigned by the
head node, the private key y; chosen by itself, and the
secret shared value v; =) ], fi(i) among the signa-
ture nodes. These secrets are contained in the public
key I'; = {F,‘,l,riyg,ri,g} of the signature node. How-
ever, there is no probabilistic polynomial time (PPT)
attacker obtaining (§;, i, vi) from the public key I';,
because the discrete logarithm problem is unsolvable.
Additionally, the head node knows §;. However, y; and
v; are only saved by the signature node. Therefore, the
head node cannot forge any valid signatures. In terms
of the unforgeability of the authentication credential,
an attacker who cannot generate a valid signature is
even less likely to forge a valid authentication creden-
tial, since the authentication credential is aggregated
from ¢ signatures.
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Resistance to collusion attack

In our scheme, the authentication credential is based on
the signatures generated by ¢ signature nodes. Resistance
to collusion attacks can ensure that valid authentication
certificates cannot be forged through collusion when the
number of signature nodes is less than ¢. A valid signature
embeds the secret value «, 8 of the head node and the
secret value z; of each signature node. Our scheme uses
a polynomial of order ¢ — 1 to implement secret splitting.
The variable term in the polynomial cannot be elimi-
nated to recover the secret value as a constant term when
fewer than t signature nodes collude together. There-
fore, the forged authentication credential cannot satisfy
Soica midi + mivi = (0) + 21, fi(0) = + B+ D1, 2
which will result in e(0,g) # e(T"" . PK3 - PKy", PK})
during authentication.

Non-repudiation

Non-repudiation ensures that the signature node cannot
deny the signature generated by itself or the authentica-
tion credentials in which it participated. When malicious
signature nodes appear in the MEC subdomain, non-
repudiation can cause signatures and authentication cre-
dentials to be used as evidence for tracking and auditing
them. In our scheme, the signature node must publish its
public key I'; = {1",',1, [, Fi,?,} in the subdomain, where
I';1 is generated by the head node based on the secret
split value d; = f (i), I';2 is generated by the signature
node based on its own private key, and I'; 3 is generated
based on the secret shared value v; = >, fi(i) among
the signature nodes. Therefore, the public key of each sig-
nature node is unique and bound by its own identity. In
addition, unforgeability prevents other nodes from forg-
ing signatures that match the public key. Therefore, the
e(rfz“”) - (Ty - T .P1<2)’“,P1<1)
can not only verify the correctness of signatures but also
be used to trace the signature node with the signature.
The signature node cannot deny the tracking result.

equation e(oi,g) =

Forward security

Forward secrecy can ensure that each time the head node
executes an authorization update, the previously distrib-
uted authorization private key can be invalidated, thus
realizing the dynamic management of the signature
nodes. In our scheme, for each authorization update, the
head node randomly selects n as the secret value, and
publishes the authorization public key PKy = gH. At the
same time, the head node also needs to update the
authorization private key for each signature node to
ensure that it matches the authorization public key. The
authorization private key 8; = PK;% " not only embeds
the user’s secret split value d; but also blinds the authori-
zation secret value p. If the authorization private key is
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Table 2 Definitions of symbols in “Performance analysis” section
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Table 3 Theoretical performance of the proposed schemes

Symbol Definition Phase Computation Communication

E Exponential operation in G Initialization - |G| + ‘Zp{

P Bilinear pairing operation Signature authorization 2nE 2n|G|

n Number of signature nodes Secret sharing (t+2)E (t+3)I6|

t Size of threshold Public key publication 3F 31G|

|G| Bit length of the element in G Authorization update 2 (n+ NG|

|ZD| Bit length of the element in Z,, Signature 2F G| + \Zp|

[ml Bit length of the authentication message m  Signature verification 2P+ 2F -
Credential generation - 21Gl + |Zp| + Im
Authentication 2P + 2F -

not updated, the signature for the terminal device will fail
to pass the verification with the equation
e(oi,g);e<f‘$(”’) (i1 - T3 .PKz)m,PKl). Moreover,
because the discrete logarithm problem is unsolvable,
malicious signature nodes cannot infer the value of u
from the authorization public key, much less to forge a
valid authorization private key.

Performance analysis

In this section, we analyze the performance of the pro-
posed scheme from two perspectives: theoretical evalu-
ation and experimental simulation. In addition, Table 2
gives definitions of the symbols used in this section.

Theoretical evaluation

The theoretical evaluation analyzes the computational
performance and communication performance of our
scheme. In terms of computational performance, the effi-
ciency of the algorithms is demonstrated by counting the
main mathematical operations needed. In cryptographic
schemes based on bilinear pairing, the computational
complexity of bilinear pairing is usually the highest, fol-
lowed by that of exponential pairing. Compared with the
above two operations, other mathematical operations,
such as constant operation, hash operation and multipli-
cation operation, can be ignored. Therefore, we count the
number of bilinear pairing operations and exponential
operations required in the nine algorithms in Table 3. In
terms of communication performance, we evaluated the
data sending cost, that is, how much bit-length data need
to be sent for each algorithm.

Table 3 shows that the performances of the signature
authorization and authorization update algorithms run
by the head node are the lowest. The signature authori-
zation algorithm needs to execute 2# exponential opera-
tions and send 2#u|G| bit data. This is because the head
node needs to generate a public key I';; = g% and an
authorization private key 8; = PK;%** for each sig-
nature node. Similarly, during authorization update,
the head node needs to perform only two exponential

operations to generate a new authorization public key
PK’y =g" and the component PK; Wi s used to
update the authorization private key. Then, the head
node executes the fast multiplication operation to gen-
erate a new authorization private key §; = 8,'PK1",_“
for the signature node. The new authorization public
key needs to be published in the MEC system, and the
new authorization private key needs to be sent to each
signature node secretly. Therefore, the head node needs
to send (n + 1)|G| bit data to complete the authoriza-
tion update of the subdomain. Fortunately, the signa-
ture authorization algorithm only needs to be run once
the subdomain is created, and the authorization update
algorithm only needs to be run in stages. Therefore, even
the computational performance, which is linearly related
to the number of signature nodes, is acceptable. In addi-
tion, the secret sharing algorithm run by signature nodes
requires the same linear exponential operations and data
communication. This is because, to achieve secret shar-
ing among the signature nodes, the polynomial function
fi(x) needs to be composed of t — 1 coefficients to gen-
erate validation items A;; = g%/ and publish them in the
subdomain. However, the secret sharing only needs to be
performed once. Therefore, the signature node does not
impose a heavy computational burden. Except for the
above three algorithms, the computational performances
of the other algorithms all reach a constant level, which is
very efficient.

Experimental simulation

The experimental environment was a Lenovo desktop
computer with an 11th generation Intel processor and 16
GB of memory. Moreover, Ubuntu 16.04 was used as the
operating system. The experimental programs were writ-
ten in Python 3.5 based on the charm-crypto architec-
ture. In the experimental simulations, we set the elliptic
curve to Type A, that is, E(Fq) : 9> = x% + x, where the
length of g is 512 bits. The groups G and G involved in
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bilinear pairing are the p-order subgroup of E (Fq). There-
fore, in terms of communication cost, Zp| = 160bits and
|G| = |G| = 1024bits. In addition, the one-way hash
function H : {0,1}* — Z, used in the proposed scheme
is designed based on the hash function in the charm-
crypto architecture.

To show the performance of the proposed scheme
more intuitively, we compared it with the IRBA scheme
[23] and the FASTS scheme [24]. Figure 2 illustrates the
signature time comparison of the three schemes. From
Fig. 2, we can see that the signature times of the FASTS
scheme and our scheme remain almost constant, while
the signature time of the IRBA scheme is linearly corre-
lated with the number of thresholds. The reason is that
the signature algorithm of the IRBA scheme needs to be
executed 3¢ times exponential operation in Gr. However,
the exponential operation in Gt is much faster than the
exponential operation in G, approximately one-tenth
of the computational complexity. Therefore, the signa-
ture time of the FASTS scheme increases only slowly
with increasing threshold size. In addition, our scheme
requires less signature time than the FASTS scheme
because our scheme only needs to perform two expo-
nential operations to generate the signature (;, §;), while
the FASTS scheme needs to perform three exponential
operations.

Figure 3 shows the verification times of the three
schemes. Obviously, the verification times of the three
schemes are independent of the threshold. The verifica-
tion time of our scheme is shorter than that of the IRBA
scheme but longer than that of the FASTS scheme. In
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our scheme, the head node can revoke the signature
node by stopping the update of the authorization pri-
vate key. In addition, our scheme satisfies forward secu-
rity. Therefore, our scheme needs to perform additional
operations when verifying signatures. For the enhanced
security of the scheme, this computational cost is
important.

Figure 4 compares the credential generation times
of the three schemes. From Fig. 4, we can see that the
generation times of the three schemes increase with
the size of the threshold. The generation time of IRBA
scheme is the highest, and the generation times of the
FASTS scheme and our scheme are almost the same.
The main operation for generating authentication cre-
dentials is the fast multiplication operation. The com-
putation time of the credential generation algorithm is
far lower than that of the signature, signature verifica-
tion and authentication algorithms and does not exceed
150 us when the threshold size is less than or equal to
10. This indicates that terminal devices need to bear a
very small computational burden, and can be applied to
terminal devices with resource constraints.

Figure 5 shows the efficiency of authentication. Con-
sistent with the results of the theoretical analysis, the
authentication times of the three schemes are not
affected by the size of the threshold. The authentication
times for the FASTS scheme and our scheme are signifi-
cantly lower than that of the IRBA scheme. The authen-
tication time for our scheme is approximately 4300 us,
which is slightly greater than the 3100 us required for
the FASTS scheme.
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Fig. 2 Comparison of the signature time
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Conclusion

In this paper, we propose a cross-domain authentica-
tion scheme based on threshold signatures for MEC.
The proposed scheme uses the (t,n) threshold secret
sharing mechanism to achieve decentralized signatures
and avoid single-point bottlenecks. The authoriza-
tion update function enables the head node to remove

malicious signature nodes in subdomains securely and
efficiently. The security analysis proves that the pro-
posed scheme satisfies correctness, unforgeability,
resistance to collusion attacks, non-repudiation and
forward security. We also evaluate the performance
of the proposed scheme and compare it with other
schemes via simulation.
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