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Abstract: Cloud computing has a significant impact on information and communication technology (ICT) and is
one of the most important technological drivers of the digitalization of enterprises. However, due to the increasing
dissemination of cloud services and the growing number of cloud service providers (CSPs), the uncertainty and risks
for user companies in adopting cloud services have also increased. In this paper, we address those aspects from the
perspective of the CSPs. We identified relevant literature and studies and conducted interviews with business
experts from 16 German CSPs. In our results, we present current customer requirements and barriers to using cloud
services from a provider's viewpoint and identify the actions of and obstacles for CSPs in meeting the needs and
constraints of the customers. Finally, we identify current and future challenges for CSPs in dealing with customer
requirements and barriers by addressing their root causes. One of the main challenges from the CSPs’ perspective is
addressing customers appropriately and building relationships of trust. This also “forces” changes in the sales
processes. In this process, the essential challenges can be identified as an increase in complexity and a
simultaneous simplification of specific sales activities. Therefore, the necessity arises for the continuous support of
business relationships through value-adding and additional services. However, this results in another challenge for
the CSPs — Namely, to find the right balance between standardization and meeting customer-specific requirements.

In our paper, we show that the perspective of the CSPs is rarely discussed in the literature. Nevertheless,
understanding the perceptions of the providers and their actions and measures is essential for future research
activities in the field of cloud service selection. Comparing the customers’ perspectives and viewpoints with the
CSPs' actions will enhance the development of a holistic selection approach for future cloud projects. Therefore, our
paper's contribution to research is also the identification of this missing integration.
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Motivation

Information and communication technologies (ICT)
have been undergoing rapid changes for more than a
decade and have an enormous impact on almost every
aspect of daily life. Therefore, companies are faced with
new challenges due to the radically increasing
digitalization and digitization of the business environ-
ment. Regarding this development, cloud computing
(CQ) is one of the most important technological drivers.
It has a significant impact on the digitalization of enter-
prises and requires changes in the Information Technol-
ogy (IT) departments of organizations [1-6].
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As a new possibility for IT sourcing, CC allows com-
panies to gain access to a shared pool of managed and
scalable IT resources on a rental basis (e.g., pay-per-use,
pay-per-period). The resources (e.g., networks, servers,
storage, applications, and services) are offered in a scal-
able way via the Internet without the need for any long-
term capital expenditures or specific IT knowledge on
the customer side [7-14]. Over the years, numerous def-
initions for CC have been established (e.g., see [13, 15—
17]). However, researchers have broadly adopted the CC
definition of the National Institute of Standards and
Technology (NIST), which specifies five essential charac-
teristics (on-demand self-service, broad network access,
resource pooling, rapid elasticity, and measured service),
three service models (Software-as-a-Service [SaaS], Plat-
form-as-a-Service [PaaS], and Infrastructure-as-a-Service
[TaaS]), and four CC deployment models (private, public,
community, and hybrid) [18].
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However, CC has not simply arrived in the corporate
world. Armbrust et al. [19] have already stated in 2009
that the “long-held dream of cloud computing” will
transform a large part of the IT industry. In addition to
the technical aspects that are associated with the
virtualization of hardware, virtual data centers, and ser-
vice models IaaS, PaaS, and SaaS [20], CC is destined to
become more important and to have substantial effects
on the IT market, primarily due to economically motiva-
tions [17, 21, 22]. Especially in the IT departments of
large organizations, CC has become an everyday
phenomenon [23-25].

In addition to the abovementioned technical charac-
teristics of CC, several business aspects have emerged.
Those aspects stem not only from the increasing trend
towards service orientation but also cover opportunities
for offering services on CC platforms and the possibil-
ities of integrating individual component services with
value-added services [26]. This has resulted in a complex
value network of CC, with different market players offer-
ing specific classes of services (see Fig. 1). In addition to
the two primary entities, namely, cloud service providers
(CSPs) that offer software applications, platforms or in-
frastructure for their cloud consumers, other roles have
emerged. There are (cloud) consultants with in-depth
knowledge of CC offerings and of the user companies’
business processes and requirements, who identify and
implement appropriate cloud services. Furthermore,
there are aggregators that combine existing services into
new value-added services for certain needs. This type of
role is comparable to a value-added reseller. There are
also integrators that support user companies in convert-
ing and migrating existing on-premise data into the
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cloud or preparing for the integration of a CC solution
into existing IT landscapes [27].

German companies (in light of our cultural back-
ground) were initially doubtful and, therefore, reluctant
to adopt CC. However, as of today, German companies
have gained a wide range of experience in adopting and
using cloud services [28]. Recent studies show that the
number of CC user companies in Germany has been
steadily increasing for several years [23, 29, 30]. Accord-
ing to a study by the auditing company KPMG in co-
operation with the German Industry Association
BITKOM, two out of three companies (65%) had already
deployed cloud services in 2016 and an additional 18%
had already planned to implement cloud services [29].
In another study, PricewaterhouseCoopers (PwC), in co-
operation with the Professional Association Information
Systems Audit and Control Association (ISACA), found
that up to 69% of companies in Germany use CC [23].
According to an earlier study by PwC, SaaS is the
predominant model in this context, with communica-
tion, collaboration, and security applications being
particularly popular [31]. As a result, for many orga-
nizations, it is no longer a question of whether CC is
used; rather, the question is which CC model is suit-
able. Furthermore, companies must decide whether
the acquisition and operation of cloud solutions will
be complementary or substitutional to the company’s
existing IT resources [28].

However, due to the increasing proliferation of CC
technologies and the growing number of CSPs world-
wide and in the German market, the uncertainty and
risks in adopting cloud services have also increased. A
lack of trust in security and data protection, in addition
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to a heavy dependence on CSPs, are some of the fears
and barriers that discourage companies from using cloud
solutions [22, 32—41]. In addition, companies in the role
of cloud consumers are confronted with the complex se-
lection of a suitable cloud service and the appropriate
CSP. This selection is affected by many factors, and the
implementation and usage of CC have several implica-
tions and effects on the user companies.

However, it is questionable to what extent the CSPs
are aware of the customer requirements, fears, needs,
and constraints, and how and in which ways they are
identifying and addressing these issues. Addressing these
topics is one aspect of our research project. The main
goal of our long-term research is to develop a tool for
decision support in the CSP selection process by ad-
dressing the perspectives of both the user companies
and the CSPs. Therefore, in this paper, we will investi-
gate which customer requirements and barriers are per-
ceived by the CSPs. Regarding this, we could not identify
any detailed work that focuses the providers’ perspective
(see section 2). This is why we address the following
three research questions (RQ) in our research:

e RQ 1: What do CSPs perceive as the customer
requirements for and barriers to cloud usage?

e RQ 2: What actions do CSPs take to address these
requirements and barriers and what effects do these
actions have on the sales process?

e RQ 3: What current and future challenges for CSPs
can be identified from the CSPs’ perspectives?

To answer these research questions, we use an ex-
ploratory research approach and set up an interview
study. With this study, we want to investigate and iden-
tify the main challenges that CSPs need to address to
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meet customer requirements as best as possible. In par-
ticular, the focus of this study lies in identifying the
customer-side barriers and risks that are associated with
the use of the cloud from the CSPs’ perspective. In
addition, we want to identify the measures that are being
applied in sales and the essential aspects for the creation
of a trusting relationship with the customers to finally
derive current and future challenges for CSPs.

As a first step in our research that is presented in this
paper, we focused on CSPs in Germany to gain initial in-
sights as a basis for the next steps in investigating the
CSPs’ perspective. Therefore, the paper is structured as
follows: following this introduction, we provide an over-
view of related work and summarize prior literature in
the field of CC to position our own work. Then, we de-
scribe our research design. After that, we provide as the
main part of the paper selected results from the inter-
view study. Finally, the paper concludes with a discus-
sion and summary, where we elaborate upon various
implications for practice and give an outlook on future
research.

Related work

The selection factors and the implementation effects of
CC have been widely discussed in prior applications and
scientific research (e.g., [10, 34, 38, 41-57]).

However, research on how to promote and provide
these services and what factors to consider from a pro-
vider perspective is scarce. Work that comes close to
this considers the topic from a client or neutral perspec-
tive. With this in mind, we identified numerous require-
ment  catalogs, classification schemes, criteria
frameworks, etc., for the selection of appropriate cloud
services and CSPs from conceptual and/or empirical in-
vestigations. Examples are listed in Table 1. They were

Table 1 Conceptual and empirical investigations for the selection of appropriate cloud services

Research Type/ Phases Reference

Stakeholder Focus

Empirical/Customer Five factors influencing the cloud usage by SMEs — Ease of use & convenience; Security & privacy; Cost Gupta et al.
reduction; Sharing & collaboration; Reliability [55]

Empirical/Customer Five categories — Information security; Performance & usability; Costs; Support & cooperation; Transparency & — Hetzenecker et
organization of the provider al. [43]

Conceptual/Customer  Proposal of a multi-attribute group decision-making method for CSP selection Liu et al. [45]

Conceptual/Customer  Five factors — Relative advantage, Top management support, Firm size, Competitive pressure, Trading partner ~ Low et al. [52]

pressure

Conceptual/Customer

Conceptual/Customer
Security-based model

Conceptual/Customer
Interoperability)

Conceptual/Customer

Three-tier classification framework with six target dimensions — Flexibility, Cost, Performance, IT security &
compliance, Reliability & trustworthiness, Service & cloud management
Multi-criteria decision-making methods for CSP selection — Performance-based model, Finance-based model,

Proposal of a holistic model for CSP selection — FAGI (Function, Auditability, Governability and

13 success factors —, e.g., Performance, Security, Compliance, Legal aspects, Flexibility

Repschlager et
al. [42]

Supriya et al.
[44]

Tang and Liu
[34]

Walther et al.
[50]
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chosen because they are popular and well-cited articles
or address our research area to a large extent.

As argued above, mostly the users’ perspectives and
the requirements from the user’s/customer’s point of
view have been investigated for cloud service adoption
and provider selection.

Furthermore, regarding German enterprises and the
German cloud market, current studies have revealed that
security requirements [58], data location in Germany or
at least in the EU, and individual adaptability of the
cloud solution [29] are the most frequently mentioned
requirements from a business perspective. In addition,
German public institutions, such as the German Fed-
eral Office for Information Security (BSI), offer com-
prehensive decision-making support with criteria lists
of which companies one should be aware of when
selecting a CSP [59].

The cloud service market is highly competitive and
CSPs face enormous challenges in positioning their ser-
vices [60]. Hence, CSPs are now more than ever required
to perceive customer requirements and to address the
fears of potential customers with adequate services and
further support to create additional value beyond simply
selling the service. CSPs can proactively motivate end-
users to shift towards CC, e.g., by communicating the
benefits of CC, alleviating security concerns about CC,
and lowering their switching costs [53, 60].

Communicating involves information events, online
seminars, regular dialogues, and the exchange of infor-
mation with clients. CSPs need to be aware of these cus-
tomer requirements because they represent the body of
challenges that CSPs must address to launch successful
services [61]. By addressing the strategies and ap-
proaches of the user companies regarding CC, CSPs can
identify and better understand the specific key require-
ments of their (future) customers [28]. Moreover, Hsu et
al. [56] state that CSPs could benefit strongly from fo-
cusing more on promoting and validating the cloud ben-
efits in the correct way than on marketing their services
to potential early adopters since they found that per-
ceived benefits are the most influential determinant of
cloud adoption [56].

At this point, the existing CC literature still fails to ad-
dress the providers’ perspective, which is also revealed in
several systematic literature reviews that focus on CC
(e.g., [5, 13, 14, 49, 62, 63]. Fewer research studies and
publications address the abovementioned challenges and
requirements by focusing on the CSPs and the providers’
perception of the CC market. However, as also stated in
several publications (e.g., [8, 31, 64, 65]), a key success
factor for CSPs is the provision of the appropriate
services.

Therefore, CSPs need to know and understand the
customers’ requirements to cover those requirements as
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best as possible and to address and manage end-user ex-
pectations appropriately. This is where our study comes
in, by explicitly focusing on the CSPs’ perspective and
their perceptions.

Study design

Data collection methodology

Our study follows an exploratory research design to un-
cover requirements and barriers from a provider per-
spective. Therefore, we address CSPs, which were asked
about requirements for and barriers to the use of cloud
services. The primary goal is to gather information from
several experts in this field. To ensure practical experi-
ence in the field of providing cloud services and profi-
cient market knowledge, in the context of our
investigation, experts had to work for CSPs either at a
top management level or in a position with customer
contact or broad market insight (such as sales or busi-
ness development). Apart from having a high level of
professional experience in providing cloud services, we
chose interviewees so that we could cover a mix of com-
panies from diverse business sectors and of different
company sizes.

We decided to conduct a qualitative interview study
because a qualitative approach considers the personal per-
ceptions, motives, background, and experience of the ex-
perts in a more comprehensive and detailed way compared
to a quantitative approach [66]. With this in mind, we
developed an interview guideline with three focus areas.

At the beginning, in the first question block, the in-
terviewees were asked about the effects of CC on the IT
market in Germany. The questions were intended to
provide general information about the positions of the
experts in the company to evaluate their expertise, the
company itself, the target customer group, and the per-
formance spectrum of the offered cloud services. In
addition, the relevance of partnerships in the cloud value
network was addressed.

In the second block of questions, we focused on the
experts’ perceptions and assessments of the current
requirements for and barriers to using cloud technology,
which are perceived by customers during the contact and
sales phase. For this reason, we asked about the structure
and design of the sales process as well as the existing sales
channels. Furthermore, the interviewees were asked to
ascertain the extent to which there are differences between
long-time and first-time cloud users and among different
contact persons in the company.

The third block was designed to identify the existing
measures that are used by the CSPs to minimize barriers
and derive recommendations or success factors that are
appropriate for building a trusting relationship. Finally,
the experts were asked to evaluate the changes in the
CC sales process and the general conditions for CSPs.
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In preparing the interview guidelines, we followed the
established research guidelines of [67]. Based on several
pre-tests (with various researchers from the responsible
institutions and a small sample of practitioners), the
interview guidelines were adjusted. Afterwards, the par-
ticipants for the investigation were selected. As men-
tioned above, we focused on the German CSP market as
a first step. This limitation was imposed to control for
cultural factors of influence and regulatory differences.
Potential experts were contacted through personal mes-
sages and a posting in a forum on the Xing platform
(www.xing.com). In addition, the Amadeus database was
used to identify 188 companies that matched our re-
quirements. All of them were contacted via e-mail. In
sum, a total of 210 individuals were contacted, of whom
16 agreed to participate in our interview study. The in-
terviews were conducted between the 9th and 20th of
January 2017. Each interview took approximately 30—
45 min. Since the interviews were conducted by tele-
phone, a digital recording was the most suitable method
for preventing the loss of data. The participants had
been informed of the digital recording in advance to en-
sure that consent to participate in the interview was ac-
companied by permission to record. Afterwards, the
interviews were transcribed to analyze the collected
material.

Data analysis

For the interpretation of the verbal data that are derived
from the interviews, qualitative content analysis is suit-
able for gaining access to the subjective perceptions of
the interviewees. Qualitative content analysis enables the
systematic analysis of the transcribed interviews by pro-
cessing the material step by step with theory-based cat-
egory systems [68]. The goal of qualitative content
analysis is the elaboration of meanings, which are repre-
sented by categories [69, 70].

Due to the focus and the subject of our investigation,
we found that deductive categorization was appropriate
[70]. For this reason, we followed the deductive-
inductive sequence of qualitative content analysis that
was proposed by Glaser and Laudel [67], which is based
on essential basic forms of interpretation, as described
by Mayring [68, 70]. The coding was carried out with
the software MAXQDA (release 12.2.1).

Extraction, which refers to the removal of the relevant
information from the text and its assignment to appro-
priate categories, was both the focus and the initial step.
The category system was prepared in advance based on
conceptual foundations and preliminary considerations
of prior research and the interview guideline. This cat-
egory system is not final but allows continuous adapta-
tion during the entire analysis [67]. The coding was
performed by one of the authors and a subset of the
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coded material was checked by another author. This re-
sulted in only minor coding conflicts that could be easily
resolved.

Following the principle of extraction, all transcribed
interviews were checked for relevant information, which
was again assigned to the existing top and subcategories,
with new, previously unrecognized categories being
added during the extraction. In the second step, the ex-
tracted information is processed by identifying redun-
dancies and contradictions and by placing the material
in a corresponding structure for analysis. Following this
step, the category system was subjected to a re-
examination by the authors, and, if necessary, the top
and subcategories were separated or summarized and
renamed. The final step was the analysis of the struc-
tured material. This enabled the identification of the
relationships between reconstructed cases [67].

Selected study results
Study participants
We interviewed nine managing directors (MDs), five
sales representatives (SRs), one business developer (BD),
and one department manager (DM), who were all from
German CSPs. The majority of the MDs were the foun-
ders of their respective companies. To differentiate the
responses according to company size, the companies
were grouped according to number of employees. Ac-
cording to the definition of small- and medium-sized en-
terprises (SMEs) from the European Commission [71],
the sample is composed of four micro-enterprises (< 10
employees), six small enterprises (< 50 employees), three
medium-sized enterprises (<250 employees), and three
large companies (> 249 employees), as shown in Table 2.
With regard to the offered cloud services, the follow-
ing structure emerges: seven companies offer SaaS and
six companies provide [aaS. Two companies offer PaaS
and one company is active only in cloud consulting.
However, some of the companies provide at least two
service models, with all combinations of IaaS, PaaS, and
SaaS occurring, as listed in Table 1. A distinction can be
made between companies that exclusively offer services
that are provided by larger partners and companies that
develop and provide their own services; some companies
are a combination of these two variants. It is also pos-
sible that the companies themselves purchase cloud ser-
vices in the role as aggregator or integrator from other
vendors and then offer these products as white-labeled
products under their own brand. This means that CSPs
can take several roles in a value network. For this reason,
we have assigned roles to the interviewed companies
within the value network of CC according to the net-
work structure that was suggested by Bohm et al. [27],
as shown in Fig. 1.
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Table 2 Overview of interviewees

ID  Position Number of Primary cloud Additional cloud

employees service provided services provided

PO1 MD <10 SaasS -

P02 MD < 50 SaaS -

P03 MD < 250 laaS PaaS
P04 MD <10 Cloud Consulting -

PO5 SR < 50 laaS -

PO6 MD < 50 PaaS Saas, laaS
P07 MD < 10 Saas -

P08 MD < 10 SaaS -

P09 DM < 250 SaaS -

P10 MD < 50 laaS Saas

P11 MD < 50 laaS -

P12 BD > 249 laaS SaaS
P13 SR > 249 Saas -

P14 SR > 249 SaaS laaS

P15 SR < 50 laaS -

P16 SR < 250 PaaS Saas, laaS

BD Business developer, DM Department manager, MD Managing director, SR
Sales representative

In the following, the statements of the interviewees, if
not explicitly characterized otherwise, refer to all sectors
and company sizes since no restrictions were made with
respect to their customers.

Partnerships in the cloud value network were regarded
as extremely important by 50% of the interviewees.
Many of the companies have partnerships with large
cloud providers, including Microsoft, Amazon, T-
Systems, Oracle, Salesforce, and SAP. In addition, there
are partnerships with dealers and agencies, which dis-
tribute the cloud services of the interviewed companies
and, therefore, cooperate in a complementary manner.
The interviewees also stated further advantages of part-
nerships, such as not having to cover all necessary cloud
services and models on their own (P02, P06, P10, P14,
P15, P16).

Customer comprehension, requirements and barriers as
viewed by CSPs and the design of customer contact
Comprehension of cloud services

Considering the providers’ perspective of the customers’
general comprehension of cloud services, it should be
noted that the term cloud has already arrived at com-
panies of all industries and sizes (P01, P05, P10). How-
ever, the level of information and understanding varies
across companies. It was stated by 25% of the inter-
viewees that CSPs often have to address difficulties on
the customer side with respect to their understanding of
technical and legal issues. Differences in the need for in-
formation and understanding between user companies
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and companies that are not yet using a cloud service
were detected by only one of the participants (P15).
While large companies are more open-minded regarding
cloud solutions, the interviewees identified at least as
frequently medium-sized enterprises (which are larger
enterprises within this cluster) as a target group. Fur-
thermore, many companies, especially larger enterprises,
often have profound and detailed questions regarding
data protection and data security.

However, there are, for instance, differences with re-
gard to contact persons in the company. IT employees
are more knowledgeable in CC. Thus, they are more eas-
ily convinced of cloud benefits. However, the pressure to
use cloud services arises from the operational depart-
ments and the management. At those company levels, as
a consequence, a lack of comprehension arises. As a re-
sult, there is a higher need to clarify the functionalities
and benefits of cloud services for non-IT departments.
Therefore, CSPs are forced to convince the upper man-
agement of the rationale, profitability, and robustness to
security failure instead of using detailed technical expla-
nations. Table 3 provides selected sample statements of
the interviewees regarding their comprehension of cloud
services.

Design of the sales processes

The majority of interviewed CSPs (85%) rely on direct
sales, including online sales. Likewise, partnerships with
dealers and marketing through sales partners were men-
tioned (62%), which, from the vendors’ point of view,
also count as customers of direct sales. Regarding online
sales, the interviews showed that some CSPs allow direct
ordering through a website (P02, P05, P07). Therefore,
direct contact between the customer and the provider is

Table 3 Quotes related to the comprehension of cloud services
(translated by the authors)

ID  Quote

PO5 There's always the question of who you talk to in the company. Is
it rather the managing director or is it the [T representative? This is
a big difference, because you can assume that of course an IT
administrator or someone who works in the IT department already
had more points of contact with it [cloud computing].

P08 The first barrier is to understand the process-related or the tech-
nical aspect of what this system makes possible at all.

P11 | believe that today, | am absolutely convinced, that there is still
the need for some people to find out what is hidden behind the
phrase cloud.

P12 If I can argue the statements in descending order of frequency,
the main topic is security, data privacy, legislation, a topic where
many people cannot talk about it and present it as a defensive
reaction.

P15 Some companies or business owners do not yet understand that
the data is isolated within the cloud and they sometimes believe,
the cloud is like sharing a hard disk; you can get customer data or
data from other users.
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not necessary. However, most experts described direct
contact with customers as more profitable, which is why
one expert said that business is better carried out between
people (P13). The most common ways to get into contact
with the customers are e-mail, telephone, and personal
meetings. Moreover, CSPs rely either on their existing cus-
tomers to provide cloud services or on existing enterprise
group customers. Once again, sales and distribution are
positively influenced by the partnerships, in that the
network serves both to recommend the cooperating
partners to customers and to attract new customers.

In addition, some companies outsource the majority of
the sales activities to agencies and sales partners (P09,
P13, P14) who advise customers. The actual transactions
are carried out via the partner. In this context, some of
the interviewees indicated that there is a certain depend-
ency on the partners. Many experts (43%) mentioned
the use of social networks, blogs and newsletters to pro-
vide information. Online seminars and discussions were
mentioned as additional possibilities. Special attention in
the sales process is necessary to identify customers who
need to be more specifically addressed through a sales
team, such as through a presales team. In the actual sales
phase, the companies rely on personal conversations, in
which employees with different professional competencies
are involved. In this context, the goal of the CSPs is
to satisfy the customer’s needs and to provide individual
advice and solutions. Regular exchange and contact with
the customers seems just as important for the providers.
Following the implementation of the project, the provider
initiates so-called “follow-up calls” or regular status dis-
cussions to identify new projects or to expand existing
projects. Table 4 provides selected sample statements of
the interviewees regarding the design of the sales pro-
cesses within their company.

Security concerns, ownership, and loss of power
Threats or barriers that have repeatedly been raised by
the experts are related to the need for clarification and

Table 4 Quotes related to the design of the sales processes
(translated by the authors)

ID  Quote

PO5 According to the traditional sales channels we have built a Web to
Sales process. This means that the customer registers himself with
us on the platform and can basically setup and use everything on
his or her own.

P09 We communicate our offers via the Internet. We have our own
homepage where basically everything is presented. We have a
blog, we are on different social media channels, Xing, LinkedIn,
Twitter, Google Plus, YouTube where we also provide information
and work actively. In addition, we have a newsletter and are on
these referential cloud marketplaces.

P13 We have a classic channel model which means that we only sell
through specialized retailers, resellers and system vendors.
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the differences among their respective contacts. Cus-
tomers’ demands for information about the functionality
of the cloud reflect their concerns with respect to data
security, privacy, and data location. The interviewees see
concerns over security as the biggest obstacle for poten-
tial users of cloud services, whereas compliance require-
ments were rarely mentioned in the interviews. With
regard to the physical location of the data, it was clear
from the respondents’ statements that customers de-
mand, at best, a German, but at least a European data
center location (P04, P08, P09, P15, P16). Data security
(stated by 81% of the interviewees) is another important
requirement in this context because losing data and ex-
periencing unauthorized access through security gaps
are huge concerns. However, some of the potential users
are aware that cloud solutions can ensure a higher level
of security compared to their own IT landscape. There-
fore, some experts stated that security concerns are no
longer an insurmountable obstacle (P03, P06).

The identified differences among the contact partners
explain the fears regarding loss of power and the result-
ing ownership. Although IT staff are better educated in
CC and easier to convince of the benefits, some do not
want to use cloud-based services. From the interviewees’
point of view, the fear of losing power in their position
at the company, especially within the IT department, is
reflected, especially when moving into the cloud is
“used” to reduce the existing IT headcount (P01, P03, P04,
P12, P13, P14). Therefore, some of the employees even
fear losing their jobs by incorporating cloud services into
their company’s infrastructure. The retention of property
and the loss of control and power are also associated with
another obstacle that was identified in the interviews: the
fear of being too dependent on a CSP (P01, P05, P07, P09,
P14). In this context, potential users are concerned about
the depreciation of existing systems, which will no longer
be required or compatible with the existing company-
internal solutions. Other aspects, according to the experts,
are the need for a simple migration and many of the
“typical” cloud characteristics, e.g., scalability, flexibility,
stability, and the ability to focus on core processes.
Table 5 provides selected sample statements of the in-
terviewees especially with focus on security aspects
and the loss of power when companies implement
and use cloud services.

Providers’ actions and challenges

The following measures explicitly refer to the identified
barriers. In addition, necessary competences and activ-
ities can be derived from the information of the respon-
dents to build a relationship of trust between provider
and customer. Currently, general concerns of potential
users and their need for information about the function-
ality of the cloud are usually encountered with
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Table 5 Quotes related to security concerns, ownership, and
loss of power (translated by the authors)

ID  Quote

P04 Typically, the IT manager is not necessarily euphoric when it
comes to cloud services because, of course, he is deprived of a
certain position of power that he has held so far.

P05 Basically, the most important issue is always the issue of trust. The
subject of data security, the subject of encryption, for example, is
an essential topic, especially in Germany.

P09 What still plays a major role is the handling of the data at the end
of the contract. That means the data is in our cloud. How do they
get out or do they even get out?

P14 The obstacle number one in Germany is first of all the
fundamental fear, everything that is not in the own company is
evil. So, | give away what was mine before, i.e. the fear of the
uncertainty - what happens to my data, where are my data?

information and consulting from the provider. There-
fore, 34% of the interviewees confirmed that raising
awareness plays a large part in the sales process and oc-
curs before the actual transaction. It may be helpful to
indicate the added value and benefits of the cloud (e.g.,
economic aspects), especially when the management
board should be convinced (P05, P08, P16).

Another measure for counteracting users’ security con-
cerns and demands regarding German data location is
the use of directly rented or self-hosted data centers in
Germany (P08, P13, P15, P16). Furthermore, CSPs try to
show to potential customers that financial aspects
should not be critical reasons for deploying a cloud solu-
tion. Regarding references of CSPs, many different vari-
ants are used to emphasize customer satisfaction. Use
cases, quotes on the website, and success stories were
most often used. Of particular importance were the in-
terviewees’” statements that the focus on references from
German customers or references within the same indus-
try sector is meaningful since references from abroad
seem to carry less weight for German customers
(P03, P12, P14, P15). The relevance of certification is
also confirmed by 56% of the experts, which mainly
refers to the certification of partners (primarily IaaS).
The experts usually gave no examples of certificates
or seals. They considered the necessary competencies
and activities for establishing a customer relationship
equally essential. A particularly important measure
of customer engagement is communication, which
should have the aim of building a trusting relation-
ship with the customers. Personal contact and dia-
logue are regarded as necessary to be able to address
the concerns of customers directly. This can be sup-
ported by the creation of typified marketing mate-
rials to meet the requirements of the various contact
persons in the company.

As an additional measure for improving communica-
tion through transparency and openness, providers rely
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on the continuous provision of information regarding
maintenance, updates, and outages. The provision of
demo and trial versions and free capacity at the begin-
ning of the business relationship is also used as a trust-
building measure. Furthermore, training courses are
suitable for strengthening confidence in technology and
the involvement of users leads to better acceptance in
user companies.

Discussion and implications

One of the main challenges that arises from the state-
ments of the experts is addressing customers and build-
ing a relationship of trust. Potential users are
characterized by a high degree of skepticism. This is why
there are multiple requirements and obstacles that must
be addressed by the provider, especially in customer ac-
quisition. Given the increasing use of cloud services, es-
pecially in large companies, the internationalization of
the market and the ongoing technological development,
security concerns and requirements are some of the
most important aspects that providers should address
now and in the future. The interviewees see security as
the biggest obstacle potential users of cloud services,
whose statements largely correspond to the literature
(e.g., [23, 34, 50, 72, 73]).

However, when using cloud services, the CSPs con-
firmed that the customer requirements, such as trans-
parency and focus on core competencies, outsourcing of
services, including operations and support, and cost re-
duction can be achieved through the use of cloud ser-
vices. This is in line with benefits that have been
identified in the cloud literature (e.g., [5, 6, 8, 14]).

Regarding the change in the sales processes, the essen-
tial challenges can be identified as the increase in com-
plexity and the simultaneous simplification of certain
sales activities. In addition to the higher staff costs that
result from the need to explain the service, providers
must increasingly involve solution experts with the tech-
nical and legal know-how to support the sales team to
increase the trust of customers in the providers and their
cloud services. At the same time, we identified a simpli-
fication of the distribution processes through the grow-
ing importance of online channels, which allows
customers to obtain services without vendor contact
and, ultimately, possesses the characteristics of on-
demand self-services. Furthermore, the use of training
courses to increase user acceptance, continuous inter-
action with the customers and the provision of necessary
information on updates and outages are of enormous
importance. These factors provide a reason for continu-
ous customer contact and can strengthen the credibility
of the providers. It also seems necessary to take the fears
of IT staff seriously (see also [51]) and reduce them by
stressing the importance of a cloud strategy that does
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not imply IT headcount reduction but instead a shift of
tasks towards more cooperation and collaboration with
providers. Accordingly, the following challenges were
identified in the sales processes (see Table 6).

Thus, the selection, monitoring, and integration of the
services must be considered. However, CSPs can only
have a limited impact because the design of the internal
organization is the responsibility of the managing direc-
tors of the user companies. Another challenge results
from the customer demands for both individual solu-
tions and interoperability, which, in turn, can minimize
dependencies on the provider. Users are concerned that
they will not be able to change vendors without much
effort, which will not meet their requirements for inter-
operability and portability [74]. The challenge for pro-
viders is to find a balance between standardization and
meeting customer-specific requirements.

Other aspects, according to the experts, are the need
for a simple migration as well as many of the cloud
characteristics, which are often mentioned in the litera-
ture (e.g., [5, 20, 36, 49, 75]) and represent the essential
advantages of cloud service solutions. These include
scalability, flexibility, stability, and the ability to focus on
core processes, as not only the development but also the
operation of the IT services can be outsourced. However,
the preparation and migration of the data into the cloud
are cost-intensive and time-consuming. Furthermore,
references and certifications can be considered, which
both have already been identified as confidence-building
measures in the literature [23, 76] and comply with the
user requirements for the transparency and trustworthi-
ness of the CSP.

Placing importance on transparency and professional-
ism in customer communication also has a positive im-
pact on customer confidence [77]. This was confirmed
by the statements of the experts, who named profession-
alism as a key competence. This includes expertise,
problem-solving competence, and reliability and allows
providers to comply with the need to competently ad-
dress technical and legal aspects of the cloud in the cus-
tomer conversation. This is achieved, for example, by a

Table 6 Challenges in sales processes

Challenges

Necessity of improving customers’ cloud understanding, especially
regarding the technical and legal aspects, and compliance with this in
the sales processes

Provision of a sufficient number of qualified employees and/or an
increase in the number of employees in the sales department, along
with the need for appropriate technical knowledge among the sales
staff

Addressing the appropriate contact person and adapting to the shift of
skills and drivers in the user company

Continuous support of business relationships through value-adding and
additional services
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solutions expert, who will support the sales staff in the
consulting process and meetings with potential
customers.

In addition, the participants stated their opinions on
future challenges and described the changes in the mar-
ket and in their own business models as major chal-
lenges. The experts confirmed that they still see a large
growing potential in the cloud market (as also supported
by several studies; e.g., [17, 21, 25, 78, 79]). Thus, add-
itional CSPs will become established in the market.
However, consolidation will occur in the long term.
Moreover, the experts assume that the requirements for
cloud services will increase, especially because the po-
tential users will have more choices. They emphasized
the advantages of partnerships, which enable the
provision of specialized solutions by also providing the
necessary resources and additional services to the pro-
viders through partners. In this respect, the influence of
the already established large cloud providers will con-
tinue to intensify. This also means that customers prob-
ably cannot avoid using one or more cloud solutions in
the medium to long term.

In summary, we identified the following aspects (see
Table 7) as current and future challenges for CSPs based
on the interviews and in combination with the existing
literature.

Conclusions and future aspects

Our study revealed different perspectives on CC from
business experts who are working for CSPs. The increasing
use of cloud services causes higher competitive pressure
on the IT market. Now more than ever, CSPs are forced to
know and manage current and future challenges.
Therefore, the aim of this paper was to identify the
specific challenges of CSPs that are located in Germany.

Table 7 Current and future challenges for CSPs

Challenges

Building trust in the technology
and functionality of the cloud by
reducing security concerns and
increasing personal trust
relationships, especially through
professional behavior

Addressing fears of IT staff and
convincing them of the

importance of a cloud strategy,
including the necessary IT skills

Reasonable balance between
customization and standardization
of services to address the fear of a
vendor lock-in and to improve
interoperability

Continuously questioning and
optimizing one’s own business
model and service portfolio

More focus on compliance
requirements, service-level agree-
ments, and service provision at
data centers in Germany or at least
in Europe (especially when focus-
ing on German customers)

Implementation of training courses
and ongoing provision of relevant
information

Competitive pressure (also price
pressure) through an increasing
number of providers

Selection of appropriate
partnerships to provide specialized
solutions and value-added services.
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Our research contributes to practice and IS research.
From a researcher’s point of view, our paper contributes
to cloud research by summarizing the existing literature,
especially regarding cloud service selection, and by iden-
tifying current and future challenges of CSPs, especially
from their perspective. We found that CSPs already ad-
dress relevant requirements and barriers that are identi-
fied in several existing publications. However, nearly all
of the literature focuses on the requirements and the se-
lection process of CSPs from the users’ perspective. The
perspective of the provider is rarely discussed in the lit-
erature. Nevertheless, understanding the perception of
the providers and their actions/measures is essential for
future research activities in the field of cloud service se-
lection. Matching and linking the users’ perspectives
with the providers’ measures will enhance the develop-
ment of a holistic selection approach for future cloud
projects. Therefore, our contribution to research is also
the identification of this missing integration.

For practice/practitioners, our interview study pro-
vides insights into specific actions/measures of CSPs to
address users’ concerns and expectations. From this
practical point of view, through the analysis of inter-
views with business experts from 16 German CSPs, we
revealed the experiences and subjective assessments of
the experts. Thus, we presented the views of the CSPs.
We identified current customer requirements and bar-
riers to using cloud services from the providers’ view-
point (RQ 1) and presented actions of and threats to
CSPs in meeting the needs and constraints of the cus-
tomers (RQ 2). Finally, we derived current and future
challenges for CSPs in dealing with customer require-
ments and barriers by addressing the root causes of
those obstacles (RQ 3). Practitioners can compare these
results with their own actions and derive further steps
for their own companies.

As in most empirical studies, our work is limited in
multiple ways. Due to our qualitative study approach,
the obtained results possess limited statistical
generalizability. However, the applied method allowed us
to identify important details and obtain deep insights
into the experience of CSP business experts, which was
the main focus of this first study in our long-term re-
search project. Another limitation is that the inter-
viewees’ origins are limited to German CSPs, which
implies that the study reflects the situation in only one
country. German specifics could have influenced the re-
sults. Furthermore, our study pertains mostly to small-
and medium-sized CSPs. Therefore, including a higher
number of larger CSPs would widen the results of our
investigation.

Based on these results and limitations and given the
emerging nature of CC, we foresee several future re-
search opportunities. An interesting direction would be
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to apply our study approach to the CSPs of other coun-
tries and with more variety in terms of company size.
Another aspect will be shifting the perspective to CC
user companies to compare the experiences and findings
with those of this study. Moreover, further research is
required on a conceptual level, e.g, on procedure
models for meeting the requirements and criteria of user
companies and CSPs, to design a holistic selection
approach.
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