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Abstract

Cloud providers shares their resources and services through collaboration in order to increase resource utilization,
profit and quality of services. The offered services with different access patterns, similar characteristics, varied
performance levels and cost models create a heterogeneous service environment. It becomes a challenging task for
users to decide a suitable service as per their application requirements. Cloud broker, an inter-mediator is required in
service management to help both cloud providers and users. Cloud broker has to store all the information related to
services and feedback of users on those services in order to provide the best services to end-users. Brokering model

than other state-of-the art solutions.

for service selection (BSS) has been proposed which employs integrated weighting approach in cloud service
selection. Subjective and objective weights of QoS attributes are combined to compute integrated total weight.
Subjective weight is obtained from users’ feedback on QoS attributes of a cloud service while objective weight is
computed from benchmark tested data of cloud services. Users' feedback and preferences given to QoS parameters
are employed in subjective weight computation. Objective weight is computed using Shannon'’s Entropy method.
Total weight is obtained by combining subjective and objective weights. BSS method is employed to rank cloud
services. Simulation with a case study on real dataset has been done to validate the effectiveness of BSS. The obtained
results demonstrate the consistency of model for handling rank reversal problem and provides better execution time
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Introduction

Cloud Computing delivers computing services such as
storage, networking, processing, etc. on demand and sub-
scription basis over Internet. These services are offered
as Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS) [1]. [aaS provides
infrastructure facilities to run, deploy and manage virtual
machines. Saa$S provides complete set of applications such
as customer relationship management (CRM). PaaS pro-
vides platforms such as Google App Engine to develop
applications [2].
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Cloud Computing delivers services on pay-per-use
model. Organizations can outsource their computing
requirements to a Cloud. They do not require to set up
an IT infrastructure and hence can save lots of money.
They can purchase required computing facilities from any
cloud provider as per their QoS requirements [1]. They
don’t have to worry about maintenance and management
of resources. They can change or upgrade resources as per
requirement without worry of devaluation and elimina-
tion of resources and technologies [3].

Due to proliferation of cloud services by various cloud
providers, service selection became a difficult task to
cloud users [4]. Cloud providers offer similar types of ser-
vices on varying price and performance levels. One cloud
provider may offer storage services on cheaper rate while
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computing service on higher price. Amazon EC2 [5] offers
its same computing services on different prices. It became
a very difficult task for a user to select an appropriate ser-
vices as per QoS demands. QoS demands include both
functional and non-functional parameters [6]. Every cloud
provider can not fulfill all QoS requirements. There may
be a trade-off between fulfilling different QoS demands by
service providers. Users have to search and test all cloud
services. This becomes infeasible when number of service
providers are more.

Multiple cloud environment [7] provides a platform
where service providers can offer their cloud services
through collaboration. Cloud computing with multiple
cloud providers is the new emerging computing paradigm
[8]. A huge pool of services is created with varied ser-
vices such as computing, data, storage, applications [9] in
multiple cloud environment. Many services of the pool
are of same type but offered with different access meth-
ods and posses diverse characteristics [10]. Users have
to identify and select desired service from this pool. It
causes difficulty to them for selection of the best one
because of similar functionality of services but offered dif-
ferently. An inter-mediator is required to handle issues
of service providers and users. So that users have not to
visit each and every cloud provider for services. Cloud
broker [11] works as an inter-mediator. Cloud broker col-
lects all the required attributes of services from different
service providers and offers discovery, ranking, selec-
tion, allocation, etc. of services as per requested QoS
demands [12].

The nature of Cloud environment is dynamic, hetero-
geneous and distributed. Therefore cost and performance
based metrics and benchmarks of traditional comput-
ing environments such as high performance, grid, and
cluster computing etc. can not be applied to cloud com-
puting environment [13]. Many organizations such as
Information and Communication Technology Ser-
vice Quality (ICTSQ), Application Performance
Index (APDEX), ISO/IEC 9126, eSourcing Capability
Model-Client Organizations (eSCM-CL) and Service
Measurement Index (SMI) [14] are trying to frame stan-
dards and benchmarks for evaluating different cloud
services. Cloud service ranking faces many challenges.
One of them is collection of QoS values of services [15].
There are many entities which provides QoS data both
functional and non-functional of cloud services. End
users provide feedback of a cloud service on various QoS
parameters. These values can be in linguistic terms which
is to be converted in quantifiable form [16]. Cloud service
repositories provide QoS values of cloud services which
is difficult to measure. Trusted third party monitoring
tools provide live QoS data of cloud services. Another
challenge is how to measure time varying values of
QoS attributes e.g. virtual machine’s performance found
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varying over time compared with the SLA offered [5].
Rank a cloud service on gathered QoS data is also difficult
because these data are not in one format.

The above issues make cloud service selection a com-
plex problem which involves more than one QoS criteria
to be addressed. Service selection in cloud environment is
a multi criteria decision making (MCDM) [17] problem.
QoS attributes may be independent or inter-dependent.
The QoS attribute and its sub-attribute affects in cloud
service ranking and selection [18]. Users demand vari-
ous QoS requirements as per their applications’ need. The
user QoS needs can be categorized in to two category:
One which are interested only main QoS attributes such
as price. Another which are interested not only main QoS
attributes but also in sub-attributes. For example price
attribute can be decomposed in inbound bandwidth price,
outbound bandwidth price and base plan.

Several researchers have proposed techniques to solve
cloud service selection problem using multi-criteria deci-
sion making approach. There is a lack of hybrid multi-
criteria decision making technique which employs both
subjective and objective assessment of cloud services
attributes. The QoS attributes values play an important
role in evaluation of services. The weight value assigned
to QoS attribute describes its relative Joyent with compar-
ison to other attributes in the evaluation process. Every
QoS attribute cannot be assigned equal weight because of
its diversification and meaning in decision making [19].
Many approaches can be found in literature to obtain
weight of a QoS attribute [20] which can be classified into
subjective and objective. The obtained weight from these
approaches is known as subjective weight and objective
weight [21].

In this paper, we have proposed a brokering model for
service selection in cloud environment which employs
integrated weighting approach named as BSS. Integrated
weight is computed from subjective and objective assess-
ment of cloud services. Subjective assessment of any cloud
service is done using users’ feedback on various QoS
attributes. The feedback is in linguistic terms which is
converted into crisp numerical value by employing fuzzy
set theory. BSS employs fuzzification and defuzzification
methods to compute crisp value of end users’ feedback
data. Objective assessment of a cloud service is performed
through benchmark tested data. Therefore benchmark
tested data are also employed to evaluate cloud services.
BSS integrates both subjective and objective assessment
of cloud service to find best service. We have extended
our previous work [22] in this paper with BSS model. Our
previous work do not consider end users’ feedback and
different weighting approaches in service selection. BSS
collects end users’ feedback on various QoS attributes,
converts into crisp numerical value and employs it for ser-
vice evaluation. It also gathers benchmark tested data of
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various cloud services for service evaluation. BSS com-
putes integrated Joyent in the form of weight which
is applied to rank cloud services as per users QoS
demands.

Salient contributions of the paper are:

e A brokering model for service selection in cloud
environment.

e A hybrid method which employs integrated
weighting technique to compute overall weight value
of QoS attributes of a cloud service.

® A cloud service selection method which employs
integrated weight of QoS attributes for ranking.

e Extensive simulations to evaluate effectiveness of
proposed model. Sensitivity analysis with existing
literature has been performed along with other
results in evaluation.

The rest of the paper is organized as follows: Related
work is discussed in “Related work” section. “Brokering
model for service selection (BSS)” section discusses pro-
posed brokering model, BSS. Service selection method is
discussed in “BSS technique” section. “Experiment and
result” section provides experimental environment and
discussion of results. Conclusion and future work is pro-
vided in “Conclusion” section.

Related work

Service selection in multiple cloud environment is one of
the most challenging and researched topic for researchers.
This section discusses literature related to cloud broker-
ing techniques for cloud service selection. Recent research
work in cloud service selection has focused on providing
methods and mechanism to rank services which will help
users in selecting best service.

Patiniotakis et al. [23] have presented a brokerage ser-
vice based on preference-based recommender system for
ranking cloud services. It applies multi-criteria decision
making to optimize the brokerage. The recommender sys-
tem considers heterogeneous characteristics of service in
evaluation. Ranking of services is done with fuzzy AHP
[24] method which considers multi-objective assessment
of services. It considers precise and imprecise metrics
to deal with fuzziness of cloud services opinions. The
method provides more expressive and unified way to
gather users’ preferences.

Chan et al. [25] have proposed an enhanced fuzzy Ana-
lytic Hierarchy Process (AHP) which is based on fuzzy
AHP. It uses triangular fuzzy number to convert linguistic
terms into numeric form. The method finds weight vec-
tors of customer requirements and provides prioritizing
them. A case study based evaluation of proposed method
has been given which demonstrates the effectiveness of
method by capturing vagueness of human judgment in
weight calculation.
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Garg et al. [26] have proposed SMICloud framework
for ranking cloud services using AHP [24] method. Ser-
vice Measurement Index (SMI) parameters including
functional and non-functional QoS parameters are formu-
lated. Main attribute and sub-attributes of QoS param-
eters are considered for evaluating a cloud service. The
rank of cloud services are computed using AHP method.

Patiniotakis et al. [27] have proposed an approach for
cloud service evaluation based on heterogeneous ser-
vice characteristics. It provides alternative classification
of metrics used for cloud service ranking. Proposed
approach uses method to convert fuzziness of service
characteristics into numerical form. Proposed approach
provides unified way to assess multi-objective criteria of
a cloud service. Proposed model implements fuzzy AHP
method to evaluate it.

Sidhu and Singh [28] have proposed a framework based
on subjective attributes assessment to compute trust of
a cloud service provider. The framework employs AHP
[29] and TOPSIS [30] methods to compute trust value
of a cloud service. AHP method is employed to compute
Joyent in the form of a weight value of QoS parame-
ters. TOPSIS is employed to compute trust value of a
cloud service considering weight value provided by AHP
method.

Rehman et al. [31] have proposed a multi-criteria
decision making method for cloud service selection.
The method distinguishes service on its various QoS
attributes. Proposed approach has considered services
which are similar in various specifications but differ in
performance.

Anastasi et al. [32] have proposed a genetic approach
for cloud brokering. It finds suitable IaaS services which
satisfies QoS requirements of applications. Proposed
approach mitigates scalability and vendor lock-in issues
by finding near optimal solution according to customer
preferences. It supports different cost models of cloud
providers.

Sundareswaran et al. [33] have proposed a brokerage
architecture for service selection. Large number of cloud
service providers and thier information are managed
through a indexing technique which is given by archi-
tecture. It also contains one method which uses query
algorithm for finding suitable service or set of services. It
also aggregates services if single service cannot satisfy the
requirements.

Qu et al. [34] have proposed a framework for cloud
service selection which aggregates subjective assessment
for users and objective performance from a trusted third
party. The subjective and objective attributes of a cloud
service are normalized and aggregated using simple addi-
tive weighting system. The framework provides a tech-
nique to filter feedback from malicious users. A case study
has been proposed to verify the framework.
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Kumar et al. [35] have proposed a framework for selec-
tion of cloud services considering fuzzy environment.
Users can provide their input for QoS parameters through
linguistic terms. AHP and fuzzy TOPSIS methods are
employed for selection of cloud services. AHP has been
employed to compute weight of QoS parameters. TOPSIS
with triangular fuzzy number has been employed to rank
cloud services.

Paunovic et al. [36] have proposed a two-stage fuzzy
logic model for cloud supplier evaluation and selection.
The model is based on Fuzzy Analytic Hierarchy Pro-
cess (FAHP). It applies fuzzy logic approaches based on
technology perspective to model users requirements. The
model helps decision makers to extract knowledge from
database to find best cloud providers. It is evaluated
through a case study based numerical example.

Esposito et al. [16] have proposed a method for storage
cloud service selection in cloud environment. It uses fuzzy
set theory to overcome problems associated in subjective
preference given by users to QoS levels. Dempster-shafer
theory of evidence and game theory approach are used to
resolve service selection problem and find best service as
per users QoS requirements.

Alam et al. [37] have proposed an integrated uncer-
tainty aware hybrid multi criteria decision making model
for cloud service evaluation and selection. The model is
integration of Fuzzy Analytic Hierarchy Process [38] and
Weighted Aggregated Sum Product Assessment method
[39]. The model can be used for finding best services of
Iaa$, Saa$ and PaaS$ types. Proposed model provides rank
of services based on QoS attributes of cloud services. Case
study based evaluation of the model has been presented.

Tajvidi et al. [40] have proposed a fuzzy logic frame-
work for selection of cloud services. The framework con-
sists of four modules: interface, QoS management, service
selection process and cloud service repository. Interface
module gathers data from users about their requirements.
QoS management module captures linguistic weight of
requested criteria. It converts into crisp value through
triangular fuzzy numbers. Service selection modules per-
forms two tasks: compute the QoS metrics of services
and assign rank to the services. Cloud service repository
is responsible to collect different QoS values of services
from different sources. Case study based evaluation of
proposed framework has been done to validate it.

Rohit and Rakesh [41] have proposed a framework
for cloud service selection based on Gaussian TOPSIS
(G-TOPSIS) method. G-TOPSIS considers QoS feedback
of cloud services provided by different users for rank-
ing them. It also considers priority assigned to QoS
parameters by end user. The QoS values are normal-
ized using cumulative Gaussian density function. The
framework has been tested on real time dataset obtained
from CloudHarmony. G-TOPSIS ranks cloud services
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similar to TOPSIS method. G-TOPSIS solves rank reversal
problem. G-TOPSIS does not consider inter-dependency
of QoS attributes as well as qualitative QoS metrics.
It does not consider QoS feedback given in linguistic
terms.

Hussain et al. [42] have proposed a framework, CSSaa$S
for cloud service selection in cloud computing envi-
ronment. CSSaaS consists of two parts: monitoring &
indexing and filtration & recommendation. The moni-
toring & indexing component consist of a benchmark-
ing/monitoring service, an indexing service, and an
indexed services database. The filtration & recommenda-
tion component includes a requirement identification ser-
vice, a filtration service, and a ranking/recommendation
service. CSSaaS contains a multicriteria decision mak-
ing approach named as Fuzzy Linear Best Worst
Method (FLBWM) which works under fuzzy environ-
ment. FLBWM has been tested in two conditions: opti-
mization of parameters and Iaa$ service selection. Results
are obtained on sensitivity analysis, rank correlation, col-
laborative decision making. Obtained results demonstrate
that CSSaaS performs better compared to other state of
the art solutions. CSSaaS do not consider discrete values
for evaluation of cloud services.

It can be observed from above discussion that ser-
vice selection in cloud environment is a decision mak-
ing problem which has been solved using MCDM tech-
niques by researchers. Authors have used either sub-
jective or objective attributes to provide Joyent to QoS
criteria in MCDM techniques. There is scope to inte-
grate both subjective and objective attributes for find-
ing suitable service as per users’ requirements. We
have integrated both subjective and objective attributes’
weight to search the cloud services based on users’ QoS
demands.

Brokering model for service selection (BSS)

In this section, we describe our proposed broker based
cloud service selection model (BSS) for cloud environ-
ment. BSS employs users’ feedback of cloud services and
third party given tested data for finding best service for
a user. It consists of four modules: service selection,
users’ feedback, feedback aggregation service and bench-
mark tested data modules. The proposed model is shown
in Fig. 1. Users interact to broker to find suitable ser-
vice as per their needs. Users provide functional and
non-functional requirements as QoS demands as well as
preference to these QoS parameters in linguistic form.
The broker return service or set of services based on given
search.

e Service Selection Module: This module receives
requests from users with functional and
non-functional QoS parameters. Users also provide
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preference to these parameters in linguistic form.
This module performs initial processing whether the
service can be accepted or not. This module also
sends requests to other module to get required data
of a cloud service. This module gathers list of services
from cloud service repository which stores presently
available services. From this list of service, this
module finds which services can fulfill subjective and
objective requirements of the user. It gathers
aggregated feedback of selected list of cloud services.
Based on gathered data, this module ranks these
cloud services. The user is provided this list of
services with their rank.

Users’ Feedback Module: This module is
responsible to collect and manage feedback given by
users who have used cloud services. This module is
responsible for collecting and validating QoS data of
services. It is very important to collect correct QoS
data. End Users are main source of getting QoS data
but due to competitive environment they may
provide overestimated data of cloud services. This
may lead to false decision in service selection. Users

provide their subjective assessment about a QoS
parameter of a cloud service which is generally in
linguistic term such as high, good, bad [43]. This
assessment can be considered as subjective attribute
of QoS criteria. Feedback is hard to understand as it
is vague in nature and difficult to quantify. Fuzzy
logic can help into understanding and conversion of
feedback values into crisp values. The module uses
rating given in Table 1 to convert linguistic values
into fuzzy numbers. Triangular fuzzy number [44] is
used to convert it. The module contains
defuzzification process to find crisp value from these
fuzzy ratings. These QoS criteria are based on Service
Measurement Index (SMI) [14].

Benchmark Testing Module: Trusted third parties
are employed to find common performance statistics
of a cloud service. They employ various testing
scenario as a benchmark to obtain performance of
cloud services in various metrics such as availability,
response time, reliability, etc. The benchmark test
can be divided into two: common test and specific
test. Common tests are those which are executed on
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Table 1 User Feedback Scale with Fuzzy Ratings
User Feedback for
Benefit Attribute

Fuzzy Ratings

Cost Attribute

Worst Best (1,1,1)
Bad Very Good (1,3,5)
Good Good (3,57
Very Good Bad (5,7,9
Best Worst (7,99

every cloud service to measure QoS attributes.
Specific tests are those which are performed as per
needs of a user such as high computation tests, speed
test for encryption, etc. These tests can be considered
to obtain objective attributes of a cloud service.
Objective attribute values are represented into
quantified format such as availability as 99.9%,
response time as 100ms, etc. Benchmark testing is
performed in different scenario and many times to
find performance of cloud services. CloudHarmony
and CloudSpectator are well known benchmark test
providers. This module stores objective attribute
values of cloud services for further use.

e Feedback Aggregation Service Module: This
module performs aggregation of subjective and
objective feedback of a cloud service. Neither
subjective nor objective feedback of a cloud service is
sufficient to describe its functionality. Users’ feedback
module provides subjective feedback while
benchmark testing module provides objective
feedback of a cloud service. User provides an
preference to a QoS attributes of a cloud service such
as high reliable cloud service. This preference is
converted into a weight value in computation. As the
preference is given into linguistic form, fuzzy rating
as given in 1 is employed to compute its crisp value.
The preference to subjective and objective attributes
can be different. This lets to know the user that
which attributes are good for requested service.

e Cloud Service Repository: This module is the
catalog for storing information of cloud services and
QoS parameters given by service providers. It is
having information related to the cloud services
which are offered by different cloud service providers.
The past information of cloud services is stored with
this module. Service ranking and selection module
access information of cloud services form this
module for ranking them.

BSS technique
In this section, we describe out proposed method for ser-
vice selection in cloud environment. The method employs
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aggregated feedback of subjective and objective attributes
of cloud services. In our model as shown in previous
section, there is only one trusted third party which pro-
vides values of objective attributes and sufficient users
have provided subjective attribute feedback of cloud ser-
vices. The trusted third party provides single set of objec-
tive attributes as asked by cloud broker for set of cloud
services. The service selection process is shown in algo-
rithm (1). The detailed description of BSS method as
follows: The decision matrix, D is shown below which is
having m cloud services and n QoS criteria:

ra r2 ri3 ... rip
ra1 2 123 ... Iy
D:
L "ml Y"m2 Ym3 --- Vmn |

The decision matrix consists of cloud services form dif-
ferent cloud providers hence it carries different scales
for QoS attributes. It must be normalized in order to
apply common method for evaluation. The benefit QoS
attributes are normalized using Eq. (1).

Yij — Vmin
e —— (1)
Ymax — V'min
The cost QoS attributes are normalized using following
Eq. (2).

_ Tmax — Ty )

In the next step, weighted normalized decision matrix
is computed. The weight is aggregated of subjective and
objective weights. The subjective weight is computed on
the values derived from feedback of users. The subjective
feedback values are in linguistic form. The feedback on
different QoS parameters is collected as per terms given in
Table 1 for both benefit and cost QoS attributes. A deci-
sion matrix with available service alternatives and criteria
feedback is formed as shown below.

a1 412 413 ... 4in

ax axp ax; ... d
D=| . . . . . (7)

Aml Am2 Am3 - - - Amn

Here, a;; represents feedback value of i service alter-
native with respect to jth QoS criteria. Users always inter-
ested in one or other QoS attributes with some more
values. This preference is assigned through a weight value.
The preference parameters and their corresponding val-
ues are shown in Table 2.
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Algorithm 1: BSS Technique
Input: m: cloud services; n: QoS parameters
Output: Rank of cloud services

1 Input the decision matrix, D;

2 Normalize the decision matrix, D;

3 Compute weighted normalized decision matrix

4 Compute favorable values of each QoS criteria
£i=1,2,3,...0

5 Compute adverse values of each QoS criteria
a;,i=1,2,3,..,n

6 Compute difference of favorable and adverse values
of each QoS criteria: - d; = f; - a;

7 Compute favorable measures of each cloud service

n max(fi)—xij
o Zj:l iz di
Jmi = P (3)

8 Compute adverse measures of each cloud service

am; = max(si) @)
n
here,
max(f;) — x;
- Sl 5
U X >y di ®

9 Compute total measure of each cloud service using
equation
Simi—min(fm) + __ami—min(am;)
tm; = max(fm;)—min(fm;) max(am;)—min(am;) ©)
2
10 Sort the values of total measure in ascending order
11 Lower the value of total measure, higher is the rank

12 Select the cloud service with highest rank;

These preference parameters are applied to respective
QoS criteria using following equation.

Fi=p®d; j=1,23.,m i=1,23.,1 (8
Here, p; is the preference value assigned to QoS criteria j
and a;; is the feedback value on j# QoS criteria of i cloud
service. The obtained decision matrix after multiplying
preference parameters is in fuzzy form. Defuzzification is

required to compute numerical crisp values from them.

Table 2 Preference Parameters with Fuzzy Ratings

Preference Parameters Fuzzy Ratings

Not Important

)
Important (1,3,5)
More Important 3,57
Strongly Important (5,7,9)
Absolutely Important (7,99
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Table 3 Decision Matrix for Subjective Weight
Cloud  SQoS1 SQoS2 SQoS3 SQos4 SQoS5
Services
CS1 Good Good Good Very Good Good
CS2 Best Worst Best Best Bad
cs3 Very Good Very Good Bad Very Good Very Good
Cs4 Worst Good Best Very Good Very Good
S5 Very Good Good Very Good Good Good
CS6 Good Good Good Good Good
cs7 Good Very Good Good Good Worst
S8 Bad Very Good Best Best Worst
CS9 Worst Good Best Very Good Good
CS10 Worst Very Good Very Good Good Best

Beta distribution [45] is employed to compute numerical
crisp value from a triangular fuzzy number.
4 I+m+u ©)
3
Here, ], m and u denotes left hand, middle and right hand
number of a triangular fuzzy number, respectively. Nor-
malization of criteria values is required so that they can
be compared with other values. The QoS criteria for a
cloud service can be categorized into two: benefit and
cost. The benefit and cost QoS attributes are normalized
using Eqgs. (1) and (2), respectively.
The subjective weight of QoS attributes is calculated
with following equation:

_ Dy %
> Z,y'lzl Xij

Benchmark testing data provides real time values of
QoS attributes of a cloud service. They are more impor-
tant and can be considered error-free. Objective weight
of a QoS criteria is computed through benchmark tested
data. Entropy method is employed for objective weight

SW; (10)

Table 4 Decision Matrix with Fuzzy Ratings

Cloud Services ~ SQoS1 SQoS2  SQoS3  SQoS4  SQoS5
CS1 (357) (35,7) (35,7) (5,7,9) (35,7)
CS2 (799 (799) (7,99 (799 (579
CS3 (57,9 (13,5 (13,5 (5,7,9) (13,5
CS4 11,1 (35,7) (7.99) (5,7,9) (13,5
CS5 (5,7.9) (3,5.7) (5,79 (3,5.7) (35.7)
CS6 (35.7) (3,57) (3,57) (3,5.7) (3,5.7)
Ccs7 (357) (1,35) (3,5.7) (3.5.7) (799
CS8 (13,5 (1,35 (799 (799 (799
CS9 (11,0 (3,57) (799 (579 (357)
CS10 (11,1 (13,5 (5,7,9) (35,7) (1,1,1)




Chauhan et al. Journal of Cloud Computing: Advances, Systems and Applications

Table 5 Decision Matrix with Numerical Crisp Values
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Table 7 Subjective Weight of QoS Criteria

Cloud Services  SQoS1  SQoS2  SQoS3  SQoS4  SQoS5  Subjective QoS Criteria Subjective Weight
CS1 5 5 5 7 5 SQoS1 0.168
CS2 833 833 833 833 7 SQoS2 0.262
€3 7 3 3 7 3 SQoS3 0242
cs4 1 5 8.33 7 3 50054 0.162
55 / > / > > 5Q0S5 0.164
CS6 5 5 5 5 5
cs7 5 3 5 5 8.33
cs8 3 3 8.33 8.33 833
In the next step, favorable and adverse values of each
cs9 1 5 8.33 7 5 L.
<10 : ; . : ] QoS criteria is computed. Favorable values are those

calculation. Shannon has introduced entropy theory in
information theory [46]. Entropy method is very simple
to compute disorder degree between set of values. Here,
QoS criteria of a cloud service is evaluated through objec-
tive values. Based on the value, weight of QoS criteria is
computed. According to entropy method if the disorder
degree is less the weight is high. Objective weight of a QoS
attribute is computed using following equation:

which provides positive measures and adverse values are
those which provides negative measures. Favorable value
of cloud service alternatives for a QoS attribute is com-
puted as: {}j = maxx; , j=1,2,3,..,m.} Adverse values of
cloud service alternatives for a QoS attribute is computed
as: {a; = minxy;, j=1,2,3,..,m.} In next step, the difference
of favorable and adverse values of each service alternative
is computed.

(15)

d]=f1‘_a]’ /‘=1,2,3,...,m

ow; = nl —E 11) The next step comprises ‘of compuifation of favorable
=11 —E) measure of each cloud service alternative.
Here w max(f)—x;
" 2=t ST d
Zowi =1 (12) Jm; = — (16)
i=1
The adverse measure of each cloud service alternative is
i i computed with following equation:
E,’ = —erij lnr,'j, ] =123, .,m k= M
j=1 am; = max(s;) (17)
(13) n
Total weight of a QoS attribute i is computed using here,
Eq. (14):
W= T 4  si= Zqix(gzlfz] i
Table 6 Normalized Decision Matrix Table 8 Decision Matrix for Objective Weight
Cloud Services  SQoS1 SQoS2  SQoS3 SQoS4  SQoS5 Cloud Services 0QoS1 0QoS2 0QoS3 0QoS4 0QoS5
CS1 0.545 0.624 0.375 0.600 0454 CS1 63.44 66 56.82 91 0.17
CS2 1 0 1 1 0.181 CS2 111.95 119.63 100.5 131.81 042
CS3 0.818 1 0 0.600 0.727 CS3 7748 2343 40.23 80.67 0.12
CS4 0 0.624 1 0.600 0.727 CS4 545 78.56 109.2 84.2 0.12
CS5 0.818 0.624 0.750 0 0.454 CS5 82.2 67.97 7849 61.8 0.24
CS6 0.545 0.624 0.375 0 0.454 CS6 41.85 70.29 63.1 63.44 0.24
cs7 0.545 1 0.375 0 0 cs7 5842 31.22 6845 78.15 1.05
S8 0272 1 1 1 0 S8 37.05 36.15 102.74 132.87 1.67
CS9 0 0.624 1 0.600 0454 CS9 42.05 59.63 174.5 97.16 0.21
CS10 0 1 0.750 0 1 CS10 538 47.17 84.56 81.23 0.056
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In final step total measure is computed with following
equation:

frmi—min(fm;)

max(fim;)—min(fim;

am;—min(am;)
max(am;)—min(am;)

y T
2

tm; = (19)
The total measure values are sorted in ascending order.
Lower value is assigned higher rank. Cloud service with
highest rank is assigned to user.

Experiment and result

The proposed brokering model, BSS for service selec-
tion has been simulated using CloudSim [47], simulation
toolkit widely used for simulation of cloud computing
environment. BSS in evaluated through a case study which
demonstrate effectiveness and usefulness in cloud service
selection. The dummy dataset is used to compute subjec-
tive weight while a real dataset which has been collected
by kumar et al. [35] is used to compute objective weight
of QoS parameters. The dataset is created from bench-
mark service provider CloudHarmony. BSS divides service
selection in two parts: aggregate weight computation and
service ranking.

Weight computation

The subjective weight of QoS criteria is computed on the
basis of feedback provided by users which is in linguistic
terms. The service alternatives Joyent, Amazon, City-
Cloud, Softlayer, HP, Century Link, Rackspace, Google,
Linode and Azure which are further represented as CS1,
CS2, CS3, CS4, CS5, CS6, CS7, CS8, CS9 and CS10,
respectively as given in paper ([35]) are considered. The
QoS criteria CPU performance, Disk I/O consistency,
Disk performance, Memory performance, and Cost which
are further referred as SQoS1, SQo0S2, SQoS3, SQo0S4, and
SQoS5, respectively are considered for evaluation of cloud
services. Disk performance and memory performance are
considered as benefit and others as cost attributes.

Table 9 Normalized Decision Matrix

Cloud Services 0QoS1T 0QoS2 0QoS3 0QoS4 0QoS5
Cs1 0.544 0.557 0.123 0410 0.929
Cs2 1 0 0.448 0.985 0.774
CS3 0.676 1 0 0.265 0.960
CS4 0.0006 0426 0513 0315 0.960
CS5 0.720 0.537 0.284 0 0.885
CS6 0.342 0512 0.170 0.023 0.885
Ccs7 0497 0919 0.210 0.230 0.384
Cs8 0.297 0.867 0.465 1 0
CS9 0.344 0.623 1 0497 0.904
cs1o 0 0.753 0330 0.273 1
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Table 10 Objective Weight of QoS Criteria
Obijective QoS Criteria Objective Weight
0QoS1 0.018
0QoS2 0.139
0QoS3 0.014
0Qos4 0.050
0QoS5 0.779

The linguistic terms given in Table 1 are used to describe
the feedback values on different QoS criteria by a user. The
decision matrix shown in Table 3 for obtaining subjective
weights is considered.

The linguistic terms are converted into fuzzy ratings as
per given in Table 1 values, which is shown in Table 4.
The defuzzification is applied to convert fuzzy ratings
into numerical crisp values, which is shown in Table 5.
These values are further normalized to make them in one
form and shown in Table 6. The subjective weight of QoS
criteria is obtained and shown in Table 7.

The dataset which has been generated through bench-
mark testing, given in paper ([35]) has been used to
compute objective weight of QoS criteria. The decision
matrix computed from the dataset is shown in Table 8.

Normalized decision matrix for objective weight com-
putation is shown in Table 9. The objective weights
obtained from normalized decision matrix is shown in
Table 10. Total weight of required QoS attributes is com-
puted using Eq. (14) and shown in Table 11.

Service ranking

In next step after computing integrated weight of all QoS
parameters, ranking of cloud services is performed. Ser-
vice ranking method with numerical calculation is also
shown for better understanding of working of proposed
BSS method.

e Construct Normalized Decision Matrix: The decision
matrix shown in Table 8 is employed to evaluate BSS
method. The normalized matrix which is shown in
Table 9 is computed using Egs. (1) and (2) for benefit
and cost criteria, respectively.

Table 11 Total Weight of QoS Criteria

QoS Criteria Total Weight
QoS1 0.093
QoS2 0.201
QoS3 0.128
QoS4 0.106
QoS5 0472
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Table 12 Normalized Decision Matrix
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Table 14 Rank of Cloud Services

Cloud Services ocC1 0c2 0oc3 0c4 (o]} Cloud Services Rank
CS1 0.091 0.146 0.029 0.066 0.152 S1 (Joyent) 7
CS2 0.168 0 0.108 0.159 0.127 CS2 (Amazon) 1
CS3 0.114 0.262 0 0.043 0.157 (CS3 (City-Cloud) 10
CS4 0.0001 0.112 0.124 0.051 0.157 CS4 (Softlayer) 4
S5 0.121 0.141 0.068 0 0.145 CS5 (HP) 3
CsS6 0.057 0.134 0.041 0.004 0.145 CS6 (Century Link) 6
cs7 0.083 0.241 0.051 0.037 0.063 CS7 (Rackspace) 9
S8 0.049 0.227 0113 0.162 0 CS8 (Google) 5
CS9 0.058 0.163 0.242 0.081 0.148 CS9 (Linode) 2
Ccs10 0 0.197 0.079 0.044 0.164 CS10 (Azure) 8

e Construct Weighted Normalized Decision Matrix:
The decision matrix shown in (9) is multiplied with
the weight values as shown in Table 11 to construct
the weighted normalized decision matrix. The matrix
is shown in Table 12.

e Compute Favorable and Adverse Values: The
favorable and adverse value of each QoS criteria with
respect to each cloud service is computed and
denoted as f; and a;, respectively. Favorable values are
the maximum and adverse values are minimum of
individual QoS criteria.

e Compute Favorable and Adverse Measure: Favorable,
fm and Adverse am measures of each cloud service
are computed using Egs. (16) and (17), respectively.

e Compute Total Measure (tm): The total measure
(tm) is computed using Eq. 19. The obtained values
are shown in the Table 13.

e Assign Rank: Rank to cloud services are assigned on
the basis of total measure, tm as shown in Table 14. It
can be observed from the Table 14 that Amazon is
ranked first and Linode is ranked as second. The
order of rank is: Amazon, Linode, HP, Softlayer,

Table 13 Total Measure

Cloud Services

Total Measure (tm)

(&Y 0.749
cs2 0.0

cs3 1.0

Cs4 0.594
S5 0426
CS6 0.731
cs7 0.885
cs8 0613
Cs9 0.349
Ccs10 0.763

Google, Century Link, Joyent, Rackspace, Azure and
City-Cloud.

Sensitivity analysis

The sensitivity analysis is performed to check the robust-
ness of proposed model in different scenario. It is also
performed to evaluate the proposed model for rank rever-
sal problem. If ranking model gives non-optimal ranks
in case of addition and removal of cloud services then
the model cannot solve rank reversal problem. The pro-
posed model is also verified for rank reversal problem
through sensitivity analysis. Two scenario is possible: first
some cloud services are removed and another some cloud
services as added in existing cloud services set.

Five cloud services, Joyent, Amazon, City-Cloud, Soft-
layer and HP are taken for first case scenario. The sen-
sitivity analysis is performed by removing City-Cloud
cloud service in second experiment. In the first experi-
ment all cloud services were considered. In third exper-
iment, HP cloud service were removed. The total mea-
sure values are computed and shown in Table 15.
The rank of cloud services are shown in Fig. 2. It
can be deduced from above two results that the rank
of cloud services are consistent. Hence, BSS model is
robust in scenario where cloud services are removed in
experiments.

Table 15 Total Measure for Each Experiment

. Experiment
Cloud Services
Exp1-tm Exp2-tm Exp3-tm
Joyent 0.49 0316 0.822
Amazon 0.0 0.059 0.0
City-Cloud 1.0 - 0.879
Softlayer 0929 1.0 0.686

HP 0.238 0.22 -
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M Experiment-1

M Experiment-2

® Experiment-3

Joymet Amazon

City-Cloud
Cloud Services

Softlayer HP

Fig. 2 Rank for Case Scenario 1

The sensitivity analysis for the second case scenario
is performed starting with five cloud services: Joyent,
Amazon, City-Cloud, Softlayer and HP. In subsequent
experiments, three more services are added. In second
experiment Google, in third Google and Rackspace, in
forth Google, Rackspace and Linode is added. The total
measure and rank of all the cloud services in each experi-
ment is computed. The total measure is shown in Table 16
and rank is shown in Fig. 3. It can be observed from the
Table 16 that total measure of cloud services is consis-
tent in each experiment until a better cloud service is not
introduced. The results show that the BSS model is also
consistent and robust in service addition scenario for rank
reversal problem.

Result validation

The proposed model, BSS has been simulated and
obtained results are compared with existing literature,
AHP [26], improved TOPSIS [28] (I-TOPSIS), fuzzy TOP-
SIS [35] (F-TOPSIS) based frameworks. The obtained
rank for each method is shown in Fig. 4. It can be
observed that BSS model gives similar results as given by

Table 16 Total Measure for Each Experiment

Cloud Services Experiment
Exp1-tm Exp2-tm Exp3-tm

Joyent 0463 0463 0.667
Amazon 0.0 0.0 0.0
City-Cloud 0.968 0.968 1.0
Softlayer 0496 0496 0491

HP 0484 0484 0.506
Google 0.558 0.558 0.552
Rackspace - 0.804 0.819
Linode - - 0.324

I-TOPSIS and F-TOPSIS methods. It can be deduced from
results that proposed framework is consistent for service
selection.

BSS is also tested on execution time performance met-
ric. User feedback on 500 cloud services in linguistic terms
has been generated and a decision matrix is formed. In the
first experiment 100 cloud services are evaluated for exe-
cution time. In subsequent experiments every time 100
cloud services are added and execution time is noted. The
results are compared with AHP, I-TOPSIS and F-TOPSIS
methods. BSS is more efficient in each experiments as
shown in Fig. 5.

Conclusion

Multiple cloud providers aggregate services and forms a
huge heterogeneous environment. These services possess
similar characteristics and different performance levels
which make service management a difficult task. Bro-
kering model for service selection (BSS) is proposed
for cloud environment. Service selection has been done
by employing integrated weighting approach. Subjective
and objective weights are combined to obtain integrated
total weight of QoS parameters. Simulation based evalu-
ation of service selection method with a case study has
been done. Results are analyzed using sensitivity anal-
ysis to validate the rank reversal problem. BSS works
similar to existing methods for cloud service ranking.
Results obtained of execution time metric outperforms
than other state-of-the art solutions. Overall, BSS is
robust for ranking and selection of services in cloud
environment.

In the future work, BSS can be extended for group
decision making in cloud service ranking and selection.
Hierarchical structure of QoS criteria can be employed
to test its significance in weight computation and service
selection.
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