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Abstract

Edge computing has developed rapidly in recent years due to its advantages of low bandwidth overhead and low
delay, but it also brings challenges in data security and privacy. Website fingerprinting (WF) is a passive traffic analysis
attack that threatens website privacy which poses a great threat to user’s privacy and web security. It collects network
packets generated while a user accesses website, and then uses a series of techniques to discover patterns of network
packets to infer the type of website user accesses. Many anonymous networks such as Tor can meet the need of hide

show its effectiveness.

identity from users in network activities, but they are also threatened by WF attacks. In this paper, we propose a
website fingerprinting obfuscation method against intelligent fingerprinting attacks, called Random Bidirectional
Padding (RBP). It is a novel website fingerprinting defense technology based on time sampling and random
bidirectional packets padding, which can covert the real packets distribution to destroy the Inter-Arrival Time (IAT)
features in the traffic sequence and increase the difference between the datasets with random bidirectional virtual
packets padding. We evaluate the defense against state-of-the-art website fingerprinting attacks in real scenarios, and
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Introduction

With the expansion of the Mobile Internet, a large num-
ber of mobile smart devices have been connected to the
network which has brought unprecedented pressure to
the backbone network. The centralized processing model
with cloud computing will not be able to efficiently pro-
cess the data generated by edge devices. To solve this
problem, researchers proposed edge computing, which is
a new computing model that performs computing at the
edge of the network [1]. Edge computing can process a
large amount of temporary data at the edge of the network
and reduce the interaction with the cloud computing cen-
ter, which greatly reduces bandwidth overhead and system
delay.
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However, the users are vulnerable to traffic analysis
attack who located in the edge computing architecture.
As illustrates in the Fig. 1, an attacker can obtain users’
identity through following four steps to conduct a traffic
analysis attack:

e Stepl: The attacker collects traffic traces from the
core cloud to conduct a train set.

e Step2: He trains the machine learning-based classifier
with the collected training traces with their
corresponding labels.

e Step3: The attacker eavesdrops on the mobile users
to capture unlabeled trace.

e Step4: In the prediction phase, the attacker uses the
trained classifier to predict users’ identity.

Traffic analysis attack poses a great threat to user’s pri-
vacy, and so more and more users wish to hide their iden-
tity in network activities. Tor [2], as a famous anonymity
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network, can provide privacy preserving by defending
web-browsing users from network eavesdroppers. To do
so, it forwards user packets across multiple proxies, so that
network surveillance cannot see both the true source and
destination of the packets.

However, multiple studies have shown that Tor is also
vulnerable to Website Fingerprinting (WF), a kind of traf-
fic analysis attack. WF attacks can passively listen to
the network traffic between the client and the first hop
node of the Tor network, and then uses machine learn-
ing algorithm to identify or predict the website accessed
by the client. On the one hand, the attacker collects
encrypted packets transmitted between the client and the
server, extracts traffic patterns and features, and then uses
machine learning algorithms to perform traffic analysis to
predict the target website accessed by the user. On the
other hand, defenders (such as Tor) have been developing
various defenses to thwart various attacks by disguising
and morphing packets.

To thwart various WF attacks, a number of WF defenses
have been proposed over the years. Recently, Marc Juarez
et al. [3] proposed a lightweight defense, WTF-PAD.
WTE-PAD has been successfully deployed as a Pluggable
Transport (PT) in Tor network due to its advantages of
effectiveness against ML-based WF attacks, zero latency
and low bandwidth overhead. However, the latest WF
attack proved the ineffectiveness of WTF-PAD. Deep Fin-
gerprinting (DF) [4] and Triplet Fingerprinting (TF) [5]
achieved 91.9% and 86.6% accuracy for WTF-PAD in the

closed-world scenario. To the best of our knowledge, none
of defenses are effective against Deep Learning (DL)-based
WE attacks or adopted by Tor. This is because their band-
width overhead may be too high; they may delay packets
too much, hurting user experience; they may be too hard
to implement realistically; or they may simply be ineffec-
tive against the best attacks. Therefore, a defense against
the WF problem grows increasingly urgent as more pow-
erful attacks are found.

In this paper, we propose a novel WF defense based on
time sampling and random bidirectional packet padding.
The definition of packet padding is inject packets into traf-
fic sequence to extend the trace and conceal the traffic
features. The proposed defense algorithm obfuscates web-
site traffic patterns through the use of random time sam-
pling and random bidirectional padding of dummy pack-
ets (dummy packets are general web traffic packets). The
dummy packets are not only sent from the client, but also
sent by the server, that is bidirectional padding. Through
randomization and bidirectional packet padding, the fea-
tures of the original traffic sequence are completely dis-
guised. The main contributions of this paper are summa-
rized as follows:

e We propose a novel WF defense, called Random
Bidirectional Padding (RBP). The proposed defense
leverages the technologies of direct time sampling
and dummy packets padding to obfuscates the
distinctive features in traffic sequence. Specifically,
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RBP considers the Inter-Arrival Time (IAT) feature
of packets in opposite directions.

e We prove the ineffectiveness of the deep
learning-based classifiers under the different packet
distributions, because RBP can expand the difference
between packet distributions. The accuracy of the
state-of-the-art WF attacks such as DF [4] and TF [5]
is reduce from 98% (no defense) to 28% and 92% (no
defense) to 38%.

o We show that it is difficult for an attacker to identify
traffic depend on a single traffic sequence against our
defense. We also implement and evaluate our
approach against a Tor dataset and show its
performance on bandwidth overhead and latency
delay in practical scenario.

The rest of the paper is organized as follows. In “Back
ground” section, we present relevant background infor-
mation and related studies about website fingerprinting.
In “Our defense methodology” section, we present and
discuss our defense methodology. The model is evalu-
ated in “Experimental evaluation and discussion” section.
Finally, we conclude our paper in “Conclusions” section.

Background

Data encryption of network packets provides users with
privacy by hiding plain text content when transmitting
data between two devices in the network, such as TLS
[6], HTTPS [7] and other network transmission proto-
cols. However, these protocols cannot hide the identity
of users, and the source IP and the destination IP of this
transaction can be easily obtained by using the traffic anal-
ysis attack. Generally, we can use a proxy server to hide
the real IP address, that is the client builds an indirect
connection with the server through this proxy service. At
this time, the network traffic seems to come from the
proxy server instead of the client. Therefore, the com-
bination of encryption and proxy server can better hide
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the user’s identity information. In addition, the multiple
proxy methods provided by anonymous networks can bet-
ter hide identity, such as Tor can hide user’s information
by providing low-latency anonymity and randomization of
transmission channels.

The main problem of WF attacks is to identify the
website browsed by a client through encrypted and
anonymized network connections that exploit meta infor-
mation of encrypted packets transmitted between the user
and an anonymity network. Figure 1 illustrates an attacker
achieves the purpose of WF attack by listening the net-
work activities of the first hop node and the client of the
Tor network. In this paper, we use the term “website” and
“webpage” interchangeably

Network packets have attributes such as IP address,
packet size, and transmission time. Machine learning or
deep learning classifiers can exploit these attributes and
output the probability of user accesses a website. These
attributes can be used by the classifier called website
fingerprinting. The attacker first captures the network
packets exchanged between the client and the server to
form a traffic dataset, and then extracts the attributes of
the packets from the traffic dataset and expresses them as
a feature vector which is used to train the classifier.

WF attack

As shown in Fig. 2, we assume that the client accesses
the website through the Tor network, and the attacker
is a local listener located between the client and the Tor
network entry guard. We also assume that the attacker
already knows the identity of the client, and the pur-
pose of the attack is to detect the website accessed by the
client. Moreover, the attacker is passive, which means that
the attacker can only observe and record traffic informa-
tion and cannot drop, delay, modify packets or inject new
packets. Due to the layered encryption of Tor network, we
also assume that the attacker cannot learn anything about
packet payload.

( :]Q] Data encryption

User

Entry Guard

Attacker

user and the Tor entry guard

Tor network

¢@ Middle Relay

Fig. 2 A Tor anonymity network example showing a user connecting to the Internet via three Tor nodes. The WF passive attack occurs between the
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Numerous studies [4, 5, 8—13] have proposed tech-
niques to perform website fingerprinting attacks. Most
of them are first extract features such as packet length,
packet direction and time are collected from traffic flow
at the user’s end, and then uses these features to train
machine learning or deep learning models. Then the
classifier can predict the class of each website the user
accesses based on the traffic generated by the user. The
quality of the features determines the quality of the classi-
fier, so a distinctive feature set for training is required. In
the literature [3], besides using packet length histograms,
the authors defined a burst as a sequence of packets that
has been sent in a short time period. Conversely, a gap
is a sequence of packets that are spread over a long-time
span. To clarify the notation adopted in this paper, we use
outgoing which is a positive sign to refer to the direction
from the client to the web server, and conversely, incom-
ing is the direction from the web server to the client, and
expressed with the negative sign. DF [4] achieved unprece-
dented accuracy only using the direction of the packets.
The accuracy for no-defensed traffic is as high as 98.3%,
which is much better than other WF attacks such as k-
NN [8], CUMUL [9] and AWF [10] (e.g. k-NN: 83.85%,
CUMUL: 91.02%, AWF: 94.9%), DF can still reach accu-
racy of more than 90% against the traffic that has been
defensed by WTEF-PAD. This research shows that the fea-
tures of the direction of the packets is a distinctive feature
for the attacker.

Wang et al. [8]. proposed a WF attack using the k-
NN classifier, which includes features such as packet size,
packet direction, and burst number. They use k-NN classi-
fication with weighted L1 distance and a page is classified
as belonging to particular class only if all k neighbors
belong to this class.

Panchenko et al. [9]. implemented a WF attack based
on an Support Vector Machine (SVM) classifier with
a Radial Basis Function (RBF) kernel which is called
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CUMUL, and devised a novel feature set based on the
cumulative sum of packet lengths constructed as follows:
the first coordinate in the feature vector is the length of the
first packet in the traffic trace and the i coordinate is the
sum of the value in the i — 1 coordinate plus the length
of the i packet, where lengths for incoming packets are
negative.

Rimmer et al. [10]. proposed to apply deep learning for
automated feature extraction in WF attacks. This attack
is called Automated Website Fingerprinting (AWF) which
uses a CNN-based classifier to conduct WF attack. The
results show that the adversary can use deep learning to
automate the feature engineering process to effectively
create WF classifiers. Thus, it can eliminate the need for
feature design and selection.

Sirinam et al. [4]. proposed a deep fingerprinting (DF)
attack based on convolutional neural networks (CNN)
which uses only the direction of the packets, and through
a large amount of data for training, it reaches a maximum
accuracy of about 98% in a closed-world scenario. DF
also analyzed many WF defenses, such as WTE-PAD [3],
which has been deployed in Tor network, and achieved an
accuracy of more than 90%.

Sirinam et al. [5]. proposed a WF attack is called Triplet
Fingerprinting (TF) based on the triplet network in N-
shot learning (NSL), which can identify webpage class
with a few training samples. In large-scale WF attack,
TF can significantly reduce the training overhead of deep
learning models and still achieve a high accuracy for
different distributions of datasets.

Closed-world and Open-world Scenario. The closed-
world scenario assumes that users can only access a finite
set of websites as shown in Fig. 3(a), and these websites are
under the listen of the attacker, and the attacker can ana-
lyze the traffic trace generated by users access the website.
But closed-world scenario is unrealistic, there are a huge
number of websites that users can access, and attackers
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Fig. 3 In the Closed World scenario (a), the user visits one page among those monitored by the attacker. In Open World (b), the user is allowed to
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simply cannot monitor all websites. Therefore, the open-
world scenario is a more practical attack scenario. In the
open-world scenario, an attacker can only collect a por-
tion of traffic generated by users accessing the website in
Fig. 3(b). The techniques developed to address the open-
world problem design a binary classifier that requires
traces from both the finite monitored set and an infinitely
large (rest of the universe) set of non-monitored websites.
As shown in Fig. 3, we assume that the number of websites
monitored by the attacker is 7, while the number of web-
sites not monitored is #, and the value of n is much greater
than m.

WF defense

Website fingerprinting attacks are mainly designed to
train machine learning models by extracting useful fea-
tures from encrypted packets. The more prominent and
unique the features, the better the effectiveness of WF
attacks. Therefore, most of the defense against attack are
designed with the aim of obfuscating the patterns of the
encrypted packets of the loaded website. WF defense has
been an active area of research, and many defenses have
been introduced in literature [3, 14—20]. These defenses
include traffic morphing (make the source website distri-
bution appear to come from another website distribution)
[17] and time deforming (the time required for packets
exchange between the client and the server). The follow-
ing introduces several common WF defenses.

BuFLO. Dyer et al. [14]. proposed Buffered Fixed-
Length Obfuscation (BuFLO), which combines packet
padding and time deforming methods. BuFLO sends
fixed-length packets at fixed intervals, and uses dummy
packets to pad and extend the transmission. Packet
padding refers to hide the distribution of website traffic by
increasing the packet length. One of the basic and effec-
tive padding defenses is Pad-to-MTU, which means that
each individual packet is padding to the maximum trans-
mission unit (MTU) in the TCP connection. The defense
method using packet padding will make all the packets in
the data transmission process the same size, so it is dif-
ficult for an attacker to obtain a useful pattern from the
traffic dataset to conduct WF attack. The packet padding
method is bound to increase bandwidth overhead, so the
practicality of the method may not be ideal.

In order to overcome the bandwidth overhead burden
caused by packet padding, literature [17] proposed a
Direct Target Sampling (DTS) and Traffic Morphing (TM)
are distribution-based padding defenses that use statisti-
cal sampling techniques. DTS morphs the source packet
size into the packet size of the target traffic through
random sampling (select normal website traffic as target
traffic), which makes the source webpage as similar to the
target page as possible.
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TAMARAW. Cai et al. [16]. improved BuFLO by intro-
ducing a lighter defense named TAMARAW. TAMARAW
sends fixed-length packets at fixed intervals as same as
BuFLO, but the fixed-length packets are 750 bytes instead
of the maximum transmission unit. During the padding
process, TAMARAW will set a padding parameter, if the
total number of packets sent in both directions in and out
of the packets are multiple of this parameter, TAMARAW
stops padding. In addition, the amount of padding gener-
ated depends on the total size of the webpage. Due to the
asymmetry of Web browsing traffic, Cai et al. suggested
using different packet sizes and padding at different rates
to handle incoming and outgoing traffic independently.

WTE-PAD. Juarez et al. [3]. proposed an adaptive
padding method for WF defense by improving the adap-
tive padding (AP) algorithm [4], which is called Website
Traffic Fingerprinting Protection with Adaptive Defense
(WTE-PAD). This defense uses the packet time sampling
approaches to send dummy packets in the gaps of real
packets without delaying actual traffic and achieve smaller
bandwidth overhead than the BuFLO family.

BiMorphing. Al-Naami et al. [19]. considered the
dependence of consecutive packet sequences in the oppo-
site direction, and then proposed a novel WF defense
method with bidirectional padding. BiMorphing uses a
matrix to calculate packet distribution and IAT distribu-
tion to morph the bidirectional burst mode. It also uses
mathematical optimization techniques to minimize the
bandwidth overhead.

Our defense methodology
In this section, we introduce the model of WF defense and
demonstrate our defense methodology.

Defense model

In addition to features such as packet size commonly
used in WF attacks, Inter-Arrival Time (IAT) is also a
significant feature of web traffic. WTF-PAD [3] uses a
link padding method, which uses the packet time sam-
pling approaches to pad dummy packets in the gaps of
real packets, and does not cause the actual traffic delay.
BiMorphing [19] analyzed the importance of the feature of
burst in WF attacks and proposed the concept of bi-burst.
BiMorphing also uses the principle of AP algorithm [21]
to pad the gaps in the bursts, which obfuscates the feature
of burst in website distribution.

In order to split the IAT into burst and gap model,
WTE-PAD calculates the instantaneous bandwidth at the
time of each inter-arrival time to determine if it is part
of a burst or not. The padding phase selects whether to
send a dummy packet and determines the waiting time
according to the current mode (burst or gap mode). In
burst mode, the algorithm essentially assumes there is a
burst of real data and consequently waits for a longer
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period before sending any padding, while in gap mode, the
algorithm assumes there is a gap between bursts and con-
sequently aims to add a fake burst of padding with short
delays between packets. However, there is no gap mode in
BiMorphing, only the burst mode, which has been rede-
fined: consecutive packets in the same direction are called
a burst, and two opposite bursts are called a bi-burst.
Therefore, BiMorphing uses dummy packets to pad the
internal gap of the burst, and the direction of the dummy
packet is consistent with the burst direction.

Figure 4 shows the padding example of WTF-PAD and
BiMorphing. WTE-PAD will determine whether it is cur-
rently in gap mode or burst mode according to the instan-
taneous bandwidth of the inter-arrival time. If in the gap
mode, it will be padded dummy packets. Generally, burst
mode does not padding dummy packets. BiMorphing will
first calculate the matrix distribution of the original traffic
and the IAT in the target traffic traces. After detecting the
arrival of the real traffic packet, it calculates the interval
between the packets in the burst according to the matrix
distribution sampling and padding a dummy packet in the
interval of traffic trace as same as the direction of the
burst.

However, due to the fixity of the padding mechanism
of WTF-PAD and BiMorphing, the traffic flow formed by
each padding is similar, and the process of morphing fea-
ture produces new features. For example, if a user accesses
the same webpage at different time, the two website dis-
tributions generated by the user are similar under the
condition that there are no major changes to the webpage.
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DF [4] uses an improved CNN model, which can extract
the key features from the traffic traces protected by WTE-
PAD (or BiMorphing) and then to train the classifier with
these features, DF achieved more than 90% test accuracy.

Based on the limitations of WTF-PAD and BiMorphing
in traffic processing and padding mechanism, we propose
a WF obfuscation method against WF attacks based on
machine learning or deep learning, dummy packets are
randomly padding in bi-direction between the interval of
the original traffic flow in our algorithm. Our defense can
extend the difference between two packet distributions
generated by a user accesses a website at difference time
and also disguise the distinctive features such as packet
size and packet direction.

Defense design

In order to defeat the WF attacks, it is not adequate
to morph the packet sequences by using size padding
techniques or even more sophisticated time delay meth-
ods, because of some existing deep learning models can
identify these obfuscated traffic traces with high accu-
racy. Inter-Arrival Time (IAT) in the traffic sequence
is a distinguishing feature that can predict the class of
webpages in high accuracy. Even if defense was applied,
attackers can still achieve their aim by using this fea-
ture alone to train models. In this section, we introduce a
novel defense against WF attacks by random bidirectional
packet padding. This defense can completely disrupt the
website distributions generated by the user accesses the
website, and make sure zero delay so that it will not
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Fig. 4 The example of WTF-PAD and BiMorphing
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cause a large impact on the actual user experience in web
browsing.

As shown in Fig. 5(a) is the original traffic sequences
generated by user accesses website while Fig. 5(b) and
(c) are the traffic sequences generated by RBP against
original traffic in different time. Our defense makes the
traffic sequence after padding is extremely different from
the original traffic sequence, which completely disrupts
the packet distribution, and the direction of the dummy
packet and the insert position is random. Thus, our
defense can increase the attack cost of the attacker. For
example, we assume that the traffic sequence generated
by the user use RBP to access a certain webpage in time
A is Fig. 5(b) is called traffica, which is captured by the
attacker, and extract features to train a model. The traf-
fic sequence in Fig. 5(c) is generated by the user use RBP
to access the same webpage in time B is called trafficp,
and there are no major changes to the webpage (time A
and B present a user accesses a same webpage at differ-
ent time). The attacker cannot use the trained classifier
to better identify trafficp. If the attacker wants to identify
the trafficp, he needs to capture the trafficg again, extract
the features, and then train the classifier, which greatly
increases the attack cost of the attacker. However, even
though an attacker uses traffica or trafficg to conduct WF
attack with 10-fold cross validation, the results of attack
are undesirable for the attacker. For example, we perform
a 10-fold cross validation with a single dataset against
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TF [5], the TF only reach 28.8% accuracy in closed-world
scenario.

Our defense can completely disrupt the traffic distribu-
tions generated by a user accesses the website, and make
sure zero delay and moderate bandwidth overhead. RBP
algorithm is depicted in Fig. 6 using a finite state machine.
Starting from INI Mode, it will switch between Sampling
Mode and Padding Mode until receive a real packet or the
time expires.

INI Mode. Starting in INI Mode, our defense waits for
receive a real packet and calculates a traffic distribution
XT from target websites. Sample Mode. When a real
packet is received, the sate machine switch to the Sample
Mode. RBP algorithm sample a time ¢ from the distribu-
tion XT and start a timer. When the time ¢ expires, this
means no packet received for a consecutive time, the state
of mode switch to the Padding Mode, if the trace is end,
the state will return to INI Mode. RBP algorithm match
the traffic sequence with target traffic without any delay,
ensure the good user experience in low latency network.

Padding Mode. In Padding Mode, the algorithm gener-
ates a dummy packet which is similar to normal website
packet except for packet size, and then inject it in the
traffic sequence. After padding, the algorithm returns to
Sample Mode, restart a new timer.

Figure 7 depict the workflow of RBP, which consists of
an initialization phase and a padding phase. The initial-
ization phase is responsible for building distribution that
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Fig. 5 RBP Example. Figure(a) present the original traffic generated by user access website, Figure(b) shows the process of RBP of the original traffic
in time A while Figure(c) present the process in time B. Time A and B mean a user accesses a website at different time
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will be used in the padding phase. The architecture will be
explained in detail in the following sections.

Initialization

RBP consists of three main components, time sampling,
Inter-Arrival Time (IAT) sampling, and random bidirec-
tional padding. We now explain the three components in
detail.

Time Sampling. First we define some notations that
we use in our figures and throughout the paper. Let T

be the traffic sequence generated by the target websites,
and given a sample space of n possible IAT. We describe
the target traffic sequence as a column vector represent-
ing a probability mass function over the # sizes X7 =
[%1,%2, .., %,], where x; is the probability of the ith largest
IAT at the target traffic sequence. To sample the time ¢
will be used in the padding phase, the algorithm first sums
the probabilities into a cumulative distribution function

count distribution X

!

Initializtion

A 4

time ¢ sampling

generate dummy packet

h 4

send real or dummy packet

IAT sampling

Padding

Fig. 7 RBP workflow
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such that the cumulative probability of target IAT s; is
equal to the sum of the probability for all IAT sizes < s;.
Then, the algorithm runs a pseudorandom number gen-
erator to get a random number r €[ 0, 1], and selects first
target IAT with a cumulative probability > r. For exam-
ple, if cdf (j) > r, the algorithm selects the j largest IAT
as the time ¢.

Inter-Arrival Time (IAT) Sampling. 1AT is a distinc-
tive feature, and differences in IAT will directly affect the
distribution of packets. Although only the feature of the
packet direction is used in DF attacks, the sampling of IAT
is crucial for our padding phase. To reduce the delay and
bandwidth overhead caused by the defense mechanism as
much as possible, we need to pad the gaps of the traffic
sequence with dummy packets, which can minimize the
delay and avoid affecting the transmission of real pack-
ets. When the first real packet is received, we calculate the
arrival time of the next packet in the same direction as the
packet. The interval time is the IAT obtained by padding
in this phase. Compare the time ¢ obtained by direct time
sampling and IAT, if t < IAT, it means that new real
packet will arrive before the time ¢ expires, the dummy
packet is not padded, or padding the dummy packet at the
end of the time ¢ if ¢ > IAT, and restart the procedure of
time sampling and IAT sampling.

Random Bidirectional Padding

In our defense, the padding phase apply randomization
to the packet padding without any delay and moderate
bandwidth overhead. The algorithm of padding as follows.

Algorithm 1: Random Bidrectional Padding

Input: Original traffic T gina, target traffic Tyapger
Output: The traffic sequence padded by RBP

1 // Define the size of padding packet ;

2 length < Definition()

3 while trace(Toyigings) do

4 t < Sampleing(Tiarget) ;

5 if t expires then

6 Slow &ﬂowdirection(Toriginal) ;

7 // Generate dummy packet ;

8 dummy < generatejymmy(flow, t, length) ;

9 // Inject the dummy packet ;

10 insert(dummy) ;
11 end
12 end

Padding. At the beginning of padding phase, the algo-
rithm sets the length of packets is MTU (Maximum
Transmission Unit) that means the length of all dummy
packets padded by RBP is MTU. Then, we use the time ¢
obtained in the initialization phase to determine the posi-
tion of traffic trace for padding dummy packets. If client
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does not receive real packet when the time t expire, RBP
algorithm will inject the dummy packet to trace. The gen-
erated dummy packets are determined by timestamp, the
real packet direction and length. For example, the times-
tamp of the dummy packet equal to the current traffic
timestamp add the time . The direction of dummy packet
is determined by the two previous packet directions. If the
first two packets are in the same direction, the direction of
the dummy packet is opposite, if the first two packet direc-
tions are opposite, the direction of the dummy packet is
consistent with the previous packet.

Experimental evaluation and discussion

In this section, we demonstrate the effectiveness of the
proposed WF defense. We evaluate our defense against
a Tor dataset. We examine the closed-world and open-
world scenarios when no defense is applied and when
there is a defense mechanism.

Dataset

The dataset we use contains the traffic data in the closed-
world and the open-world described in §2.1. We use the
Tor dataset to evaluate the effectiveness and overhead of
our defense in a practical scenario. The dataset is com-
posed of encrypted packets generated by the browser
accesses the Tor network. The dataset is described in
detail in [8]. In addition, we also use the dataset in [22]
in closed-world scenario as an experimental compari-
son to further test the performance of our defense under
different datasets.

As described in Table 1, the dataset consists of two
groups of collections. The first one is a group of the mon-
itored website, there are 100 websites with 90 traces each.
We use this group of data for the closed-world experi-
ments. The second collection consists of 9000 websites
where each website has on trace. These websites were
selected from the Amazon Alexa’s top websites [23]. In
the open-world setting, we consider the first group of 100
websites as the monitored set and the second group of
9000 websites as the unmonitored set. The dataset in lit-
erature [22] is also selected from the Amazon Alexa’s top
100 websites which consists of 100 websites with 40 traces
each.

Experimental setup

We use the dataset of the top 100 monitored websites in
the Tor dataset [8] and the dataset in the literature [22]

Table 1 The Tor dataset

Dataset # of websites # of traces per websites
Monitor 100 920
Tor [5]
Unmonitor 9000 1
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to evaluate the performance of RBP in the closed-world
scenario. We use these datasets to train and test the clas-
sifier and take the average accuracy for assessment. For
evaluating RBP in the open-world scenario, we use the
whole Tor dataset. The monitored set consists of the 9000
instances of the 100 blocked websites in the first collection
while the unmonitored set consists of the second collec-
tion websites (i.e. 9000 websites with one instance each).
The classification becomes a binary classification prob-
lem with each monitored website as the class 1, and each
unmonitored website as the class 0.

We choose two defenses, WTF-PAD [3] and TAMA-
RAW [16], as competitors to our defense representing two
extremes in design philosophy: WTE-PAD is a lightweight
obfuscation defense, while TAMARAW is a heavyweight
defense with high latency and bandwidth overhead. Other
defenses have been broken by known attacks or more
expensive than TAMARAW, or impractical to implement.

We use three state-of-the-art WF attacks: CUMUL [9],
TF [5] and DF [4] explained in §2 to evaluate our defense.
CUMUL train a support vector machine (SVM) classifier
by using the cumulative feature set, achieve a 92.9% accu-
racy against no defense dataset. TF uses a triplet network
as feature extractor and use a k-NN classifier to train the
feature vector generated by feature extractor, TF solve the
challenge of the difference between datasets in WF attack
filed and achieve over 90% accuracy. DF uses an improved
neural network classifier based on CNN and attains over
98% accuracy on Tor traffic without defenses which is the
highest accuracy compare with all prior attacks.

Evaluation metrics

We use several metrics to evaluate our defense, such as
Accuracy in multi-classification problem, F1 score, TPR
and FPR in the binary classification problem and overhead
etc.

Accuracy. In the closed-world scenario, the accuracy is
defined as the proportion of target (i.e. the target class of
attack) classifications that are correct. If the WF attacker
classifies a trace as belonging to a target webpage, it is a
accurate. In an experiment, let N4;; and Nycc denote the
number of all class and correct classifications. Then the
accuracy is:

Nacc

Accuracy =
Narr

F1 score and Recall. Furthermore, as the open-world
scenario is a binary classification problem, we measure
the true positive rate (TPR) and false positive rate (FPR).

These are defined as follows: TPR = T[)ﬁ%) and FPR =

H)iipm. Here, TP (True Positive) is the number of traces

which are monitored, and predicted as monitored by the
classifier. FP (False Positive) is the number of traces which
are unmonitored, but predicted as monitored. TN (True
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Negative) is the number of traces which are unmonitored
and predicted as unmonitored. FN (False Negative) is the
number of traces which are monitored, but predicted as
unmonitored. In addition, we measure the F1 score and
Recall. These are defined as:

2TP
Fl= —M
2TP + FP + FN
TP
Recall = ———
TP + FN

Trace. A trace is a sequence of packets collected
during a page loading process, denoted as Trace =
(t1, Packety) , (t, Packety) , .., (t|T\,Packet|T‘) where |T| is
the total number of cells in the trace. ¢; is the timestamp
of the i packet. Packet; show the direction and length of
the i’ packet.

Bandwidth Overhead. Let Trace denote the original
trace and Trace’ denote the trace after implementing some
defenses. The bandwidth overhead BO is the total amount
of dummy data divided by the total amount of real data:

| Trace'| — | Trace|
BO=——F——
| Trace|

Delay Overhead. The delay overhead DO of Defense
on Trace is the extra time taken to transmit real packets,
divided by the original transmission time. Denote the last
real packet in Trace' as fy, then we have:

DO = B~ tm

b

Generally, delay overhead affects users’ browsing expe-
rience while bandwidth overhead shows the extra burden
laid on the network. They should be considered together
when evaluating a defense. We define these two metrics to
be independent of each other, to simplify the analysis and
to more easily highlight how defenses change each over-
head. When bandwidth is a concern, for example, increas-
ing the bandwidth overhead will likely delay page loading
but will not change the time overhead. Our defense have
zero delay overhead and moderate bandwidth overhead.

Results

Using the Tor dataset, we evaluate the RBP approach in
the closed-world and open-world settings. We show the
results when no morphing is applied (normal traffic) and
compare them to the morphed data (when packets are
morphed).

RBP in closed-world. Table 2 presents the closed-
world results using the original and defended data. As
shown in the table, after classifying the 100 websites the
accuracy of the data when no defense is applied is pretty
high, TF attack attains 92.2% accuracy, while DF model
achieve the highest 98.3% accuracy. When defenses are
applied to traffic, the accuracy drops.
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Table 2 Accuracy (%) of known attacks in the closed-world
setting against normal and morphed data

Attack Accuracy

Defense Average Accuracy
CUMUL TF DF

No Defense 929 922 983 94.5

TAMARAW 436 5.82 8.8 6.33

WTF-PAD 874 86.6 91.9 88.6

RBP 214 28.8 38.6 29.6

It can be seen that for all three CUMUL, TF and DF
attacks, RBP achieves less accuracy than WTF-PAD [3].
The lower the accuracy, the more effective the defense
is. Especially against DF, our defense achieves remarkable
results that directly reduced its accuracy from 98.3% to
38.6%. This shows the effectiveness of the proposed RBP
defense which considers a zero delay optimized random
padding technique. Not only does RBP disguise the bidi-
rectional packet patterns via the bidirectional time sam-
pling and random padding, but it also protects against the
inter-packet arrival time leak through the IAT sampling
technique. From Table 3, it can be seen that TAMARAW
[16] performs better than RBP regarding accuracy. How-
ever, we later explain why TAMARAW is not a practical
defense strategy to apply in website fingerprinting.

We also analyze the impact of the number of moni-
tored websites in the Tor dataset on accuracy. As shown
in Fig. 8, the performance of the three defenses tech-
nologies improves as the number of websites increases,
that is, the accuracy of WF attacks gradually decreases.
Figure 8(a) shows that TAMARAW has the best defense
performance. Neither machine learning nor deep learn-
ing classifiers can well identify the traffic protected by
TAMARAW. The highest accuracy rate is about 14%,
which is only containing 50 websites. Figure 8(b) and (c)
show the performance of WTF-PAD and RBP defenses
against three WF attacks in the closed-world setting.
The overall performance is in accordance with Table 2.
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Table 3 Bandwidth and delay overhead of various WF defenses

Defense BW Overhead (%) Delay Overhead
No Defense 100 No
TAMARAW 543 Yes
WTF-PAD 177 No
RBP 270 No

The defense performance of RBP is between TAMARAW
and WTEF-PAD, but far better than WTEF-PAD, and RBP
achieves a moderate bandwidth overhead. In general, our
defense is an effective WF defense in the closed-world
scenario.

RBP in open-world. The results of the open-world sce-
nario are illustrated in Table 4, we show the results when
no defense is considered as well as when applying the
defenses techniques. In an open-world, the effectiveness
of a defense must decrease the TPR of WF attacks while
increasing its FPR as much as possible. It can be seen
from Table 4, although our defense cannot significantly
improve the FPR of WF attacks, the TPR reduces from
94.7% (no defensed) to 25.8% (padded) against DF, while
WTE-PAD only reduces TPR to 70.4%, which shows that
most of the traffic defended by WTE-PAD are identified.
For the TF attack which also uses deep learning technol-
ogy, our defense achieves a lower TPR than DF, and the
accuracy and F1 score are further reduced. The reason is
that TF uses the triplet network in deep learning to extract
features, but TF also use the k-NN classifier in traffic clas-
sification. Although the training and testing time of TF is
significantly reduced compared with DF, the accuracy of
traffic identify is lower than DF.

CUMUL is an effective WF attack which calculates the
cumulative features based on the traffic sequence. Thus,
the machine learning such as k-NN or SVM classifier use
the cumulative features of CUMUL can still achieve a
good classification result. It can be seen from Table 3 that
the TPR value decreases from 96.6% (no defense) to 57.2%

30 T T 100 T 70 T
-l -cumuL -l -cumuL -l -cumuL
-@-1F -@-TF -@-TF
25 -X-DF -X-DF 60 -2-DF
95 - A
0 ,A——"'A-"‘L~_ 50 A AR
< S -7 T < AL
z 3 7 T~ A
@ 15 @ 90 ----':::--.___ S 400 ~ _ -
5 @~ 5 - sILoE----m 5 e
10 *'Ai"‘-A---:&-:""“---_- ®--.. 30 TT@--_
.- = s aEEEl CEEEE S [
5 W---- el [ A 20 =
0 - - ; ; 80 10 -
50 60 70 80 90 100 50 60 70 80 90 100 50 60 70 80 90 100
WebSize WebSize WebSize
(a) TAMARAW (b) WTF-PAD (c) RBP
Fig. 8 Closed-world: The impact of the amount of monitored websites on accuracy
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Table 4 Defense performances in an open-world scenario on Tor dataset

CUMUL TF DE
Defense

TPR FPR F1 TPR FPR F1 TPR FPR F1
No Defense 96.6 6.48 96.5 85.7 043 92.1 94.7 0.55 96.7
WTF-PAD 781 126 81.7 829 0.51 904 704 144 81.2
TAMARAW 30.6 184 313 6.19 0.88 116 0.6 0.2 1.19
RBP 57.2 11.3 67.9 22.1 0.78 36.1 25.8 0.79 40.9

for RBP and to 78.1% for the WTF-PAD defense. Along
with the TPR and FPR ratios, the tables also show the F1
score as well as accuracy value in open-world setting.

From the Table 4 shows that CUMUL achieve a higher
TPR than TF and DF which is inconsistent with the liter-
ature [3]. We believe that deep learning classifier requires
a lot of data for the traffic of no defense, so the TPR of DF
is lower than CUMUL. Regarding the defended traffic, the
Tor dataset [5] has not reached the scale of websites in the
literature [3], DF cannot train the CNN model well. On the
other hand, due to the cumulative feature of CUMUL, it
may be offset by the accumulation operation after padding
dummy packets of the same size. For example, two dummy
packets are the same size and in opposite direction are
padded, the result of adding these two packets is zero.
After the features processing of CUMUL, the final result is
that these two dummy packets have not been padded, thus
this operation decreases the performance of our defense.

Non-practical Defense. TAMARAW based padding
model comes with substantial bandwidth overhead and
a reduction in protocol obfuscation, although results in
lower accuracy for most of the attacks. The cause of this
is the greater amount of padding after the transmission
has finished in TAMARAW compared to other defense
techniques. For instance, in the closed-world setting, the
experiments in Table 2 show that under the TAMARAW
defense, CUMUL, TF and DF attacks achieve only 4.36%,
5.82% and 8.8% accuracies respectively. However, these
experiments reveal that TAMARAW comes with an enor-
mous bandwidth overhead cost, which is roughly more
than 500% as shown in Table 3. On the other hand, RBP
and WTEF-PAD achieve 270% and 177% bandwidth over-
head respectively, which is insignificant compared to the
bandwidth overhead of TAMARAW. This leads to the
conclusion that defenses like TAMAARAW are not practi-
cal approaches to deploy as WF defenses in Tor compared
to other defenses that achieve much lower bandwidth
overheads.

Defense Overhead. When we apply WF defense tech-
nology to pad or change packets and confuse the adver-
sary, it creates some inevitable overhead, namely band-
width overhead and time overhead. In the literature [19],
the bandwidth overhead of a defense is defined as the
number of extra packets added in the morphed data,

divided by the number of packets in the original packet
sequence. The time overhead of a defense is defined as
the extra time needed to load the packet sequence in the
morphed data, divided by the original time required in
the original packet sequence. We follow Al-Naami et al’s
consideration. As an effective WF defense algorithm must
minimize these overheads while ensuring the defense per-
formance. In reality, unlike bandwidth overhead, any delay
overhead becomes a concern in low-latency networks like
Tor. As discussed in §3, RBP achieves a zero delay algo-
rithm that sends the extra sampled dummy packets in gaps
of real packets in a way that ensures real packets arrive on
time.

In this section, we show the bandwidth (BW) and delay
overhead. We see from Table 3 that RBP achieves a lower
bandwidth overhead than TAMARAW while WTEF-PAD
achieve the lowest bandwidth overhead. For the delay
overhead, as shown in Table 3, RBP and WTF-PAD scores
a zero delay overhead to the actual traffic whereas TAMA-
RAW cannot avoid it. From Table 3, we can see WTF-APD
achieve the minimal overhead. However, due to the appli-
cation of deep learning in the field of WF attack, WTE-
PAD cannot resist the deep fingerprinting attacks based
on neural networks, such as DF [4]. Although our defense
increases bandwidth overhead, it does not impose heavy
burden on users. At the same time, RBP protects users’
privacy in network activities without any delay.

Evaluation of Bandwidth Overhead. In this part, we
want to measure how an increase in the overhead bud-
get affects the attacker’s effectiveness. We show TPR of
three WF attacks in Fig. 9. Without RBP, DF, CUMUL and
TF can achieve 96.6%, 94.7% and 85.7% TPR respectively.
Its TPR decreases quickly as we initially increase the size
overhead. With about 260% bandwidth overhead, its TPR
is already lower than 40%.

Similarity Measurement. We extensively analyze the
difference of the two datasets by using a similarity mea-
surement. The similarity measurement is used to evaluate
how similar of two network traffic’s vectors in the latent
space. We apply the Cosine distance to calculate the dis-
tance between a pair of network traffic; the smaller dis-
tance represents the lower similarity of the given pair of
network traffic. The range of Cosine distance is [0,1]. We
calculated the Cosine distance between the two datasets
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Fig. 9 Three WF attacks' TPR on protected traces given different bandwidth overhead budgets

protected by WTE-PAD and RBP in difference time. We
also consider the closed-world and open-world settings.

As shown in Table 5, the Cosine distance is calculated
for all traffic examples from the WTF-PAD dataset and
the original dataset is 0.961 (closed-world) and 1.0 (open-
world). As we discussed in §3, due to the fixity of the
packets padding algorithm, WTF-PAD cannot completely
disguise the distinctive features in traffic sequence. For
deep learning classifiers, the WTF-PAD dataset is almost
the same as the original dataset. This is one of the rea-
sons why DF can achieve such a high accuracy against
WTE-PAD. On the contrary, the Cosine distance of RBP
datasets is only 0.014 in closed-world setting and 0.053 in
open-world setting, while the distance of original dataset
and RBP dataset is 0.069 and 0.107. The results show that
our defense makes the traffic sequence generated at dif-
ferent times completely different and obfuscates the most
of features.

Conclusions

In this paper, we proposed a novel WF defense that can
defeat WF attacks based on deep learning models which
combines direct time sampling and random bidirectional
padding, which ensures moderate bandwidth overhead
and incurs zero delay for real packets exchanged between
client and server. Our defense can conceal the inter-arrival
time feature in the traffic sequence and extend the dif-
ference of distribution of traffic generated when the user
is accessing the same website in different time. Thus, an
adversary uses the deep learning model which trained on

Table 5 The Cosine distance between the datasets

. i WTF-PAD RBP
Cosine distance
Original WTF-PAD Oirginal RBP
ClosedWorld 0.961 0.999 0.069 0014
OpenWorld 1.0 1.0 0.107 0.053

the previous dataset cannot identify the traffic well, mak-
ing the attack cost of the adversary increase. We proved
the effectiveness of the proposed approach empirically by
examining the defense against passive attacks and com-
paring it with state-of-the-art methods. The promising
results, moderate bandwidth overhead, and real packets
zero latency give a new perspective for a more practical
WE defense.
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